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Gordano Messaging Suite

EEER
GMS

1 Introduction

Your messaging system administrator has just installed The
Gordano Messaging Suite. Depending on which GMS components
are installed you will be able to benefit from:

Access to your email from anywhere using any standards
compliant web browser, standards compliant email client,
Portable Digital Assistant (PDA), cell phone or other portable
device.

Protection from viruses.
Protection from spam (unsolicited commercial email).

Archiving and retrieval of any message you have sent or
received.

Being able to send Short Message Service (SMS) messages to
mobile devices.

Being able to send messages to pagers.

Being able to communicate with friends and colleagues in real
time using GMS Instant Messaging.

Protection whilst browsing the internet through the Proxy
server.
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e Creating, managing and sharing your calendars, notes, tasks
and address books with GMS WebMail Professional or
Microsoft Outlook.

e Uploading, managing and sharing documents using document
folders. Document folders also support document revision
history.

e Maintain central address books which integrate with GMS
WebMail Professional or Microsoft Outlook.

e Secure connections.

1.1 What is GMS?

Gordano Messaging Suite is a powerful combination of messaging
products that will enable you to control the way in which you
communicate with others. The various products are detailed below.
If you are unsure which products have been installed on your
system you should contact your administrator for further
information.

1.2 What is GMS WebMail Professional?

GMS WebMail Professional is an advanced web based mail client
that brings the power and look of a traditional workstation based
mail client to your web browser. It will empower you to receive,
reply and manage your e-mail securely from anywhere in the world.
Like all Gordano products, GMS WebMiail is easy and familiar to
use, combining reliability with high performance. It includes an
extensive range of features including unlimited address books,
Aliases, Filters, and Folders for filing messages. Extensive support is
provided for document management, including maintaining a
revision history of each document and providing the ability to share
documents with others. Calendars, Tasks, and Notes can also be
provided by using GMS Web Organizer. This guide will explain how
to use GMS WebMail Professional and its many features, to
manage your e-mail.

1.3 What is GMS WebMail Express?

GMS WebMail Express is an alternative to the Professional client
which is ideal for users with slower machines or slower internet
connections. It has limited features when compared to the
Professional client. The Express client is designed to keep page sizes
and therefore load times to a minimum. It can also be accessed
from all mainstream browser versions. This guide will explain how
to use GMS WebMail Express and its many features, to manage
your e-mail.

2 Copyright © Gordano Ltd, 1995-2016
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1.4 What is GMS WebMail Mobile?

In addition to the Professional and Express clients GMS provides a
mobile interface to your email account. This is a simple client
designed for accessing your mail using a Personal Digital Assistant
(PDA) or other hand-held device including iMode capable devices.
This guide will explain how to access and use this client.

1.5 What is GMS Web Organizer?

GMS Web Organizer allows you to use calendars to create
important events and alarms to remind you when those events are
due. It also allows you to maintain a Task List and free form Notes.
Your Calendar, Task List and Notes can be shared with other users
on the system allowing them to view your schedule and, depending
on the access rights you give them, manage your events. This
product is an essential tool in managing your busy working day.

1.6 What is GMS Anti-Spam?

GMS Anti-Spam is an extremely powerful tool in the battle against
unsolicited commercial email (UCE), also known as "spam”. It
allows you to set filters to prevent mail from people you don’t
know, known addresses you have banned and from senders using
known "spam" techniques. Using this product can eliminate
virtually all unwanted email you receive, hence reducing the time
you spend each day deleting unwanted messages.

1.7 What is GMS Anti-Virus?

GMS Anti-Virus is a server-based tool designed to protect the GMS
Mail Client from malicious attacks. GMS Anti-Virus can be
configured to work with any Internet mail server to provide
automatic scanning and disinfection of email messages and
attachments. This bi-directional process can remove potentially
damaging viruses before they enter (or leave) the user’s system. This
capability is now essential given the emergence of viruses such as
Nimda and Klez, which can infect Outlook users and their
correspondents when they open, or simply preview, an infected
email.

GMS Anti-Virus is integrated into the GMS server using a set of
custom DLLs or shared libraries. Due to the close integration of
these products performance is significantly increased. Coupled with
the fact that GMS Anti-Virus is multi-threaded this results in
significantly faster virus checking with minimal resource use. Multi-
threading means many messages can be scanned at the same time.
GMS Anti-Virus also removes the hassle of installing and
configuring a separate third party virus checker.

Copyright © Gordano Ltd, 1995-2016 3
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Gordano’s GMS Anti-Virus comes with two distinct Anti-Virus
engines, providing both normal virus protection and protection
from so called Zero Hour threats.

1.8 What are GMS SMS and Pager Gateways?

GMS SMS (Short Message Service) and Pager Gateways enable you
to send messages to cell phones and pagers from your desktop.
This product, combined with Web Organizer, also provides the
ability to generate alerts sent directly to your mobile phone or
pager when a calendar event or task is due.

1.9 What is GMS Instant Messenger?

GMS Instant Messenger (IM) allows you to have real-time text
conversations with other users on your email system. It allows you
to talk to single or multiple contacts at once. You can easily define
which people you want to have in your contacts list and also block
certain people from contacting you should you wish to. IM can also
provide presence information allowing you to easily see when
people are available to speak to and also to see how they would
prefer to be contacted when they are not logged on to IM. GMS
Instant Messenger can also be integrated directly into Outlook
extending access to presence information while also allowing users
to send Instant Messages, SMS (Text) Messages and Pager
Messages directly from within the Outlook client.

1.10 What is GMS Collaboration?

The GMS Collaboration server allows for the integration of
Microsoft Outlook into the Gordano Messaging Suite. This allows
for complete Outlook integration with all of the GMS eMail,
Address books, Calendars, Note and Tasks, user access permissions
allowing.

1.11 Who Should Read this Guide?

This guide is for all users of GMS. If you would like to find out more
about Gordano products or how to administer them, please
download our other manuals from http://www.gordano.com.

4 Copyright © Gordano Ltd, 1995-2016
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1.12 Conventions

The following conventions are used in this guide:

Convention Used for

Courier Lines of code and e-mail messages.

Italic Names of other guides, products and services.
<value> Reference to information you must provide.

Option, page The "," abbreviates a sequence of actions. For example, "choose
Content, Global Filters" means click the Content button on the
toolbar, then choose the Global Filters page.

The following symbols are used in this guide:

Tip — gives optional extra information you may want to act
on. You can ignore these if you wish.

Information — gives additional explanation of points. You
should read these.

", Warning — warns of areas where you could damage some
element of your system. You must read these.

1.13 Help
Context sensitive on-line help is available within GMS products at

any time by clicking on the Help icon. @
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1 Finding your way around

1.1 Introduction

GMS WebMail Professional has been designed to be intuitive to
use. There are, however, certain aspects of the User Interface that
need to be more explicitly described so that you can gain maximum
benefit from them.

Additionally, it is useful to identify the various parts of the User
Interface and how they are referred to throughout this User Guide.

1.2 The Display

" It is recommended that a screen resolution of at least 1024 x 768 is used
Y when using the Professional WebMail client.

Once logged on you will see the display, shown in figure 1. There
are several parts to the screen as identified in the figure.

BN BN B | () Compose [ Event (4] Contact [ Task [ Note [5] Document [ Classic [ Widescreen | 5 Express 9 Instant Message [ Admin ) Help [gg] Sian OFf
GMS a X a Iﬁ'cmen z% Reply gﬂemym\ z@ Forward Resend s Redirect Q (4| [2] Refresh 3 Search
EFE GMS WebMail & InBox - 1 messages a4
E-i2) Mail
o I R N T
Sent 4 O Gordano Sales Welcome to build 5164 of Gordano Messaging Servic 2015-07-16 11:52:31 29KE
f Drafts

(&) Trash

B Search Results Message List
Navigation Tree

Welcome to huild 5164 of Gordano Messaging Services
"Gordano Sales” <sales@gordano.com s
Date: 2015-07-16 11:52:31
To:  “postmaster@slarndom’ <postmaster@slarr.dams

I !
releasenotesot | Message Attachments |
| J

Build 5164

Congratulations on installing Gordano Messaging Services,

- Mail This release cantains the following products:
GME Mail

= GMS WebMail

E Calendar SMs Comm
=MS Collaboration

FE Address Book GMS Anti-yirus

GMs Anti-Spam
GMs Anti-Spam Update

Ei Tasks GMS WehOrganizer

GMS Instant Messenger Message Body
1 GMS Archiier
Micrasaft Exchange AdtiveSync

& Documents Please see httpywa.qordano com/release htmy=5164fp=\WINNT for details of
_ what's news and what's fized in build 5164,

X Preferences

BE Folders
InBox- 1 messages 29KB StatuSBar Thu 16 Jul
FIGURE 1.
Menu

The menu bar along the top of the display provides you with
options for using the address book, composing a message, context
sensitive help, and so on. If you are using the Firefox web browser,
this menu bar can be resized.
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Compose
= o .
Click this to compose a new e-mail message.

E Event
Click this to open a calendar event screen allowing you to

add an event to a calendar. See “Calendars” on page 39.
This is available with GMS Web Organizer.

- Contact

Click this to add a new contact to your address books. See
“ Address Books” on page 63.

Task

Click this to open a Tasks screen allowing you to add a new
task to your task list. See “Tasks” on page 79. This is
available with GMS Web Organizer.

2 Note
Click this to open a Note screen allowing you to add a note
to a folder. See “Notes” on page 93. This is available with
GMS Web Organizer.
Document

D Click this to open the Document screen allowing you to
create or upload documents to the server. See
“Documents” on page 101.

_ Express

e This button allows you to switch from the Professional
Interface to the Express interface which is more suitable if in
low bandwidth situations.

5} Instant Message

Click this to launch an Instant Messaging window. See
“GMS Instant Messenger” on page 333.

Copyright © Gordano Ltd, 1995-2016 9
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= Admin

.
E If you are the system administrator this switches you to the
configuration display. If your e-mail account is with a GMS
Mail server this will also take you to the GMS Mail
configuration for your account. This icon is only available if
you logon to GMS WebMail on the Administration GUI
port.

o Help
Click this for context-sensitive help at any time.

E| Sign Off
When you have finished remember to log out by clicking
the Sign Off icon.

Navigation Tree

The left portion of the display contains the Navigation Tree. When
you click on the + sign the “branches” of the tree will expand to
show more options. When you click on the - sign the “branches”
will contract to hide the options. When you first log on, you will see
the account summary that gives details of the status of your
account. You can move directly to your Mail, Calendar, Task list, or
other areas by clicking the appropriate buttons in the Panel,
alternatively you can use the tree on the left to navigate to where
you want to go. The use of the Panel is further described later.

Message List

The list of message folders are already expanded. There are initially
four folders available with two additional special folders for
Quarantine and Search Results. To learn more about folders see
“Folders” on page 31.

All messages that are sent to you will be placed in the folder called
“Inbox”. When you first log on, this will be highlighted in blue if
there are any new messages for you.

When you send a message a copy will be placed in the “Sent”
folder.

When you delete a message it will be moved to the “Trash” folder
just in case you need it later (Trash is emptied when you sign off
unless you change the preferences see page 130).

The “Drafts” folder contains messages you are composing but have
not sent yet.

10 Copyright © Gordano Ltd, 1995-2016
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Right-hand Side

On the right hand side of the display you will see the contents of
the currently selected folder or a dialog asking for more
information. When you first log on you can see the list of messages
in your inbox at the top right of the screen and the message
preview area below it.

Status Bar

The final area of the screen is the "Status Bar" which runs along
the bottom of the page. This confirms when operations are
complete and displays additional information such as the last time
you logged on or the number of messages in a folder.

1.3 General Functionality

Resizing Screen Panes

If you wish to expand the bottom boundary of the message list,
hold the mouse pointer over the boundary until the icon changes
to a double ended arrow. Click and drag the boundary to your new
chosen size.

You can also expand the Navigation Tree pane widthways in a
similar way.

Panel

The Panel in the lower left of the screen provides a means of
quickly accessing nodes within the Navigation Tree. The
appearance, or otherwise, of items in the Panel is configurable
under Preferences.

You can reduce the number of items displayed as buttons in the
Panel by dragging the Panel downwards in a similar manner to
resizing screen panes as described previously. As you drag the Panel
downwards, buttons are removed from the bottom of the Panel
and replaced with icons. The reverse is also true.

Drag and Drop

You can drag and drop items to various folders using the mouse.
Clicking and holding the left mouse button when dragging and
dropping and item will move the item. Performing the same
operation with the right mouse button will copy the item.

c You can drag asnd drop items either onto the Panel or onto the Navigation
Tree.

Copyright © Gordano Ltd, 1995-2016 11
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ltems can be dragged and dropped as follows. Note that the cursor
changes to a ‘No Entry’ sign if an item cannot be dragged and
dropped to the current location.

Item in... drag and drop to...

Message List Message folders or any other folder
Calendar Events Calendar

Address Book Address Books

Task List Task folders

Note List Notes folders

The drag and drop action with Mail messages has several
outcomes, depending on which folder the message is dragged to:

Message dragged to...  Results in...
Address Book New contact
Calendar New event
Task Lists New task
Notes List New note

1.4 Navigation

Cursor Keys

The cursor keys operate in different ways depending on which part
of the screen has focus.

Navigation Tree

When this has focus, the Up and Down cursor keys move up and
down through the folders. The right arrow expands the current
node (if possible), the left arrow collapses the current node (if
expanded), and the Enter key selects the currently-highlighted
node.

Message List

When this has focus, the Up and Down cursor keys move up and
down through the list of messages. Press Return or Enter to display
the highlighted message. The Home key will go to the first message
and the End key to the last message. Page Up and Page Down take
you up and down a screen’s worth of messages, respectively.

Calendar Date Selector

When this has focus, the Up and Down and the Page Up and Page
Down cursor keys move through the calendar. Depending on the

12 Copyright © Gordano Ltd, 1995-2016
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Calendar view (Day, Week or Month), these keys operate as

follows:

Cursor Up

Cursor
Down

Cursor Right

Cursor Left

Page Up

Page Down

Day View

Up through the day in
half-hour increments

Down through the day
in half-hour
increments

Next day
Previous day

Up a screen’s worth of
hours

Down a screen’s worth
of hours

Other Keyboard Shortcuts

In addition to the cursor control keys, there are a number of other
keyboard shortcuts are available. These are fully described in a later
chapter. (See “Shortcuts” on page 152.)

Calendar

Week View

Up through the day in
half-hour increments

Down through the day
in half-hour increments

Next day
Previous day
Up a screen’s worth of

hours

Down a screen’s worth
of hours

Month View

Up through the current
column (that is the
previous week)

Down through the
current column (that is
the next week)

Right along the current
row (that is the next day)

Left along current row
(that is the previous day)

Previous month

Next month

When in any of the calendar views you can move around the view
using the keyboard. To enable keyboard navigation click anywhere
in the calendar view. The following keyboard options will then be

Date/Time selection (see above for

Selects and displays selected event

available:
Keystroke Result
Arrow Keys
details)
Enter
Delete

Deletes selected event

Copyright © Gordano Ltd, 1995-2016
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2 Reading Messages

2.1 Login to GMS WebMail Professional

On your workstation, start up your web browser. Enter the URL
your administrator should have provided and you will see a page
displayed asking you to log on. The login page will ask you for your
full e-mail address and password which will have been given to you
by the system administrator. Enter these details, select GMS
WebMail Professional from the Interface drop-down and click
Login.

If you check the "Launch new window" option, GMS WebMail
opens in a new browser window.

The following chapters describe how to use the Professional
interface. The Express, Mobile and Instant Messaging interfaces
have their own sections in this guide.

2.2 Viewing e-mail

To view your messages click the Inbox option in the navigation tree
on the left of the display. A typical Inbox is shown in figure 2

To sort your messages click on a category in the bar above the list
of messages. For example, click Address to sort by e-mail address.
Click on it again to order in the opposite direction.

The widths of the columns may be changed, hold the mouse
pointer over the boundary until the icon changes to a double
ended arrow. Select and drag the pointer to change the column

NN 5 compose ) Event (3] Contact [&] Task A Note [ Document [ classic [ Widescreen | 5 Express 3 Instant Message (5] admin () Help (g Sian Off

GMS S [d 5 X 2 3 Open (3 Reply [ Reply All [ Forward [3)Resend i Redirect| () [ [2] Refresn 34 Search

EIE BMSWebMail # InBox - 1 messages

EFiy Mail

. nm-_
Sent: Gordano Sales Welcome to build 5164 of Gordano Messaging Servic 2015-07-16 11:52:31 29KB
“[f! Drafts
fa) Trash
[3 Quarantine

[y Search Results

Welcome to huild 5164 of Gordano Messaging Services
"Gordano Sales” <sales@gordano.com>
Date: 2015-07-16 1115231
To:  “postmaster@slarrndom” < postmaster@slarrdoms

releasenotes fat

Build 5164

Congratulations on installing Gordano Messaging Services.

-1 Mail This release contains the following products:
GMS Mail
— GMS WebMail
[z Calendar GMS Carmnm
GMS Collaboration
GMS Anti-Wirus
F!Address Book EMS anti-Spam
. GM3 Anti-Spam Update
¥ Tasks GRS WebOrganizer
GMS Instant Messenger
GMS Archiver
Microsaft Exchange ActiveSync

i Notes

= Documen Please see hitpy gordano.can, releasehtmpy=5164 T for details of

FIGURE 2.
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Single clicking on a message will display the message content in the
preview pane found below the list of messages. Double-clicking on
a message will display it in a new window (See “Viewing method”
on page 135).

In the preview pane, the information displayed is: the message
Subject, who it is From, the Date sent (including the time), who it is
To, any attachments. Below this you is the content of the selected
message.

In the status bar you can see how many messages there are in the
folder and how large the folder is.

Once a message has been selected a number of new buttons will
appear along the top of the display.

@ Send to printer

Click this to display the message in a separate window
along with a dialog for printing the message.

) View message details

Click this to show the full message including all headers. It
is useful to find out more details about where the message
came from.

Store

Click this to move or copy any selected messages to a folder
you choose.

Delete
b4

Click this to remove any selected messages from the current
folder and send them to the Trash folder. By default when
you sign off from WebMail the contents of the Trash folder
will be emptied.

Tag

Click this to attach a tag to the message, which you can use
to highlight and sort important e-mails. A colored marker is
displayed next to the address to remind you it has been
tagged. (See the chapter “Creating a new tag” on

page 193). You can use tags in conjunction with filters to
have messages highlighted in different colors in the
message listing.

j Open

Click this to open the selected message.

16 Copyright © Gordano Ltd, 1995-2016
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Reply to sender

Click this to compose a reply to the currently selected
message. The reply goes to the original sender only. The
compose screen will be explained in the next section.

Reply to all

Click this to compose a reply to the currently selected
message so that it is copied to all the original recipients.
Once you have typed your reply, click Send.

Forward

Click this to send a copy of the currently selected message
to another recipient. This will change the from address so
that it appears the e-mail has come from you. You can add
your comments to the e-mail before it is sent.

Resend

Click this to forward the message you are looking at to any
other recipient with the difference that the original senders
From address will be maintained and (by way of <your
details>) appended.

Redirect
Similar to the Forward option but does not prefix each line.

Block sender

Click this to add the sender of the selected message to your
blocked senders list. Once they have been added to the list
messages from that person will no longer arrive at your
Inbox. This feature is available with GMS Anti-Spam.

Report as junk

Click this to automatically report the message as spam. This
will then be forwarded for review by your system
administrator, unless he has decided to trust you to report
spam directly. This feature is available with GMS Anti-Spam.

Mark message as mail

Adds details of the message to your Bayesian dictionary
indicating that the message should be considered as good
mail. This feature is available with GMS Anti-Spam.

Copyright © Gordano Ltd, 1995-2016 17
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- Mark message as junk

Adds details of the message to your Bayesian dictionary
indicating that the message should be considered as junk
mail. This feature is available with GMS Anti-Spam.

Refresh
#]

Click this to tell GMS Webmail to check if any new e-mail
has arrived for you. When we discuss Preferences you will
see how to automate this process. See page 127.

Search
43

Click this to launch the search tool. The search options are
covered in the chapter “Searching” on page 37.

Gizmos may add other buttons to those shown here. The actual buttons
and their functionality are dependent on the particular Gizmo and are not
described here.

Once you have logged out it is not possible to press the browser’s BACK
e button to view your e-mail.

2.3 Reading Attachments

When you receive a message with an attachment, a link to the
attached file will be displayed below the message header. To view
an attachment, click on the link and the application associated with
the file will open within your browser. Alternatively you can save
the attachment to another location. To do this right-click the link
and pick the "Save Target As..." option from the pop-up menu.
Specify the location you want to save to and the filename you want
to use. If no program is associated with the attachment the "Save
to disk" option will open automatically.

2.4 Reading Vcards

When you receive a message it might include an attached vCard
(Electronic Business Card) which contains contact information
about the sender of the message or even a third party. You can
view and add the content of the vCard to your address book. To do
this simply click on the link for the vCard below the message
header. See “Address Books” on page 63 for more information
about vCards.
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3 Composing a Message

The screen for composing a message is the same as for replying to,
forwarding and re-sending a message. If you have the GMS SMS

gateway installed, you will also be able to send messages to mobile
phones.

To compose a new message, click the Compose icon at the top left
of the page.

. [ Bl J Event [§5 Contact [ Task [} Mote
GMS = (dE X a3 Lj'l:lr:uen ,Z%Reply @Reply.ﬂ.ll

To respond to a message select the message in the message listing
for that folder. Then click one of the buttons along the top of the
page. - The options are Reply, Reply All, Forward, Resend and
Redirect as discussed in the previous chapter. Clicking any of these
options will display the “Compose” screen (figure 3) but with some
or all of the fields already filled in.
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3.1 Composing an Email Message

The "Compose"” screen allows you to compose your email

message. Depending on your settings some of the options shown
in figure 3 may not be displayed.

PEEEN & e bl oS
Template -MNone- ¥

From craige@gordano.com (craige)

To I a3

Subject

Bec a3

Attachments |- None - EJ_| x &

¥ Include my vCard

P M OB T U X X =B
& PIEEBEE QS| sye > || format  TE]§ Font ~ || Size T Ae- A-

ini
-
k]
L
[l
filly
(i

FIGURE 3.
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Field

Description

Template

From

To

Subject
Cc

Bcc

Attachments
HTML menu

Message
Body

This drop down contains a list of your configured templates (See
“Setting up Templates” on page 197). Simply choose which
template you want to use, if any, and the message will be pre-
filled with the details as configured in the selected template.

The From field has a selection box. When you start using GMS
WebMail there will only be one choice. You can add
"Personalities" in order to send from other addresses. (See
page 161 for information on Personalities). You may also have
the option to add disposable email addresses. (See page 123 for
information on disposable addresses).

Enter the address of the person who is to receive the message.
GMS WebMail will autocomplete an address for you. Enter
sufficient characters for the address to be unambiguous and
press the Tab key.

You can add a number of addresses separated by a comma (,).
Clicking on the address book icon allows you to select contacts
from one of your address books. The selected contacts will then
be added to the message for you.

Enter the subject that the message relates to.

Enter the e-mail addresses of people that are to receive a
Carbon Copy of the message. Note that all recipients will be
able to see who else has received a copy. Multiple addresses
must be comma separated. Clicking on the address book icon
allows you to select contacts from one of your address books.

The selected contacts will then be added to the message for you.

Enter the e-mail addresses of people that are to receive a Blind
Carbon Copy of the message. Other recipients will not see that
the message has been sent to the addresses in the Bcc box.
Multiple addresses must be comma separated. Clicking on the
address book icon allows you to select contacts from one of your
address books. The selected contacts will then be added to the
message for you.

See page 24.

Depending on your settings you may have a menu bar allowing
you to change the look and color of the message that you
compose. See page 28.

Type the body of the message in the large text box towards the
bottom of the page.

At the top of the compose window you will notice a number of
icons. Depending on your configuration, not all buttons will be

present.

Click this button to change to a SMS composition screen. See

i

“Composing a SMS Message” on page 26.

_:ﬂ Click this button to change to an email composition screen.
r

Copyright © Gordano Ltd, 1995-2016
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’ Click this button to display the context-sensitive help for the compose
L7 window.

j Click this button to close the compose window.
When you have completed your message you have four choices:

Click Save to place the message in the Drafts folder for sending or
editing later. This is useful for those occasions when you are not sure
if you really want to send the message yet.

Click Close Window to discard the message.

A

Click Send to send the message immediately.

Click Options to open a second window, shown in figure 4,
providing a number of additional options. Some of these options may
not appear if they have not been enabled for your account.

¥ D K

e Use the Tab key on your keyboard to move from one entry to the next.

I FER Save oS
Priarity Mormal -
Add to address book |- Mone - T

Send message in |0 E days |0 E hours

Reguest delivery notification
Reguest read notification
Include my presence indication

Include user image
Tue 11 Aug

FIGURE 4.

22 Copyright © Gordano Ltd, 1995-2016



GMS User Guide

Composing a Message

Option Description

Priority If you wish to draw the recipient's attention to the Email
message a priority can be given, which is then displayed to the
recipient when they receive the message. If the message is very
important, you would select a priority of Highest.

Add to When your message is sent, the address(es) it is sent to will be

address book

Send
message in

Request
delivery
notification

Request read
notification

added to the address book that is selected here. If the address is
already in the address book no action will be taken. By default
this option is set to None. If you prefer to change the default to
be one of your address books you can do this by clicking on the
"+" next to Preferences in the Navigation Tree (if present) and
then selecting Address Book from the extended menu. The
option to change is Add outgoing email addresses to book.

This allows you to delay sending the message for up to 7 days.
Simply select the number of days and hours into the future when
you want the message to be sent and the message will be
gueued until that time.

If this option is checked then the message you send will contain
a request for a delivery notification. This means that if the
receiving mail server allows delivery notifications you will receive
a message informing you that your message has reached its
destination. By default this option is not checked. If you prefer to
change the default to always request a delivery notification you
can do this by clicking on the "+" next to Preferences in the
Navigation Tree (if present) and then selecting Composing Mail
from the extended menu. The option to change is Request
delivery notification.

If this option is checked the message that you send will contain a
request for read notification. This means that if the recipient's
email program is set up to allow read receipts you will receive a
message informing you that the recipient has opened your
message. Note that most email programs allow you to choose
whether or not a read notification is sent on a message by
message basis. So the recipient may read your message but
choose not to allow the read notification to be sent. By default
this option is not checked. If you prefer to change the default to
always request a read notification you can do this by clicking on
the "+" next to Preferences in the Navigation Tree (if present)
and then selecting Composing Mail from the extended menu.
The option to change is Request read notification.

Copyright © Gordano Ltd, 1995-2016
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Option

Include my
presence
indication

Include user
image

Description

If this option is checked the message that you send will contain
an image indicating whether you are currently logged on to GMS
Instant Messenger. When the recipient reads the message it will
check to determine your GMS Instant Messenger presence. The
image shown will reflect whether you are online or offline. By
default this option is not checked. If you prefer to change the
default to always include your presence indication you can do
this by clicking on the "+" next to Preferences in the Navigation
Tree (if present) and then selecting Composing Mail from the
extended menu. The option to change is Include my presence
indication.

If this option is checked the message that you send will contain
an image. The image sent can either be specified by yourself,
under your preferences (See page 135), or it may be configured
by your administrator. By default this option is not checked. If
you prefer to change the default to always include your image
you can do this by clicking on the "+" next to Preferences in the
Navigation Tree (if present) and then selecting Composing Mail
from the extended menu. The option to change is Include the
following image.

Sending Attachments

To send attachments, click the paperclip in the compose window.

by

Next to the Attach button is a box listing the current attachments.
Clicking Attach will display a new window, shown in figure 5, to

allow you to browse for the location of any files you want to attach
to the message.

I B |y atach o i

Attach a file to the message

~ '® Select a local file

Filename | Choose file | Mo file chosen

Select 2 document

Document | My Documents v

FIGURE 5.

Once you have found the file you want to attach, click Attach and
this will add the file name into the attachments box on your

message.

24
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Should you want to remove an attachment, click on the file name
in the list of attached files, then click the red cross. &

attachment will be automatically scanned. If a virus is found, the

e If your administrator has installed GMS anti-virus software, your
attachment will be rejected.

Sending vCards

GMS WebMail allows you to attach virtual business cards (vCards)
to messages that you send. For example you might want to send
your own vCard so that others know how to contact you. Your
vCard contains the information that is held about you in your
address book. This might include things such as your full name and
contact telephone numbers. You can also attach vCards belonging
to other contacts that are in your address books. For example if a
customer asks you for the contact details of the sales department
you could send them a vCard that contains all the relevant
information. To attach your own vCard check the Include my
vCard option. If you wish to send a different vCard click on the
address book icon next to the list of attachments in the compose
window.

Attachments |- None - ﬁj_l x FE

#| Include my wCard

FIGURE 6.

This will open the address book window, shown in figure 7, which
allows you to select which contacts to attach vCards for.

[ mail.gordano.com:8000/webmail/addressbook/windows/selector/index.mml?selectedfield=8&se
EENEN 34 @|ci
Address Book | Domain v
CEENCTTEE T
tips@gordanc.com
RCA RCA@gordano.com
Other Config o@t.dom =
NTList@gordano.com &=
mml@gordano.com
GLWebMail@gordano.cor
GLLlist@gordano.com v

FIGURE 7.

In this window you can select different address books using the
Address Book drop-down box. To add vCards select the contact
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from the list in the left hand pane of the window. Next click on the
top arrow button to add the contact to the right hand pane.
Repeat this for each vCard that you want to attach to the message.
When you have finished your selection, click the Add icon. This will
add the vCards to the message as attachments with a file extension
of .vcf. See “Address Books” on page 63 for more information on
vCards.

Should you want to remove a vCard, click on the vCard in the list of
attachments then click on the red cross. x

3.2 Composing a SMS Message

Composing a Short Message Service (SMS) message is very similar
to composing email. Prior to sending your first SMS message you
should ensure that at least one of your personalities has a mobile
phone number entered in either the Work details or Home
details sections of the address book. You will not be able to send a
SMS message until this is entered because GMS needs to provide
the number that the message is being sent from. The easiest way to
add the number is to click on the "+" next to Personalities in the
Navigation Tree (if present) and then select the personality you
want to add the number to. Then click on the Edit vCard button in
the dialog on the right of the screen. This will display the address
book details for that personality in a new window. Select either the
Home details or Work details tab and enter your mobile number.

To create an SMS message, click the Compose icon.

f FENE J Event @3 Contact 2] Task [ Mote
GMS |8 0 o x /2 oo 230w greon

Once the message window has opened, if SMS is available on your
account, you will see a "phone" icon at the top of the window.
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-

[ mail.gordano.com:8000/webmail/windows/compose/index.mml?composeid=52015081216120¢

.... g send | [/ 5|2 2 2 1)

From | 01275123456 (craige) v

To 23 L

Cc a3

Characters remaining [160 [

4

Wed 12 Aug

FIGURE 8.

Clicking this icon will display an SMS compose window, shown in
figure 8. You can now enter the number of the phone you want
the message to go to. Clicking on the address book icon allows you
to choose recipients from your address book.

numbers entered for SMS messages. If you are unsure ask your

e It may be necessary to include the International dialling code in any
administrator for further details.
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When you have completed your message you have three choices:

e Click Save to place the message in the Drafts folder for
sending or editing later. This is useful for those occasions when
you are not sure if you really want to send the message yet.

e (lick Cancel to discard the message.
e (lick Send to send the message immediately.

A copy of the message will be saved in a folder called SMS beneath
the Sent folder in the Navigation Tree.

3.3 Composing HTML messages

By default when you compose an email message using Microsoft
Internet Explorer or Firefox you will see an extra menu bar in the
compose window like the one in figure 9 allowing you to customise
the look of your messages.

b

of B3 @ W & « B 7 U= X x2 =i

EH B E O = Shles =& Normal (. %5 Font b Size

1

1
&=
4
b

FIGURE 9.

The options available in this menu are described below:

Option Description

1 Removes the selected items from the message and copies them to
% the clipboard ready for pasting to another location.
S Copies the selected items in the message to the clipboard ready
55] for pasting to another location.

Pastes the contents of the clipboard into the message body.

[k Pastes the contents of the clipboard into the message body in plain
g text format.

:.:I Pastes the contents of the clipboard into the message body in MS
L L Word format.

Prints the current message.

=
£ Undoes the last action.
- Redoes an action that has just been undone.
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Option

”

Mormal (...

.

Description

Inserts an image into the message allowing you to set position,
spacing, alternative text, etc.

Inserts a table into the message allowing you to set the number of
rows and columns, spacing, etc.

Inserts a horizontal line into the message body below the cursor.

Enables you to insert non-alphanumeric characters.

Inserts a page break for printing.

Launches a window allowing you to set the color of the next piece
of text that you type in the message body. If you select a section of
text prior to clicking on this option the color of the selected text
will change to the color you choose from the new window.

Launches a window allowing you to set the background color of
the next piece of text that you type in the message body. If you
select a section of text prior to clicking on this option the
background color of the selected text will change to the color you
choose from the new window.

Makes any currently selected and subsequently typed lines into a
numbered list. Clicking the option a second time allows you to add
new lines that are not part of the numbered list.

Makes any currently selected and subsequently typed lines into
bullet points. Clicking the option a second time allows you to add
new lines that are not preceded with a bullet point.

Causes the selected or subsequent typed text to appear indented
on in the message. Click on the button more than once to increase
the size of the indent.

Cancels any indents created by the previous option.

Allows the text to be inserted within a block quote.

This drop down contains a list of styles that can be applied to the
text in the message.

This drop-down contains a list of standard paragraph formats to
choose from.

This drop-down allows you to select the font face of any selected
or subsequently typed text.

This drop-down allows you to select the size of any selected or
subsequently typed text
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Option
B

c

(1T L X,

Description
Applies a Bold text style to any selected or subsequently typed
text.

Applies an Italic text style to any selected or subsequently typed
text.

Underlines any selected or subsequently typed text.

Strikes through any selected or subsequently typed text.

Transforms any selected or subsequently typed text into subscript
format.

Transforms any selected or subsequently typed text into superscript
format.

Left-aligns the currently selected and subsequent line(s) of the
message.

Centers the currently selected and subsequent line(s) of the
message.

Right-aligns the currently selected and subsequent line(s) of the
message.

Left- and right-aligns the currently selected and subsequent line(s)
of the message.

You can disable this feature by clicking on the "+" next to
Preferences in the Navigation Tree (if present) and then select
Composing mail from the extended menu. Next un-check the
Send HTML email option in the dialog on the right of the screen.

30
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4 Folders

GMS WebMail provides a number of standard folders for you to
use but you can also add your own folders. The standard folders
are:

e Inbox - This is the folder that new messages will normally
appear in.

e Sent - When you send a message, a copy of it is kept in your
Sent folder for reference. You can configure GMS WebMail to
delete the contents of this folder at log off if you wish. This
folder can also be configured to be archived automatically each
month. See page 129 for details. If your system has the GMS
SMS and Pager gateways installed and you have access to use
these features you will find sub-folders called "SMS" and
"Pager" beneath the Sent folder.

e Drafts - If you click Save when composing a message, the
message will be moved to this folder so that you can continue
work on it at a later date.

e Trash - When you delete a message from any folder it is moved
to the Trash folder. This allows you to retrieve the message
should you need to do so. By default GMS WebMail empties
the contents of this folder when you log off. This folder can
also be configured to be archived automatically each month.
See page 129 for how to stop the contents of the Trash folder
being deleted.

e Quarantine - This folder is only displayed if you are using GMS
Anti-Spam. The folder is used to hold messages that match the
anti-spam filters that can be set up via GMS WebMiail. If the
filters are configured correctly only Unsolicited Commercial
EMail (UCE) will end up in this folder. See page 79 for more
information. You can configure GMS WebMail to purge this
folder at log off. See page 130 for details. The Automatic Purge
option is configurable from the Admin Interface.

e Search Results - GMS WebMail has a search facility that allows
you to easily find messages among your different folders. The
results of any search that you run will be displayed in this folder.
See page 37 for more information on searches.

You can get GMS WebMail to put messages into different folders as soon
as they are delivered to your mail account using Filters (See page 184).
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4.1 Managing Folders

To manage your folders click on the word Mail in the Navigation
Tree.

LR GMS wWebMail
SR 1ail

@ InBox

=4 Sent

- Drafts

~{a) Trash

-3 Quarantine

[ Accounts

-~z Personal

[ Feviews

H-[Z Sales

E. Support

-y Search Results

FIGURE 10.

This will display a folder summary window showing each folder,
how many messages it contains, the current size of the folder
contents and those contents expressed as a percentage of the

capacity of the folder.
Manage Folders
Space used 1.21GE Total messages 5607
Total folders (max 1000) 156
= | == =]
InBox % People % Ben 324 21.6MEB
Senth, 2012-07-01 184 38.8MB
Sent Messages 174 1.67MB
Sent, 2012-08-01 170 15.2MB
InBox % Pecple Y, Jonathan 164 70.7ME
InBox \ Pecple \ Sami 181 14.0MB
Sent Y, 2013-05-01 154 25.1MB
Add Remowve | Import Rename | Empty |
FIGURE 11.

There is also information on:
e Space used

e Space remaining

e Total messages

e Total number of folders

32 Copyright © Gordano Ltd, 1995-2016



GMS User Guide Folders

If your administrator has not put a limit on the disk space, you will not see
the "Space remaining" information.

From the Manage folders page you can:

Add a new folder

Click Add to display a new window allowing you to specify the
name of the folder you want to create.

1

[ mail.gordano.com:8000/webmail/window

EEEN 5o 21w
Folder name

Create in InBox\People\Ben

B Mail
EILE InBox
[ Adobe
-3 csam
Li Dropbox
Li External Training
Lﬁ GMS Comm
= .

LIPS B s e

FIGURE 12.

You can create nested folders, that is folders within folders, by
selecting the folder you want the new folder to appear under. In
the above figure, the folder Reports will be nested under the
InBox folder.

Remove an existing folder

To remove a folder and all messages within it, select it from the list
of folders and click Remove. A warning message will appear
asking if you are sure you want to remove the folder and all of its
messages. Click OK to confirm the deletion, click Cancel to abort
the deletion.

G The standard GMS WebMail folders can not be deleted.
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Empty the contents of an existing folder

Select the folder you want to empty from the list of available
folders then click Empty.

Import messages

This option allows you to Import messages from other email clients.
See “Importing folders” on page 34. for full details.

Rename folders

To rename a folder, select it from the list of folders, then click
Rename. This will display a text box where you can enter the new
name for the folder.

renamed by selecting the folders option under Preferences in the menu

G The standard folders can not be renamed from here. They can only be
tree.

4.2 Importing folders
The import folders option allows you to import folders that you
have created in other mail clients. You can import from:
e Eudora(v3, v4, v5)
e Netscape(v4)
e Qutlook Express(v5)
e Unix mailbox

Use the closest mail client to that required. If in doubt, contact your System
Administrator.

To import a folder:

1. Click Import. This will display a dialog where you can select the
folder to be imported. Select the client from which you want to
import from drop-down.

2. Type in the file location of the folder you want to import or use
the browse option to select the file.

The following are default file locations for some popular clients:

Eudora
basedin\*.mbx "basedir" is the directory that Eudora is installed in.

Netscape

basedir\users\username\mail\* "basedir" is the directory that
Netscape is installed in.

Note that the files in the mail directory that do not have a file
extension are the ones holding your old mail messages. You can
not import *.snm files.
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Outlook Express

windir\profiles\username\application
data\identities\GUID\microsoft\outlook express\*.dbx "windir" is
the windows directory "GUID" is the globally unique ID that MS
assigns to each personality.

Import Mail Folder: Step 1 of 2

Import Mail Folder: Step 1 of 2

Mail software to import from | Qutlook Express (vd)  w

File containing folder data  |CiDocuments and Sett

0] | Cancel |

FIGURE 13.

3. Once you have made your selections, click OK.

4. You will now be asked which folder you want to import to. For
example, if you are importing your inbox from Netscape you
may want to put the messages in your GMS WebMail Inbox or
another folder. You can also add a new folder for the contents
of the Netscape Inbox, shown in figure 14.

Import Mail Folder: Step 2 of 2
GMS WebMail folder to import "Inbox.dbx" to

Folder name |InBox [y,

= Mail
@ Sent
-7 Drafts

‘5.? Trash

----- [ Quarantine

Tag imparted messages as | [mport | Mew..

(]34 | Cancel |

FIGURE 14.

5. At this stage you can also Tag the messages you are importing
(see “Setting up Tags” on page 193). This is useful if you are
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importing the messages into a GMS WebMail folder that
already has messages in it. By tagging the new messages you
will be able to distinguish them from existing messages. If you
don’t have any suitable tags already defined you can add one at
this stage by clicking New....

4.3 Moving and copying messages to folders

There are two ways to move messages between folders.

e When viewing a message you can move it to a folder by
dragging and dropping it.

e Alternatively you can select the message you want to move or
copy from the message list and click on the folder icon. |5
This will display a page allowing you to select which folder you
want the message to be moved to.

2w GMS WebMail: Move or copyto ..  — O X

mail.gordano.com:8000/webmail/windows/se

REENE iy @

Transfer to | INBoxmportant

L:l Sudaf o
--le Tom

L:l Tristan

EEI--Lj Projects

L:l Proposals

EEI--L:1 Suppart

-l Support Comms with ¢ -
= S

4

Keep original copy

Wed 12 Aug

FIGURE 15.

Once you have selected the destination folder click the Save icon
to move the message or the Close icon to abort the move. If you
want to keep the original copy of the message where it is and
create a copy of it in the destination folder check the Keep
original copy option.

Click the Add icon to add a new folder to which the message can
subsequently be moved or copied

You can select more than one message to move by holding down the Shift or Ctrl
keys on your keyboard whilst selecting the messages.
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GMS WebMail provides the ability to search folders for messages
matching criteria that you define. The criteria that can be used to
search by are:

e specific text in a message.

e specific text in the To: field.

e specific text in the From: field.

e specific text in the Cc: field.

e specific text in the Subject: field.

e messages with a particular tag or group of tags (see page 193).

You can also search in Address Book lists.

5.1 How to Carry out a Search

Types of Search

There are two types of search:
e Quick Search
e Advanced Search

Quick Search

Quick Search is only available for Mail and Address Books. When
invoked, it searches every part of every item in the currently
selected folder for the text string entered.

The Quick Search is accessed from the text box and icon at the top
right of the WebMail Professional screen as shown in figure 16.

3| [#] Refresh 34 Search

=""[&= "4 =

FIGURE 16.

Enter the text string to search for in the text box and click the icon.
Any matching items will be displayed.
Advanced Search

The Advanced Search provides more features and allows you
greater control over the search parameters.

To start a search click the Search icon in the tool bar.
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This will display a dialog allowing you to define the criteria you

want the search to use.

Search For Messages

Messages to Find

®' Message body contains

To field contains
From field contains
Cc field contains

Subject field contains

Message is tagged as

wdfbxz

Folders to Search

Search all Folders

% Searchin

Sent ', 2015-05-01
Sent ' 2015-06-01
Sent ', 2015-07-01
Sent ' 2015-08-01

FIGURE 17.

C}Kl

Add the criteria you want to use under Messages to Find. Then
select which folders you want to search through. If you want to
search all folders make sure this option is selected. When you have
finished defining your search click OK and all matching messages
will be displayed. The results of the search will be kept in the
Search Results folder in the Navigation Tree until they are removed
with the Clear icon or another search is run.

“Searching Address Books” on page 73.

G You can also use the search tool to find contacts in your address books. See

38
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6 Calendars

Calendars can provide you with an easy way to keep track of
important events and allow you to set alarms which will remind you
when those events are due. For example you can create calendar
events for things such as meetings, an anniversary or a friend’s
birthday. If the events occur regularly you can create a single event
that repeats. For example an anniversary event that repeats on the
same date each year. You may also share your calendar with other
users on your system, allowing them view your schedule and
depending on their access rights add or delete entries.

By default, the calendar is displayed above the panel at the left of
the screen as shown in figure 18. You can specify when this is
displayed in Calendar Preferences.

- . . . | 8 Compose '@ Event @3 Contact @ Task [ Mote ﬁ Document|
G MS | g dzX | [5 Open gé) Forward | @ Refresr‘|

=L@ GMS WebMail My Calendar - Friday, 2015-08-14
E|-- Calendar

My Calendar
“[&# staffplanner@gordanc.com
05 oo
0600
O?UU
0800
09 oo
10 oo
oo
& Aug 2015 = Ll
B v 1T w T F s s
7 28 22 3 31 2 15 (o
i 4 5 & T & 9
0Tz 3T e
17 18 19 22 21 2 23
4 25 2% 2 2 29 3
31 2z 3 4 5 6 14 %0
‘4=Today'=9
] Calendar ~ 15
1600
ilz7 O
15 %
19 %
)
21 oo
~e 00
FIGURE 18.

Copyright © Gordano Ltd, 1995-2016 39



Calendars GMS User Guide

6.1 Adding events to a calendar
Adding new events to your calendar is straightforward and can be
done in three ways:
e Manual entry
e Automatically in response to an email
e Quick Add

Manual Event Creation

Imagine your dentist has just telephoned to say your check up is
due next week. You don’t want to miss the appointment so you
decide to create an event in your calendar with two alarms. One
alarm for the day before the appointment and another an hour
before the appointment. The steps you would take are described
below.

The first thing to do is to log on to WebMail Professional. At the
top of the page you will see the "Event" icon.

=) {ETDDEEQ Contact @ Task [J Note
o dE X3 (5 Open Z% Reply ;,_% Reply A

FIGURE 19.

Clicking the icon will display a new window (figure 20) which will
allow you to set up your calendar event.
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'.: GMS WebMail: Calendar event details - Google Chrome

[ mail.gordano.com:80(

bmail/calendar/windows/details/index.mml?view=T7I

I ... Seve

Summary

Owiner craige@gordano.com (craige)

Folder name | My Calendar v

Details

All day event

Start time

End time

ype
Show as
Access

Description

Revision Date

12:00 EW
12:30 EW

MNone

Meeting
Busy
Appointment
Fhone call
Training
Conference
Seminar
Holiday

Sick

Travel

Show
Exhibition
Birthday
Anniversary
Personal
Reminder
Task
Miscellaneous

Important

Hlae v EHE&E
Hlae v EHE&E

craige@gordano.com

FIGURE 20.

Mon 17 Aug

The event creation window is made up of the following parts.

Summary

Every event must have a short summary before it can be entered in
your calendar. This can be any text that helps you to easily recall
what the event is. In this example we have entered "Dentist
appointment”.

Owner

Each event has an owner. By default the person that creates the
event is the owner. You can share ownership of an event with other
people. This is a particularly useful feature of group calendaring
allowing other people to manage an event that you have created.

Folder Name

The Calendar that you would like this entry written to. If you have
access to other users calendars they will also appear in the drop
down menu.

Copyright © Gordano Ltd, 1995-2016
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Details

This tab allows you to enter the details of the event such as the
start and end times, the event type, access and a description of the
event. In our example we have chosen a type of "Appointment"”
and a description of "6 Month check up".

Time and Date selection

You can set your start and end times by using the up and down
arrows next to each of the entry boxes.

In addition you can set the hours and minutes by typing directly
into the entry boxes. For example to set a time of six minutes past
one in the afternoon you would type 1306 in the entry box. The
":" will be added automatically if you omit it so 1306 becomes
13:06.

To the right of the start and end dates you will see two calendar
buttons. Clicking on these will display a drop-down allowing you to
view a whole month at a time and select which day of the month
you want your event to start or end on.

=m GMS WebMail: Calendar event details - Google Chrome - O x o
[% mail.gordano.com:8000/webmail/calendar/windows/details/index.mml?view=702 ]
I HHEBE s Send o i
Summary
Owiner craige@gordano.com (craige) A
Folder name | My Calendar v
Details
All day event
Start time 1130 EHlr Hlae vios HE
End time 1500 E[1e HEHlaw vios EHE
Type Training A Al Aug 2015 =
Show as Busy v M woToR s s
Access Private v o -
3 4 5 6 7 &8 8
Description
1901 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
31 2 3 4 5 6
E Today =
-
Revision Date Last Modified By craige@gordano.com
Tue 18 Aug

FIGURE 21.
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Access

You can select whether an event is Private or Public. This setting
affects which events people can see when you share you calendar
with them. See “Sharing your calendar” on page 56.

Description
Enter details of the calendar event here.

When you have finished entering the event details click Add to
create the event in your calendar.

Automatic event creation

Imagine that instead of telephoning, your dentist has sent you an
email reminder that your checkup is due soon. When you view this
message in your Inbox you can use it to automatically create a
calendar event.

4 InBox - 13 messages 84

= 4 |6y [t | Address | subject | Date #| Time Size  «|
[=] Gerry Adams Backup software installer 2007-11-13 08:01:15 -0000 1KB
=] onlineTechSupport [Support:] Fine tuning TCP/IP 2007-11-13 08:01:15 -0000 1KB
= Peter Noir Motes, journals and tasks 2007-11-13 08:01:15 -0000 1KB
= Max Riley Third party download sites 2007-11-14 08:01:15 -0000 1KB
= sales Directions to Gordano HQ 2007-11-14 08:01:15 -0000 1KB
= Sales@gordano.com GMS wanguard updates 2007-11-14 08:01:15 -0000 1KB
=] GMS Discussion List [Discuss] KB Article 3645 Whic... 2007-11-14 10:16:04 +0000 10KE
[=] al osmond Health and safety wisit 2007-11-14 13:01:15 -0000 1KB
) sbut ordana.com Dentist appointment 71 +0000
ey Oy sbutlerz@gordano.com Trade show 2007-11-27 14:41:02 +0000 3KB -

When the message is selected in your list of messages as in the
example above you can simply click on the message and drag it
over to the Calendar node in the Navigation Tree, the Calendar
pane, or onto the Calendar item in the Panel.

This opens the calendar event window with some of the fields pre-
filled (figure 22). The event Summary will contain the subject of
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the email message and the Description will contain the message
body.

) GMS WebMail: Calendar event details - Microsoft Internet Explorer

g’lﬁ, H Save 9, lj

Surnrmary |Demist appointment |

Owner | shutler@yordano.cam (shutler) v|
Folder name | My Calendar »
Details Repeat Alarms

[ all day event

Start time 1e00 27 B v | 2000 B &
End time 1wz Hzr B v v 2000 B &

Type | MNaone w |
Access

Description

Diear MWir Butler, fluit

According to our records you are due far your six-month checkup on the 30th Movember at
16:15. If you are unable to attend, please inform us as soon as possible so that an
alternative appointment can be arranged.

Your Dentist

Revision Date Last Modified By shutler@gordano.com

Tue 27 Mov

FIGURE 22.

You can then set your start and end times and configure any alarms
that you want. When you have finished making any changes, click
Add to create the event.
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Setting Alarms

The Alarms tab in the event details window allows you to set two
alarms for the selected event.

) GMS WebMail: Calendar event details - Microsoft Internet Explorer. E]|E|@

M H Save (7 N

Summary  |Dentist appointrent

COwner | shutlerg@gordana.com (shutler) v

Falder name | M

Details Repeat Alarms
Set alarm 1 Set alarm 2
Motify by email Maotify by email
MNotify with popup window Motify with popup window
[ motify by smMs Motify by SMS
=] Motify by Pager i Motify by Pager

Motify by instant message =] Motify by instant message

Time before event Tire before event

Tue 27 MHou

FIGURE 23.

The diagram shows both alarms set. The first will generate an email
message, popup window and an instant message one day before
the event is due and the second will generate an email message,
popup window and an SMS message one hour before the
appointment.

account. If when you log on, you have missed any appointments a single

G Popups will only appear if you are actually logged on to your GMS WebMail
popup window will appear listing all the due events.
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) hitp: Mlocalhost: BOOO - GMS WebMail: Alarms -... [= |[51][X]
M L, Rermind me & Ca

| Start time Surmmmary
2008-01-03 15:00:00  Council Meeting
2008-01-03 15:00:00 Report Due

Thu 03 Jan

Daone

FIGURE 24.

The above popup alarm shows two events that are due. You may
decide that you want a further reminder about the Council
Meeting in a few minutes time. In that case you would just check
the box next to the Council Meeting event and click Remind Me.
Then the next time your mailbox and alarms are refreshed you will
get a new popup box to remind you about the event. Alternatively
if you don't want any further reminders you can just click Close to
dismiss the popup.

erences then General from the menu tree. The option to change is called
"Refresh mail and alarms every x minutes". The default setting is 15
minutes.

e You can change how often new alarms are checked for by selecting Pref-

Quick Add

You can quickly create an event by simply selecting a cell in the
calendar and starting to type, pressing the Enter key when
complete. The event will be automatically created in the time slot
you selected, and the text you type will be used as the event
summary. If you need to add additional information then simply
double click on the entry. Any alarms set up under Calendar
Preferences will be automatically applied.

You can also double-click on any date in a Calendar Window (either
Day, Week, or Month view) to open the event creation window.
This method has the advantage that the date you clicked on is pre-
selected in the event creation window.
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6.2 Repeating Events

When creating your events you can set them to repeat at regular
intervals whether it be daily, weekly, monthly or annually. To create
a repeating event launch the event details window in the normal
way (page 40), adding your event summary and the date/time of
the first time you want the event to occur. You will then be able to
select the Repeat tab (figure 25) and configure how you want the
event to repeat.

2} GMS WebMail: Calendar event details - Microsoft Internet Explorer
gﬁf |l zave @ | Cd

Summary Wife's Birthday

Qwner shutler@gordano.com (shutler) “

Falder narne | My Calendar

Details Repeat Alarms
O Mone
O Daily Warking days O Mon-working days
iy weelly Every | UeSday “
() Manthly & on the |27 E Move to working day

() The |Fourth  « || Tuesday v

® Annually 16 E Jul

Unil 1 Hlw v [0 BH &

Tue 27 Mou

FIGURE 25.
The available options are:

None

The event will appear in the selected calendar once only.

Daily

The event will appear in the selected calendar every working and/or
non-working day. You can define your working days and times by
clicking on the "+" next to Preferences in the Navigation Tree and
selecting Calendar from the expanded menu.
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Weekly

The event will appear in the selected calendar every week on the
selected day. If you want the event to repeat on more than one day
each week for instance every Monday and Friday you will need to
create an event for Mondays and a second event for Fridays.

Monthly

» Specific date of the month. The event will appear in the
selected calendar every month on the selected date. If the
selected date is on a non-working day for a particular month
checking the Move to working day option will cause the
event to appear in the calendar on the first working day after
the selected date.

e Specific day of the month. This option allows you to set an
event to repeat on, for example, the last Friday of each month.
Annually

The event will appear in the selected calendar every year on the
date you select.

Until

The event will continue repeating up to and including the date
selected here. Clicking the calendar icon next to the date launches
a calendar selector window for easy date selection.

days events are created on. Changing your working days later will not

G It is the working days at the time an event is created that dictate which
change any events that have already been created.

6.3 Viewing Calendar Events

Date Selector Window

From time to time you may wish to see a list of events that you
have in your calendar. The easiest way to display the events is to
use the date selector window.

= Aug 2015 =

a I T W T F 5 5
27 28 2 2
3 4 3 & 7 il o
10 11 12 13 14 5 6
17 18 14 20 2 22 23
24 25 26 27 28 24 30
# 2 3 4 3

&= Tradae =
FIGURE 26.
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The date selector is similar to a page in a traditional calendar. It
displays the dates and days for one month at a time.

By default the date selector appears in a position dependent on
context. In other words, it will only be displayed when you are in
the Calendar. It can also be made to display at all times (on) or it
can be hidden (off) by selecting Preferences then Calendar from
the Navigation Tree and changing the Date selector position
option.

Below the month and year selection are the abbreviated days of the
week. By default the week starts on a Monday (M) although this
can be changed to another day by selecting Preferences then
Calendar from the Navigation Tree and changing the Week start
day option.

Dates that have no events set for them are shown in black and
dates that do have events are displayed in blue.

The small calendar icon in the top left of the selector allows you to
select the whole month when displaying your calendar events.

= Aug 2015 =

=1 T W T F S
27 28 29 30 3 1 2
3 4 5 6 7 8 9
0 11 12 13 14 15 16
177 18 19 20 21 22 23
24 25 2 27 28 29 30

LA

@ Today =

FIGURE 27.

In a similar way the week numbers below it allow you to select
individual weeks.

= Aug 2015 =

S M 1T w T F s s
3 4 5 B T & 9
10 1 12 13 14 15 16
7 18 19 20 21 22 23
24 25 26 27 28 29 30
31 2 ] - 5

@ Today =
FIGURE 28.
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A single day can be selected by clicking on the date number.

Clicking Today will display any events for the current day. The
button to the right of the Today button will cause the next day,
week or month to be displayed. The button to the left will cause
the previous day, week or month to be displayed, depending on the
selection made.

The left and right arrows in the bar at the top of the selector display
the previous and next month, respectively, when clicked.

Day, Week, Month View

Selecting any of these options will cause the events listing for the
selected period to display in the top right pane of the GMS
WebMail window. This listing will be displayed in the appropriate
format.

In these views, you can use the mouse to perform the following
actions:

e You can drag and drop events to move them to a new date
and/or time (depending on the view you are currently in). You
can also copy events by dragging and dropping using the right
mouse button.

e Again, depending on the view, you can drag the boundaries of
an event to change the start and/or finish time. The cursor
changes to a double-headed arrow when you hover over an
event boundary that can be changed in this way.

The left and right arrows in the bar at the top of the calendar
display the previous and next month, respectively, when clicked.

# My calendar - 2007-10 <= = =|Day = week ZMonth
Man Tue e d Thu Fri Sat Sun

1 Dct 2 3 4 5 6 7

Interview
Sales Meeti

22 23 24 25 26 27 28

- 29 30 31 1 Nowv 2 3 4

FIGURE 29.
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Figure 29 shows all the events listed for the month of October. The
screen is laid out in @ manner that is similar to a traditional desktop
or wall calendar. Events are listed along with their start times. Non-
working days are shown with a pale blue background. Hovering
over an event will display a summary of the event in a pop-up.
Clicking on an event will display the full details for the event in the
details bar below the month view. Double-clicking on an event will
launch the event details window allowing you to update the event.
Events that have alarms set have a bell icon next to them in the
display while repeating events have a repeat icon next to them.

[@ My calendar - Week: 2007-10-15 - 2007-10-21 ¢ = @ Day =|week B Month
Mon, 15 Oct Tue, 16 Oct Wwed, 17 Oct Thu, 18 Oct Fri, 19 Oct Sat, 20 Oct Sun, 21 Oct I |
09 e
10
gi,lnterview
11
Ly sales
1z
13
14
15
16
17
10 3
< »
FIGURE 30.

Figure 30 shows the week view which is reached by clicking on the
week numbers in the date selector. Events are shown extending
from their start time to end time. Icons are displayed next to events
to show if they have any alarms set or are repeating events. Non-
working days are shown with a pale blue background. As with the
month view if you click on an event, its full details are listed below
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the week view and double-clicking an event opens the event details
window allowing you to update the event.

=] My Calendar - Thursday, 2007-10-18 ¢ = @ Day = Week @ Month
Thursday, 18 oct I ‘

o9 )

10

L5y Interview

11
_Q_,ZISaIes Meeting

12

13

14

15

16

17

FIGURE 31.

Figure 31 shows the day view which is reached by clicking on the
required date in the date selector, or if you want to see the events
for today, by clicking on the Today button in the date selector. As
before alarms and repeating events are marked with appropriate
icons and clicking on an event displays its full details below the day
view. Double clicking on an event opens the event details window
allowing you to update the event.

All-day Events

It may be that an event is scheduled to last all day. In this case,
there is no start or end time.
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[&] My Calendar - Wednesday, 2007-11-28 < < @ Day (=] Week '3 Month

wWednesday, 28 Nov
| Seminar3) |

ul=] s

10

ikl

iz

13

14

it

16

il

Tue 27 Mou

FIGURE 32.

Figure 32 shows an all-day event when viewed in Day mode. It is
simply displayed as a continuous blue bar across the top of the

display.
@ My Calendar - Week: 2007-11-26 - 2007-12-02 & = = Day = Week =] Month
Maon, 26 Mov Tue, 27 Mov wed, 28 Nay Thu, 29 Nawv Fri, 30 Mow Sat, 1 Dec Sun, 2 Dec
Seminar)
09 b
10
Ll
iz
iLg)
14 L5y 5ales
meeting
iLls
16 L2454 Dentist
17
I b4
Tue 27 Now
FIGURE 33.

Figure 33 shows an all-day event when viewed in Week mode. It is
displayed at the top of the relevant day.
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i@ My Calendar - 2007-11 & = @lDay &= Week S Month
Mon Tue e d Thu Fri Sat Sun

29 Dct 30 31 1 Now 2 3 4
5 (] 7 (] 9 10 11
1z 13 14 15 16 17 18
19 Z0 21 22 23 24 25
26 27 28 29 30 1 Dec 2

1600 Dentist Appo Seminar

14:00 Sales meetin

Tue 27 Mov
FIGURE 34.

Figure 34 shows an all-day event when viewed in Month mode. It is
displayed in the relevant day, but without a start or finish time.

Multi-day Events

There is also the occasion when an event is scheduled to last more
than one day.

E My Calendar - Wednesday, 2007-11-28 & = E Day E Week a Month

Wwednesday, 28 Nov
[10:00 Conference g =Y

&

ul=]

pilny

kil

ik

ILE)

14

15

16

ik

[E— ~

Tue 27 Mou

FIGURE 35.

Figure 35 shows a multi-day event viewed in Day mode. Similar to
the all-day event, the event is shown as a blue bar across the top of
the display. In this case, however, a small arrow is also displayed at
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the right of the event showing that the event extends beyond the
current view. When applicable, an arrow can also be displayed at
the left of the the event.

[#| My calendar - Week: 2007-11-26 - 2007-12-02

& = [#|Day & Week =] Month

Mon, 26 MNov

Tue, 27 Nov

wed, 28 Mov |

Thu, 29 Nov

Fri, 30 Now

Zat, 1 Dec

Sun, 2 Dec

[1o:o0

Conference 5

16:00)

o9

10

11

pliz

13

il

it

16

iy

L5 Sales
rmeeting

L35y Dentist

FIGURE 36.

>

£

Tue 27 Mow

Figure 36 shows a multi-day event viewed in Week mode. The
event is shown straddling the days on which it occurs. If the event
was scheduled to extend over a week boundary, then arrows would
be displayed to either the left or right (or both) of the event in a

similar way to that for the Day mode.

[# My calendar - 2007-11

Mon

Tue

wed

Thu

Fri

¢ = @|Day = Week =] Month

Sat

sun

29 Oct

30

31

1 Now

4

10

16

17

20

21

22

23

24

25

T 26

27

28

29

30

1 Dec

L6000 Dentist Appd
14:00 Sales meetin

Lo:00

Conference

16:00]

FIGURE 37.

Tue 27 Mow

Figure 37 shows a multi-day event viewed in Month mode. The
event is shown straddling the days on which it occurs. If the event
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was scheduled to extend over a month boundary, then arrows
would be displayed to either the left or right (or both) of the event
in a similar way to that for the Day mode.

6.4 Shared Calendars

Shared calendaring allows you to give others access to your
calendar. This section explains how to enable access and the access
levels you can issue.

Sharing your calendar

To enable access to your calendar, select Calendar from the
Navigation Tree under Preferences.

Calendar Preferences ksl
Settings Working daws Access
Aooount Permission level
PostMaster@gordano.com Read public
Add
FIGURE 38.

The screen shown in figure 38 lists the accounts that your calendar
is already shared with and the access rights that each account has
for your personal calendar.

To stop a listed account from having access to your calendar select
the account in the list and click Remove.

To edit the access right for a listed account select the account in the
list and click Details.
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To allow a new account to see your calendar click Add. The dialog
shown in figure 39, enables you to add new users who can access
your calendar.

Calendar Preferences 5]

) all users on the system

O Everyone in gordano.com

() Ernail address | HE

r Matify by erail

¥ Use predefined permission

Permission level | Mone b

: [Read public
{:} Use custorm permisd n

Fead private
[] Falder visiblgRead private as busy isible
Manage
[] Read itarns [T Read private tems
] Edit items ] Edit private items
] create items ] Delete itamns

[] create sub-folders [] Administer

| (] | Cancel |

FIGURE 39.

e All users on the system - If you select this option and click
OK all users that have an account on the system will have
access to your calendar with the selected access rights. This
option can be disabled by your system administrator so it may
not be displayed.

e Everyone in your domain - If you select this option and click
OK all users that have an account in your domain will have
access to your calendar with the selected access rights. This
option can be disabled by your system administrator so it may
not be displayed.

You need to have permission to share your calendar with the "All users"
and "Everyone" groups to see these options.

e Email address - To grant access to an individual user or group
of users select this option and enter a comma separated list of
email addresses that you wish to grant calendar access to. If
you do not know the exact addresses you want to add or there
are quite a few addresses click on the address book icon. This
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displays a new window allowing you to select multiple
addresses from a list on the left of the screen.

G You need to have access to the local address book for the address book

icon to be displayed.

e Notify by email - If this option is checked when you click on
OK an email will be sent to each account that is being granted
access to your calendar. The email will advise the user that they
can now view your calendar and tell them what access right
they have been granted. If you have granted access to a group
account then each member of that group will get a copy of the
message.

e Access rights - You can grant a variety of different access
rights. See “Access Rights” on page 201.

Viewing a Shared Calendar

If you have been granted access to someone’s calendar and you
would like to view their calendar, select the Calendar option in the
Navigation Tree as shown in figure 40.

=-LE GMS WeabMail
S8 Calondar]

----- E My Calendar

-[@# shutlerz@gordano.com

FIGURE 40.

This will open a display showing the calendars you can currently
view. To remove access to a calendar select it in the list and click
Remove. To change whether or not show through is enabled select
a calendar in the list and click Details. To add extra calendars click
Add.
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Clicking Add displays a list of calendars you have been granted
access to and the access rights you have for those calendars.

Manage Calendars ks

Calendar Shared

Calendar

My Calendar
sbutlerz@gordano.com

Add

FIGURE 41.

To view one or more of these calendars, select the relevant account
from the list. If you wish to be able to view the calendar within your
own select the Enable show through box and click OK.

Enabling Show Through

Show through is the ability to see another users calendar events
within your own calendar. This removes the need for you to switch
between calendars to view another user’s entries. Show through is
enabled by selecting the Enable show through option when
configuring which calendars you wish to view as described in the
previous section.

Figure 42 shows "My" Calendar in day view with events from
"simont's" calendar showing through. These show through entries
are shown in light blue.
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{@m| My Ccalendar - Thursday, 2007-10-18 ¢a = @ Day =| Week @ Month
Thursday, 18 Oct
= [simont-webmail] Busy (3 =
09 (“]] -~
10
Q5 Interview

6.

11
L5y Sales Meeting

1z

13 &

14

15

16

17

FIGURE 42.

From figure 42 it can be seen that "simont" has granted me "Read
private as busy" access rights. You will note that the calendar entry
shown lets me see that simont is busy during the time shown but
does not provide any details of the event scheduled. For details of
configuring access rights. See “Sharing your calendar” on page 56.

5 Deleting events

To delete an event use the date selector to display the event in the
list of events (See”Viewing Calendar Events” on page 48). Then
click on the event and either click Delete in the top menu bar or
press the Delete key on your keyboard. If you are deleting a
repeating event you will see a dialog as shown in figure 43.

2 Repeated Event Delete -- Web Page Dialog

You have selected a repeated event to delete. Which

@ related events do vou wish to delete?

alFutore | a1 | cancel |

FIGURE 43.

This allows you to decide whether to delete just the selected event,
all future occurrences of the event or all past, current and future
occurrences of this event. Choose the option you require to
proceed or click Cancel to continue without deleting any events.
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6.6 Editing an Existing event

To edit an existing event use the date selector to display the event
in the list of events (See”Viewing Calendar Events” on page 48).
Then double-click on the event in the listing. This will open the
event details window allowing you to change any of the
information for that event including times and alarms. Once you
have finished making your changes click Save.

6.7 Generating an email based on an event

We saw earlier how you can automatically create an event based
on the content of an email message. You can also reverse this
process and create an email based on the content of an event. For
example you might want to remind someone else of a forthcoming
event. You already have an event entered to remind you of the date
of someone’s birthday and you can use this to email friends and
remind them to purchase gifts. First display the birthday event by
selecting the relevant date in the date selector window (see
“Viewing Calendar Events” on page 48). Then double-click on the
event to display the event details window.

[% mail.gordano.com:8000/webmail/calendar/windows/details/index.mml?eventidref=eventid 1 &wview=70
TIII ﬂx® o/
|summary  [Julie’s Birthday |
| Owiner craige@oordano.com (craige) A
Folder name | My Calendar v

Details Attendees Alarms

| 8 a day event

Start time oo Hhe  Hlae v EHE&E

End time 2350 Hhe  Hlawe v EHE&E
1| Type Birthday v

Show as Busy v
|| Access Private v

Description

Remember to buy gift at lunchtime.

#
Revision Date 2015-08-19 11:10:07 Last Modified By craige@gordanc.com
Wed 19 Aug
FIGURE 44.
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6.8

Since this is an existing event you will notice that there is a new
icon in the top menu bar called "Create message from event”. If
you click on this button a compose window will appear with the
event summary as the subject and the event description as the
message body. You can then go on to add recipients and edit the
message as usual before sending it.

Printing an event

To print out the details of an event, double-click on the event to
display the event details window as above. Then click the Printer
icon in the top menu bar of the window. This will open a printer
friendly version of the current event with the Print dialog open
ready to send the entry to your printer.
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7 Address Books

7.1

Your address book allows you to store details about anyone you
have contact with. It can be viewed as a series of virtual business
cards (vCards) which contain name, email address, postal address,
and so on. vCards are a very powerful concept since they allow you
to give other people information about you and store details very
quickly and easily.

GMS WebMail will automatically display and generate vCards when
new messages arrive. This will help you keep your contact list up to
date.

GMS WebMail provides several collections of address books, a
book containing those you never want to hear from and a special
"Local" address book. The Local addresses book will be
automatically updated as new people join and leave your
organisation.

Types of address book

There are six types of address book:
e Personal Address Books

Every user can add addresses and contact details to their own
personal address books. You can add multiple new address
books. By default there is a personal address book already set
up called My Addresses. Further personal address books can
be created as required.

* Block List Address Book
By adding addresses to this book you can stop messages from

those addresses ever appearing in your inbox. See “The Block
List filter” on page 94 for more information.

G The block list address book is available in GMS Anti-Spam.

¢ Quarantine Address Book

This is a special address book used by the Confirmation Process
to store addresses of messages that have been quarantined.
This prevents confirmation messages being sent repeatedly to
the same address. See “Setting up Confirmation” on page 165
for more information.

e Domain Address Books
Domain address books are available to users on the same
domain. Whether you can see these address books, edit the
entries, or indeed set up new domain level address books will
depend on what Access Rights the administrator has set up for
those address books.

e System Address Books
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System address books are available to users on the same mail
system regardless of their domain name. Whether you can see
these address books, edit the entries, or indeed set up new
system level address books will depend on what Access Rights
the administrator has set up for those address books.

¢ Local Addresses

This is a special address book that contains the contact details
for all the other users in your organization. You can update
your own entry in this address book but you can't update
anyone else’s information.

An administrator can restrict whether or not any address book is visible. For
example System address books might be visible but Domain address books
might not.

7.2 Adding a new address book

Changes and additions to address books are managed from the
Address book branch of the Navigation Tree.

= LR GMS WebMail

=43 Address Boaok
PE My Addresses
43 Block List
23 Quarantine

+-43 System

43 Local addresses
£d search Results

i~ Mail

#| Calendar

4 Address Book
] Tasks
i3 Motes

3¢ Preferences

Folders

FIGURE 45.
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Clicking Address book in the tree displays a dialog listing the
currently available address books.

Manage Address Books 5]

Address Book Shared

address Book Mame

My Addresses

Block List

Quarantine

System
SystermiMiscellaneous
Local Addresses

Add

FIGURE 46.

To add a new address book click Add, Type in the name you want
the address book to be called and select whether it should be
added to My Addresses, Domain or System by clicking on your
choice in the displayed tree. Then click Add to create the new
address book. Existing address books can be removed or renamed
by selecting them in the list of books and clicking Remove or
Rename respectively.

Administrator has given you access rights. You cannot add extra books to

G The option to add a domain or system address book is only available if the
Local Addresses, Block List or Quarantine.

You can also import or export address books using Import and
Export.
Importing Address Books

Once you have clicked Import, a new dialog is displayed so you can
enter details for the addresses to be imported.
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Import Data Into Address Book: Step 1 of 2

Address Book

Filenarme Browse. ..

Type v ard W

on duplicate email address
® overwrite existing
O Keep original
O Keep both

(0]14 Cancel

FIGURE 47.

Address Book

This is a non editable field and will always be pre filled with the
name of the Address book you had highlighted on the Manage
screen (figure 46) when you clicked Import.

Filename

Either type in the name of the file to import (including the full path)
or click Browse to the right of the field and navigate to the file.

Type

Address Books can be imported from a number of different
formats, select the one appropriate to the type of file being
imported from the drop down list. Supported formats include:

e vCard

e  GMS WebMail

e OQutlook 2000 SR1, CSV

e QOutlook Express v5, CSV

e Outlook Express v6, CSV

e Netscape v4, LDIF

e Eudora v3, Structured File

e FEudoravs, CSV

e Lotus Notes R5, Structured File

On duplicate addresses

This option provides choices on how duplicate addresses may be
handled:
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Overwrite existing

Any matching address book entry already existing in your address
book will be overwritten.

Keep original

Any matching address book entry already existing in your address
book will be retained and the imported one discarded.

Keep both

Any matching address book entry already existing in your address
book will be retained, and a new entry will be created for the
imported address.

Once you have completed all of the above fields click OK to
proceed with the import. The second stage of the import asks you
to specify what access rights should be applied to the address book
entries that are imported. See “Access Rights” on page 201.

Exporting Address Books

Any of your GMS WebMail address books may be exported by
highlighting the appropriate address book in the Manage screen
(figure 46) and clicking on the Export button. This will display a
new dialog allowing you to set the format addresses are exported
in.

Address Book - This is a non editable field and will always be pre
filled with the name of the address book you had highlighted on
the Manage screen when you clicked Export.

Export Format - There are three export options available.

e Display - Entries can be exported to the screen from where
they can be cut and pasted into another application using the
standard system cut and paste routines.

¢ Email to me as vCards - Entries are created in one big vCard
that contains one entry for each contact. This is sent as a single
attachment. If this is sent to a vCard aware mail client the
contacts will appear as individual vCards.

e Email to me as an attachment - Entries are combined into
one big vCard and sent as a text attachment. When the
attachment is received by an email client there will be a single
attachment that can be saved to disk for import into vCard
aware clients or organizers.

7.3 Managing contacts in an address book

To manage your existing contacts select the address book from the
menu tree that the existing contact is listed in. If extra address
books have been added in addition to the default books they will
displayed under their parent book. Figure 48 shows the Work
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address book having been selected under the My Addresses
branch of the Navigation Tree.

=03 GMS WebMail
=-4d Address Book
=- &9 My Addresses
43 Persanal
- &3 Block List
- &9 Quarantine
- &9 System
- &9 Local Addresses
-4 Search Results

FIGURE 48.

Selecting an address book will change the display at the top right
of the GMS WebMiail screen. Instead of displaying a list of
messages this area will now display a list of the contacts that are
contained in the selected address book, shown in figure 49. If you
click on an entry in this listing the details for that contact will be
displayed in the preview pane at the bottom of the screen. The gray
bar will contain summary details of that entry including Display
Name, Email address and Revision Date.

|2 ompose (] Event (33 Contoct [ Tesk [ANote [ Do
GMS |8 B & x|gowaw

S0 GMS WebMail

wwwwwww

FIGURE 49.

Note you can change which address book fields are displayed in the
list of contacts. See “Instant Message” on page 151.

Adding Contacts
To add a new contact click the Contact icon in the top menu bar.

[~) Compose [ E-.-ar't Task [_J Note [f§j Document
ﬁ @ = x = ﬁﬂper ﬁ Reply @RE‘PWM ﬁ Forward E
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This will launch a new window that will allow you to add details for
a new contact (figure 50). As a minimum you will need to add an
email address OR a name (either First Name, Family Name, or
Display Name) for the contact. The entry window has a number of
tabs allowing you to record information about each contact. The
tabs will be grayed out until an address is entered.

L
m

[3 mail.gordano.com:8000/webmail/addressbook/windows/details/index.mml?view=210
EEEE s @i
Address Book | My AddressesiWork v
Name

Title

First name Middle names

Family name Qualifications

Display name Nickname

Email address

Revision Date Last Modified By craige@gordano.com

Maon 24 Aug
FIGURE 50.

You can select which address book the entry should be added to by
selecting the desired book from the Address Book drop-down
box. This window has the following options in the menu bar at the
top of the window:

e Help - Clicking on the Help icon will open a context sensitive
help screen.

e Close - Clicking on the Close icon will close the Address Book
Entry.

In the menu at the top of the window there is a selection of
buttons which will change depending on where the window was
opened from. The possible buttons are:

e Save - Clicking this button will commit any entries made in the
tabbed areas to the address book.

e View Existing - This button will only be present if the email
address of an incoming message with a vCard attached to it
matches an entry you already have in your Address Book and
the vCard has a later revision date. Clicking the button will
open a further screen allowing you to select an existing vCard
to be updated with this new information. See “Reading
Vcards” on page 18.

e Cancel - Clicking Close will close the Address Book dialog
without committing any entries made in the tabbed areas to
the address book.
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Editing Contacts

To edit an existing contact or to view all of the details for that
contact select the relevant address book in the Navigation Tree. You
can then double-click their entry in the list of contacts on the right
of the page. This launches a similar window to when you add a
new contact.

= E GMS WebMail: Address Book Details - Google Chrome — O =
[ mail.gordano.com:8000/webmail/addressbook/windows/details/index.mml?view=211&readdb\
EEEE 50X 32883 o
Address Book| My AddressesiWork v
Hame Work details Home details Website Notes Access

Title Mr

First name Curt Middle names

Family name Bloggs| Qualifications

Display name Curt Nickname

Email address curt@company.com

Revision Date 20153-08-24 16:35:51 Last hModified By craige@gordana.com

Mon 24 Aug
FIGURE 51.

This window has a few extra options in the menu bar at the top of
the window:

e Delete - Clicking this icon will delete the selected address book
entry.

e Forward Contact Details - Clicking this icon will open a
Compose window with the selected address book entry
automatically attached as a vCard.

e Compose - Clicking this icon will open a Compose window
with the email address from the current address book entry pre-
filled in the To field.

e Details - Clicking this icon will open a new window containing
the raw text of the vCard for the currently selected user.

e Send to Printer - Clicking this icon will open a printer friendly
version of the current vCard with the Print dialog open ready to
send the entry to your printer.

e Overwrite Existing - Clicking this icon will overwrite the
existing details for the selected address book entry with the
new details you may have entered in this window.

e Instant Message - Clicking this icon will open an Instant
Message window with the IM number from the current address
book entry pre-filled in the To field.

e Help - Clicking the Question Mark icon will open a context
sensitive help screen.
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e Close - Clicking the Close icon will close the Address Book
Entry.

When you have finished making changes, click Update to apply
them.

Removing a contact

To remove a contact from an address book, select the address book
from the Navigation Tree. All the entries in that address book that
you are allowed to view will then be listed on the right of the
screen. Find the contact that you would like to remove and click on
their entry in the list. Pressing Delete on your keyboard or clicking
the Delete icon in the top menu bar will then remove the entry
(providing you have permissions to do so).

Moving contacts to another book

There are two ways to move a contact from one address book to
another. The simplest is to select the address book that currently
has the contact in it from the Navigation Tree. Next select the
contact that you want to move and drag and drop it onto the
required address book. Multiple contacts can be moved in this way
by holding down Ctrl or Shift key on your keyboard whilst
selecting the contacts that are to be moved.

The other way to move a contact is to double-click on their entry in
an address book to launch the contact details window (figure 51).
You can then select the address book that you require from the
Address Book drop-down menu.

7.4 Using the address book when composing e-mails

To use the address book when composing messages click the
Compose icon to display a blank message in a new window. You
will notice there are address book icons next to the To:, Cc: and
Bcc: fields. If you want to add an address to the To: field click the
icon next to that field. This will launch another window (figure 52)
that allows you to choose which email addresses should be added
to the To: field.
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Address Book | My Addresses

v

e

Matt Knee
Faisal Inam
Craig Evans

bend@gordano.com

mattk@gordano.com
faisal.inam@biz-analytix.co
craig.evans090508@gmail.q
bend @gordano.com

mm GMS WebMail: Select address - Google Chrome — O -4
[ mail.gordano.com:8000/webmail/addressbook/windows/selector/index.mml?selectedfield=to&
ENEN 28 @|cd

Curt

curt@company.com

Mon 24 Aug

7.5

FIGURE 52.

The right hand pane of this screen displays the addresses that will
be added to the message. You can add addresses to the right hand
pane by selecting them in the left hand pane then clicking the right
arrow. =p

If you want to remove an address from the right hand pane, select
it then click the left arrow. <=

You can select multiple entries by either holding down the Ctrl key
and selecting individual items or holding down the Shift key and
selecting a group of items.

You can use the drop-down menu at the top of the screen to move
between different address books. It is possible to add a number of
addresses from different address books by adding the addresses
from one then changing to another address book before adding
others from that book.

Once you have selected all the addresses that are required, click OK
to return to the message you have started to compose. The
selected addresses will appear in the To: field of the message.
Alternatively you can click Cancel to return to the Compose
window without adding any of the selected addresses. Exactly the
same process can be followed for the Cc: and Bcc: fields of the
message.

Access Rights for Address Books

If you open an address book to display the list of contacts in it, then
double click on an entry, the Address Book Details window is
displayed. In this window you will notice an Access tab. The
options in this tab control the access rights for the selected address
book entry.

The Access tab allows you to define who if anyone, other than
yourself, is allowed to have access to this particular address book
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entry. Every new entry that you make automatically assigns Read
and Edit access to yourself.

See “Access Rights” on page 201 for details.

7.6 Searching Address Books

Clicking the Search icon on the main menu bar while within an
Address Book will display a dialog like that shown in figure 53
allowing you to search across all the address books that you are
allowed access to for a particular entry.

You can also use the quick search option at the top of the address
book list which will search only within the currently selected
address book.

Search Address Book 5|

Address Bool Entries To Find
Search all fields for

[] 1nclude notes

Address Books To Search

) search all Address Boaks

(*) Search in My Addresses
[] Block List
[] Quarantine
[] System
[] Local Addresses

Ok | Cancel

FIGURE 53.

Address book entries to find

e Search all fields for - Enter the string that you would like to
search for. This could be a Family Name, Email Address, in fact
any item that is held in the address book.

¢ Include Notes - By default the Notes field is excluded from
searches due to the amount of information that might be
contained in it, in order to speed up the search. If you would
like the Notes field to be included in the search, check this box.

Address Books to Search

e Search all address books - Selecting this option will
automatically search across all address books to which you are
allowed access.
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e Search in - Selecting this option allows you to confine your
search to particular address books. This allows you to find the
information more quickly, assuming that you know which book
the entry is in. The address books to be searched should be
selected by checking the relevant boxes on the right of the
page.

Once you have completed all of the above fields click OK to

proceed with the Search, clicking Cancel will close the dialog

without searching.

7.7 Address Book sharing

Sharing your address book

To enable access to your address book, select Address Book from
the Navigation Tree under Preferences.

Address Book Preferences 5
Settings Access
Aoocount Permission level
everyone@gordano.com Read public
Add
FIGURE 54.

The screen shown in figure 54 lists the accounts that your address
book is already shared with and the access rights that each account
has for your personal address book.
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To stop a listed account from having access to your address book
select the account in the list and click Remove.

To edit the access right for a listed account select the account in the
list and click Details.

To allow a new account to see your address book, click Add. The
dialog shown in figure 55 enables you to add new users who can
access your address book.

Address Book Preferences 5]

) all users on the system

O Everyone in gordano.com

(%) Email address e

r Motify by email

* use predefined permission

Permission level | Mone b

Read public
Read private

) Use custam PEFTNiSS

[ ] Folder visiblgManage b itermns wisible
L[] read iterns [] read private items
L] Edit iterns ] edit private items
[] create items [] Delete items

[ ] create sub-folders [ | Administer

| (] | Cancel |

FIGURE 55.

e All users on the system - If you select this option and click
OK all users that have an account on the system will have
access to your address book with the selected access right. This
option can be disabled by your system administrator so it may
not be displayed.

e Everyone in your domain - If you select this option and click
OK all users that have an account in your domain will have
access to your address book with the selected access right. This
option can be disabled by your system administrator so it may
not be displayed.

You need to have permission to share your address book with the "All
users" and "Everyone" groups to see these options.
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e Email address - To grant access to an individual user or group
of users select this option and enter a comma separated list of
email addresses that you wish to grant access to. If you do not
know the exact addresses you want to add or there are quite a
few addresses click on the address book icon. This displays a
new window allowing you to select multiple addresses from a
list on the left of the screen.

You need to have access to the local address book for the address book
icon to be displayed.

e Notify by email - If this option is checked when you click OK
an email will be sent to each account that is being granted
access to your address book. The email will advise the user that
they can now view your address book and tell them what
access right they have been granted. If you have granted access
to a group account then each member of that group will get a
copy of the message.

e Access right - You can grant a variety of different access rights
as explained in “Access Rights” on page 201.

Viewing shared Address Books

If you have been granted access to someone’s address book and
you would like to view it, select the Address Book option in the
Navigation Tree as shown in Figure 56.

=-LE GMS WebMail
E8FE /. ddress Book
#-4d My Addresses
- &3 Block List
- ad Quarantine
H-dd System
& Local Addresses
~4&d Search Results
&g shutlerz@gordano.com

FIGURE 56.

This will open a display showing the address books you can
currently view. To remove access to an address book select it in the
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list and click Remove. To add extra address books, click Add. This
displays a list of address books you have been granted access to.

Select Address Book ks
Address Book | FPermission level
shutler@agaordano.com Fead public

0]%4 | Cancel
FIGURE 57.

To view one or more of these address books, select the relevant
account from the list and click OK.
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8 Tasks

8.1

Task lists provide you with an easy way to keep track of due or
oustanding items on your "To do" list and allow you to set alarms
which will remind you when those tasks are due. For example you
can create a task that requires you to attend a trade show. If the
tasks occur regularly you can create a single task that repeats at
intervals you select. For example a task that repeats on the same
time each week such as backing up your company data. You may
also share your task list with other users on your system, allowing
them to view your outstanding tasks and, depending on their
access rights, add or delete entries.

Adding Tasks

Adding new tasks to your list is straightforward and can be done in
two ways:

e Manual entry
e Automatically in response to an email

Manual Task creation

Imagine your boss has just telephoned to ask you to attend a trade
show on Wednesday of next week. This will require that you
prepare the materials required for the show and have them ready in
time. You need to ensure that this is done so you decide to create a
Task to remind you what needs to be completed and by when. You
also set an alarm against the task for the day before the show. The
steps you would take are described below.

The first thing to do is to log on to WebMail Professional. At the
top of the page you will see the "Task" icon.

W ENEDN | compose & bvent ﬂt‘c*tectr\l:-te [ Document
G MS g dEX [ Open g-a Forward | [] Refresh & Search

FIGURE 58.

Clicking this icon will display a new window (figure 59) which will
allow you to set up your task.
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[T ]
E
[3 mail.gordano.com:8000/webmail/tasks/windows/details/index.mml?view=808

EEEE s @i

summary Business Flan
Cnwmer craige@gordano.com (craige)

Folder name | My Tasks

Details Repeat Alarms

Start date 24 E Aug v 2015 E =

Due date 24 E Aug v |[2015 E =

Completed date 24 E Aug ¥ ||2015 E &
% complete 0 E
Status Mot started
Priarity MNormal *
Access Private
Description

£

Revision Date Last Modified By craige@gordano.com

Mon 24 Aug

FIGURE 59.
The task creation window is made up of the following parts.

Summary

Every task must be given a short summary before it can be entered
in your task list. This can be any text that helps you to easily recall
what the task is. In this example we might enter "Trade show".

Owner

Each task has an owner. By default the person that creates the task
is the owner. You can share ownership of a task with other people.
This is a particularly useful feature of group working allowing other
people to manage a task that you have created.

Folder Name

The task list that you would like this task written to. If you have
access to other users task lists they will also appear in the drop-
down menu.
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Details

This tab allows you to enter the details of the task such as the start,
due and completed dates, status, priority, access and a description
of the task.

Time and Date selection

You can set your start, due and completed dates by using the up
and down arrows next to each of the entry boxes. You can also
type directly into any of the boxes.

To the right of each of these you will see a yellow calendar button.
Clicking on these will display a date selector window. This allows
you to view a whole month at a time and select the day of the
month you want.

B m GMS WebMail: Task details - Google Chrome — O *®

JSdetails/index.mm|?view=808

[% mail.gordano.com:8000/webmail/tasks/windoy

EEENE s @i

Summary | Trade Show
Cwiner craige@oordano.com (craige) v

Folder name | My Tasks

Details Repeat Alarms
¥ Start date 24 E Aug T |[2015 E =
¥| Due date 28 E Aug w2015 E =
Completed date 28 E Aug v 2015 E E
% complets 0 E @« Aug 2015 =
M T W T 5 5
Status Mot started v e mm am = R
= &= ed I 3 “
Priority Mormal » 3 s 6 7 8 9
Access Private 10 11 12 13 14 15 16
Description 17 18 19 20 21 22 23
Organise attendance 24 35 26 27 28 29 30
3 2 3 4 5
P Today =
4
Revision Date Last Modified By craige@gordana.com

Mon 24 Aug

FIGURE 60.

% Completed

This option can be used to indicate how far you have progressed
with the task.

Status

Each task can have a status attached to it, and indeed you may
want to change the status as work towards completing the task
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progresses. This option and the "% Completed" option work in
conjuncion with each other.

Priority

The Priority for the task can be set to one of Low, High or Normal
allowing you to further prioritise your tasks.

Access

You can select whether a task is Private or Public. This setting
affects which tasks people can see when you share your tasks with
them. See “Sharing your Tasks” on page 87.

Description
Enter details of the task here.

When you have finished entering the task details click Add to
create the task.

Automatic task creation

Imagine that instead of telephoning, your boss has sent you an
email asking you to attend the trade show. When you view this
message in your Inbox you can use it to automatically create a task.

4 InBox - 13 messages fe i)

=] ‘ j ‘ g.l_[ ‘ ! ‘ Address | Subject | Date & ‘ Time | Size ;I
ﬁ Gerry Adams Backup software installer 2007-11-13 08:01:15 -0000 1KE
ﬁ onlineTechSupport [Support:] Fine tuning TCRAIP 2007-11-13 08:01:15 -0000 1KE
ﬁ Peter MNoir Motes, journals and tasks 2007-11-13 08:01:15 -0000 1KBE
ﬁ Max Riley Third party download sites 2007-11-14 08:01:15 -0000 1KBE
ﬁ Sales Directions to Gordano HQ 2007-11-14 08:01:15 -0000 1KBE
ﬁ Zales@gordano.com GMZ Vanguard updates 2007-11-14 08:01:15 -0000 1KBE
ﬁ GME Discussion List [Discuss] KB Article 3645 Which ... 2007-11-14 10:16:04 40000 10KB
ﬁ Al Osmond Health and safety visit 2007-11-14 13:01:15 -0000 1KBE
ﬁ g.l_[ sbutlerZ@gordano.com Dentist appointment 2007-11-27 13:34:21 40000 4KB
F sbutlerZ@gordano.com Trade show 14:41:02 40000

When the message is selected in your list of messages as in the
example above you can simply click on the message and drag it
over to the Task node in the Navigation Tree or the Task entry in the
Panel.

This opens the task window with some of the fields pre-filled
(figure 61). The task Summary will contain the subject of the email
message and the Description will contain the message body.

82 Copyright © Gordano Ltd, 1995-2016



GMS User Guide

Tasks

Sumrmary Frade showe

Owner shutler@gaordano.com (shutler) A4

Faolder marme | My Tasks

Details Repeat

[ Start date
(] Due date

¥ Completed date

% complete
Status
Priority

Access

Description

Alarms

7 BN v 2007
27 B nov v 2007

17 B[ v 2007
o H

Mot started |

Mormal »

Private

EH &
EH =
E &

also remember to get the new stand ready and make sure we have plenty of

Can you please arganise our attendance at next week's trade show. Please j

leaflets to hand out.

Thanks

Revision Date

Last Modified By

]

sbutler@gordanc.com

Tue 27 Maow

FIGURE 61.

You can then set the dates etc. and configure any alarms that you
want. When you have finished making any changes, click Save to

create the task.

Setting Alarms

The Alarms tab in the task details window allows you to set an
alarm for the selected event.

Depending on how your system is set up you can elect to be
notified of alarms by an email message, popup window, SMS and/

or an instant message at the time and date you specify.

account. If when you log on, you have missed any appointments a single

G Popups will only appear if you are actually logged on to your GMS WebMail

popup window will appear listing all the due events.
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B m GMS WebMail: Alarms - Google Chrome — O >

[ mail.gordano.com:8000/webmail/tasks/windows/alarm/ind¢

-... {3 Remind me 2
O
L Report Due
L Council Meeting
Mon 24 Aug
FIGURE 62.

The above popup alarm shows two events that are due. You may
decide that you want a further reminder about the Council
Meeting in a few minutes time. In that case you would just check
the box next to the Council Meeting event and click Remind Me.
Then the next time your mailbox and alarms are refreshed you will
get a new popup alarm. Alternatively if you don’t want any further
reminders you can just click Cancel to dismiss the popup.

erences then General from the menu tree. The option to change is called
"Refresh mail and alarms every x minutes". The default setting is 15
minutes.

e You can change how often new alarms are checked for by selecting Pref-

8.2 Repeating Tasks

When creating your tasks you can set them to repeat at reqular
intervals whether it be daily, weekly, monthly or annually. To create
a repeating task launch the task details window in the normal way,
adding your task summary and dates. You will then be able to
select the Repeat tab (figure 63) and configure how you want the
event to repeat.
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2 & GMS WebMail: Task details - Google Chrome — O *
[ mail.gordano.com:8000/webmail/tasks/windows/details/index.mml?view=808
RN s @|Cd

Summary | Trade Show
Cwner craige@gordanc.com (craige) v

Folder name | My Tasks v

Details Repeat Harms
* None
Daly ) working days () Non-warking days
Weekly Every | Monday v

Monthly  '®' Onthe 24 E ¥/ Move to working day

The | Fourth || Monday v

Annually 24 E Aug v

Uni 24 Hlaw vlos HE&

Maon 24 Aug

FIGURE 63.
The available options are:

None

The task will appear in the selected task list once only.

Daily

The task will appear in the selected task list every working and/or
non-working day. You can define your working days and times by
clicking on the "+" next to Preferences in the Navigation Tree and
selecting Calendar from the expanded menu.

Weekly

The task will appear in the selected task list every week on the
selected day. If you want the task to repeat on more than one day
each week for instance every Monday and Friday you will need to
create a task for Mondays and a second task for Fridays.

Monthly

e Specific date of the month. The task will appear in the
selected task list very month on the selected date. If the
selected date is on a non-working day for a particular month
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checking the Move to working day option will cause the task
to appear in the list on the first working day after the selected
date.

e Specific day of the month. This option allows you to set a
task to repeat on, for example, the last Friday of each month.

Annually

The task will appear in the selected list every year on the date you
select.

Until

The task will continue repeating up to and including the date
selected here. Clicking the calendar icon next to the date launches
a calendar selector window for easy date selection.

Note: It is the working days at the time a task is created that dictate which
days tasks are created on. Changing your working days later will not

change any tasks that have already been created.

8.3 Viewing Tasks

From time to time you may wish to see the list of tasks associated
with a particular task list. The easiest way to display the list is to use
the tree on the left of the screen to navigate to the desired task list.

Selecting the task list will cause the tasks associated with that list to
display in the top right pane of the GMS WebMail window. The
screen is laid out in @ manner that is similar to the familiar WebMail
email listing with each task being shown on an individual line. Tasks
are listed by summary along with their status, start and due dates.
Clicking on a task will display the full details for that task in the
details bar below.

Double-clicking on a task will launch the task details window
allowing you to update the Tasks. Tasks that have alarms set have a
bell icon next to them in the display while repeating events have a
repeat icon next to them.

8.4 Shared Tasks

Shared tasks allows you to give others access to your task list. This
section explains how to enable access and the access levels you can
set.
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Sharing your Tasks

To enable access to your task list, select Tasks from the Navigation
Tree under Preferences.

Tasks Preferences ksl
Settings Access
Aoocount Permission level
everyone@gordano.com Read public
Add
FIGURE 64.

The screen shown in figure 64 lists the accounts that your task list is
already shared with and the access rights that each account has for
that list.

To stop a listed account from having access to your task list select
the account in the list and click Remove.

To edit the access right for a listed account select the account in the
list and click Details.

To allow a new account to see your task list click Add. The dialog
shown in figure 65, enables you to add new users who can access
your task list.
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Tasks Preferences 5

) all users on the system

O Everyone in gordano.cam

() Ernail address | P

r Matify by erail

¥ Use predefined permissiaon

Permission level | Mone i

Read public
Fead private

() Use custam PEFMNiSS

[] Faolder visiblgManage b iterns visible
[] Read itarns [] read private items
] Edit items ] Edit private items
[ create iterns [ pelete itermns

[ ] create sub-folders [] administer

] | Cancel |

FIGURE 65.

All users on the system - If you select this option and click
OK all users that have an account on the system will have
access to your task list with the selected access right. This
option can be disabled by your system administrator so it may
not be displayed.

Everyone in your domain - If you select this option and click
OK all users that have an account in your domain will have
access to your task list with the selected access right. This
option can be disabled by your system administrator so it may
not be displayed.

&

You need to have the permission to share your tasks with the "All users"
and "Everyone" groups to see these options.

Email address - To grant access to an individual user or group
of users select this option and enter a comma separated list of
email addresses that you wish to grant access to your task list. If
you do not know the exact addresses you want to add or there
are quite a few addresses click on the address book icon. This

88
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displays a new window allowing you to select multiple
addresses from a list on the left of the screen.

You need to have access to the local address book for the address book
icon to be displayed.

e Notify by email - If this option is checked when you click on
OK an email will be sent to each account that is being granted
access to your task list. The email will advise the user that they
can now view your task list and tell them what access right they
have been granted. If you have granted access to a group
account then each member of that group will get a copy of the
message.

e Access rights - You can grant a variety of different access
rights. See “Access Rights” on page 201.

Viewing a shared Task List

If you have been granted access to someone’s task list and you
would like to view it, select the Tasks option in the Navigation Tree
as shown in figure 66.

=03 GMS WebMail
B Mail
E Calendar
g Address Book
@ Tas

FIGURE 66.

This will open a display showing the task lists you can currently
view. To remove access to a task list select it in the list and click
Remove. To add extra task lists click Add.

Selecting the Shared tab and clicking Add displays a list of task
lists you have been granted access to and the access rights you
have for those task lists.
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Select Tasks 5
Tasks Permission level
sbutler@gordano.com Read public

(] | Cancel |
FIGURE 67.

To view one or more of these task lists, select the relevant account
from the list.

8.5 Deleting Tasks

To delete a task first display the task list (See”Viewing Tasks” on
page 86) then click on the task and either click Delete in the top
menu bar or press the Delete key on your keyboard. You will be
asked to confirm that you do want to delete the task.

8.6 Editing an Existing Task

To edit an existing task use the Navigation Tree to navigate to the
task list to display the task (See”Viewing Tasks” on page 86). Then
double-click on the task in the listing. This will open the task details
window allowing you to change any of the information for that
task including dates and alarms. Once you have finished making
your changes, click Update.

8.7 Generating an email based on a Task

We saw earlier how you can automatically create a task based on
the content of an email message. You can also reverse this process
and create an email based on the content of a task. For example
you might want to remind someone of a task that has been
assigned to them. First display the task by selecting the relevant
task list (see “Viewing Tasks” on page 86). Then double-click on
the task to display the task details window.

Alternatively you can highlight the task in the list and drag it to the
Mail item in the Panel.
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2@ GMS WebMail: Task details - Google Chrome — ] X
[ mail.gordano.com:8000/webmail/tasks/windows/details/index.mml?taskidref=taskid3&w

EEEE g5 0X(E) 0o

summary  [Business Plan
Cwiner craige@oordano.com (craige) v

Folder name | My Tasks ¥

Details Alarms
Start date 24 E Aug v [[2015 E e
Due date 24 E Aug v |[2015 E =]
Completed date 24 E Aug v | 2015 E E
% complete 0 E
Status Mot started
Priority MNaormal «
Access Private
Description
o
Revision Date 2015-08-24 17:44:25 Last Modified By craige®gordanc.com

Mon 24 Aug

FIGURE 68.

Since this is an existing task you will notice that there is a new icon
in the top menu bar called "Create message from task". If you click
this icon a compose window will be displayed with the task
summary as the subject and the task description as the message
body. You can then go on to add recipients and edit the message as
usual before sending it.

8.8 Printing a Task

To print out the details of a task, double-click on the task to display
the task details window as above. Then click the Printer icon in the
top menu bar of the window. This will open a printer friendly
version of the current task with the Print dialog open ready to send
the entry to your printer.
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9 Notes

Notes provides you with an easy way of entering free form text to
record whatever it is you wish to record. Notes can be color coded
to differentiate them in a folder listing.

You may also share your notes with other users on your system,
allowing them to view your entries and depending on their access
rights add, edit or delete entries.

9.1 Adding notes

Imagine your colleague has just telephoned to say an important
client has a particular query within your area of expertise. You want
to make a note of the call so you do not forget its content and also
to pass your thoughts on the matter on to other members of your
team. The steps you would take are described below.

Manual Note creation

The first thing to do is to log on to WebMail Professional. At the
top of the page you will see the "Note" icon.

W W " compose [ Event (33 Contact [ 'e:k@ Document
GMS g dEm X = Open gﬁ Forward | 2] Refresh 48 Search

FIGURE 69.

Clicking on the icon will display a new window (figure 70) which
will allow you to set up your note.

= GMS WebMail: Mote details - Google Chrome — O x
[ mail.gordano.com:8000/webmail/notes/windows/details/index.mml?vie
. iy f | Save 7 I
Color Yellow w
Folder name My Motes =
Access Private
Description

[This is an example note.
Motes consist of free form text, the first line of the note will be used to provide summany
information for the note when viewing a list of notes within a folder |

Revision Date Last Modified By craige@®gordano.com

Tue 25 Aug

FIGURE 70.
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You can set a color for the note from the drop-down. The selected
color is used as the background for the edit window and for the
summary text when viewing a Notes folder. You can also set the
access rights for the note to either Public or Private. Other users
may be able to see your notes depending on any access rights you
may have given to those users. If you have permissions to write
notes to other users folders, these folders will appear in the Folder
drop-down menu.

Automatic note creation

Imagine that instead of telephoning, your colleague has sent you
an email about the client query. When you view this message in
your Inbox you can use it to automatically create a note.

When the message is selected in your list of messages in your
mailbox you can simply drag the message and drop it onto the
Notes branch of the Navigation Tree. A Note dialog similar to that
shown above will open automatically and will be pre-filled with the
content of the e-mail message.

You can then make any changes you wish, and then click Add to
create the note.

Alternatively you can drag the email message and drop it on the
Notes item in the Panel.

9.2 Viewing Notes

From time to time you may wish to see a list of notes that are
currently on your system. The easiest way to do this is to open the
Notes branch of the Navigation Tree and select the list of notes that
you wish to see. The list will be displayed on the right of the screen,
each note will be highlighted in the color you chose when creating
the note. The content of the highlighted note will be displayed in
the preview pane, and the note can be opened for editing by
double-clicking on it.

9.3 Shared Notes
Sharing notes allows you to give others access. This section explains
how to enable access and the access levels you can issue.

Sharing your Notes

To enable access to your notes, select Notes from the Navigation
Tree under Preferences.
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Motes Preferences ksl
Settings Access
Acocount Permission level
everyone@gordano.com Read public
Add
FIGURE 71.

The screen shown in figure 71 lists the accounts that your notes are
already shared with and the access rights that each account has for
your personal notes.

To stop a listed account from having access to your notes select the
account in the list and click Remove.

To edit the access right for a listed account select the account in the
list and click Details.

To allow a new account to see your notes click Add. The dialog
shown in figure 72, enables you to add new users who can access
your notes and to set the level of access that these users have.
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Motes Preferences s

) all users on the system

O Everyone in gordano.cam
(®) Email address e

r Maotify by erail

¥ Use predefined permissiaon

Permission level | Mone v

Read public
Fead private
Manage

() Use custam PEFMNiSS

] Falder wisibl b itermns visible

[] Read itarns [] read private items
] Edit items ] Edit private items
[ create iterns [ pelete itermns

[] create sub-folders [] administer

] | Cancel |

FIGURE 72.

All users on the system - If you select this option and click
OK all users that have an account on the system will have
access to your notes with the selected access right. This option
can be disabled by your system administrator so it may not be
displayed.

Everyone in your domain - If you select this option and click
OK all users that have an account in your domain will have
access to your notes with the selected access right. This option
can be disabled by your system administrator so it may not be
displayed.

&

You need to have the permission to share your notes with the "All users"
and "Everyone" groups to see these options.

Email address - To grant access to an individual user or group
of users select this option and enter a comma separated list of
email addresses that you wish to grant notes access to. If you
do not know the exact addresses you want to add or there are
quite a few addresses click on the address book icon. This
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displays a new window allowing you to select multiple
addresses from a list on the left of the screen.

You need to have access to the local address book for the address book
icon to be displayed.

e Notify by email - If this option is checked when you click on
OK an email will be sent to each account that is being granted
access to your notes. The email will advise the user that they
can now view your notes and tell them what access right they
have been granted. If you have granted access to a group
account then each member of that group will get a copy of the
message.

e Access rights - You can grant a variety of different access
rights. see “Access Rights” on page 201.

Viewing shared notes

If you have been granted access to another users notes and you
would like to view them, select the Notes option in the Navigation
Tree as shown in figure 73.

=-LE GMS WebMail
iy Mail
E Calendar
Q Address Book
w4 Tasks

FIGURE 73.

This will open a display showing the notes folders you can currently
view. To remove access to a notes folder select it in the list and click
Remove. To add extra notes folder click Add.

Clicking Add displays a list of notes folders you have been granted
access to and the access rights you have for those folders.
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Select Notes e
Motes Permission level
sbutler2@gordano.com  Read public
shutler@gordano.com Read public

Ok | Cancel |
FIGURE 74.

To view one or more of these notes folders, select the relevant
account from the list and click OK.

From figure 74 it can be seen that "Sales" had granted
"Postmaster” "Manage" access rights. For details of configuring
access rights see “Sharing your Notes” on page 94.

9.4 Deleting Notes

To delete a note, highlight it in the list and either press the Delete
button or click the Delete icon in the menu bar.

9.5 Editing an Existing Note

To edit an existing note display the list of notes in a folder and
double click on the note you wish to edit. This will open the note
details window allowing you to change any of the information.
Once you have finished making your changes click Update.

9.6 Generating an email based on a note

We saw earlier how you can automatically create a note based on
the content of an email message. You can also reverse this process
and create an email based on the content of a note. For example
you might want to forward the note to a colleague for their
attention. You already have a note entered to remind you of the
content of an earlier conversation. First display the note then
double-click on it to display the note details window.
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B = GMS WebMail: Note details - Google Chrome — O ><
[1 mail.gordano.com:8000/webmail/notes/windows/details/index.mml?no
REEE s g X3 @ |Ci
Color Yellow ¥

Folder name My Motes

Mccess Private
Description

.lThis is an example note.
Motes consist of free form text. the first line of the note will be used to provide summary
information for the note when viewing a list of notes within a folder.

Revision Date 2015-08-25 10:28:33 Last Modified By craige@gordano.com

Tue 25 Aug

FIGURE 75.

Since this is an existing note you will notice that there is a new icon
in the top menu bar called "Create message from note". If you
click on this button a compose window will appear with the note
summary as the subject and the note description as the message
body. You can then go on to add recipients and edit the message as
usual before sending it. This icon is also accessible directly from the
list of notes.

Alternatively you can highlight a note in the list and drag it to the
Mail option in the Panel.

9.7 Printing a note

To print out the details of a note you need to first highlight it in the
list and click on the Print icon in the menu bar. Alternatively you can
double click on the note to display the details window as above.
Then click on the Printer icon in the top menu bar of the window.
Both options will open a printer friendly version of the current note
with the Print dialog open ready to send the entry to your printer.
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10 Documents

The Document Management facilities within GMS provide a
method of uploading, managing and sharing files or documents
with others. A revision history for each document may be
maintained allowing you to easily revert to a previous version of
each document. Supported documents can be previewed directly
within your browser. To allow for group editing of documents a
locking mechanism has been implemented preventing
simultaneous editing of documents by more than one person.

You may also share your files or documents with other users on
your system, allowing them to view your entries and depending on
their access rights add, edit or delete entries.

To start using Document Management simply click on the
Documents item in the control panel in the lower left hand side of
the WebMail screen.

Documents

FIGURE 76.

10.1 Document Folders

When you first start using the Document features within WebMail
you will have a single folder called "My Documents" which is your
default document folder. To allow you to manage your documents
efficiently you can add as many additional document folders as you
wish, each of which may have different features as outlined in the
following paragraphs.

To add additional document folders highlight Documents in the
tree in the top left of the screen. This will display a page on the
right of the screen which will allow you to Add to, Update, Remove
or Rename your document folders.

mend you use IE7 or later. Also, depending on the zones configuration of
IE, you may experience difficulty when attempting to download a docu-
ment. You should ensure that the option "Automatic prompting for file
downloads" is enabled for the active zone. The best method of achieving
this is by adding the mail server to the list of sites in the Local Zone.

G If you are using Internet Explorer with Document Management we recom-

Adding new folders

When you first access Document Management you will find that a
folder called My Documents already exists and is your default
document store. To simplify your document store, and to easily give
access to different users, we would recommend that you create
additional folders within the system. To add a new document folder
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simply click on the Add button, this will open a new window
allowing you to set up the features of the new folder.

2= GMS WebMail: New Folder - Google Chrome - O .

[1 mail.gordano.com:8000/webmail/containers/windows/ne

PEEN 5 (7 1w
Folder name | -

Revision history

Creats in Ky Documents

EI--@ Documents

----- @ My Documents

File extensions

Matifications  pgne [
Crnuner

Specify

Tue 25 Aug

FIGURE 77.

You need to provide a meaningful name for the new folder and

select the base folder you wish it to be created in, allowing you to
nest folders within each other. You can not create folders above the
"My Documents" in the folder hierarchy as this is your base folder.

When you have completed all of the information relating to your
new folder clicking on the Add button will close the dialog and
create the folder.

Revision History

Document folders have the ability to maintain revisions of
documents allowing you to easily revert to a previous version of a
document if required. Please note this is not the same as revision
markup within programs such as MS Word, but is a complete copy
of the document as it was at he time of uploading to the server.

Your administrator can limit the number of revisions you are allowed to
maintain for a document. If you reach the maximum number of revisions
the oldest revision will be removed and replaced with the newest.
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File Extensions

You can specify a range of file types to be supported by the folder
by listing the file extensions associated with your chosen file types
separated by a comma. Only files with matching extensions can be
place in the folder. For example you may wish to restrict a folder to
containing just MS Word documents in which case you would enter
"doc,docx"”

Notifications

You may also set certain people to be automatically notified when
any changes have been made to a folder such as new files being
uploaded, or existing files being changed. Notifications may be set
to

e Owner - the owner of the folder gets notified

e Specify - enter an email address or comma separated list of
email addresses to be notified

¢ None - do not notify anyone of changes.

Editing properties of existing folders

This provides a subset of the features above and is accessed by
highlighting the folder in the list and clicking on the Update
button. This allows you amend the notifications set, the file types
supported and whether or not the folder supports Revisions.

G You can not amend the properties of the default "My Documents" folder.

Accessing shared document folders

Other users on the system may have shared folders with you which
you may wish to access. The process of doing so is straightforward
and is started by clicking on the Shared tab in the Document
Management dialog. This page will show you a list of shared
folders you have already have access to including the level of
permissions you have. It will allow you to Remove these and will
also allow you to Add new ones.

sions, or removes your access the share will be shown in red. You should

G If the person that granted you access to a folder later changes your permis-
remove it and then re-add it accepting the new access rights.

10.2 Adding Documents

There are a number of reasons why you may want documents to be
available within the WebMail interface such as easily sharing them
with others, or simply so they are available to you when not at your
main PC. Shared document folders are also useful repositories for
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company or group documentation, providing a central location
where they can be easily accessed and kept up to date.

Adding documents directly

The first thing to do is to log on to WebMail Professional. At the
top of the page you will see the "Document" icon.

. . 1 | (=) Compose (g8 Event (3 Contact [F] Task GNc-te
GMS @ B e} x Ij"-!:-per' g%, Forward ﬂ Refresh 4 Search

FIGURE 78.

Clicking on the icon will display a new window (figure 79) which
will allow you to upload your document to the server and
optionally add additional information.

:: GMS WebMail: Document details - Google Chrome — [} *
[ mail.gordano.com:8000/webmail/documents/windows/details/index.mml?view-=
EEEN s 0|

Folder name My Documents v

®) Upload file | Choosefile | Mo file chosen
Edit as HTML

Title |

Author craige

Access Frivate v

Description

4
Revision Date Last Medified By craige@gordano.com
Tue 25 Aug
FIGURE 79.

You can upload a file from your local disk using the Upload option,
or create a document directly on the server using the HTML editor
that appears in the Description window when you select the
option. You can also give your document a descriptive title which
can be used to easily identify the document in a folder list, set the
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author of the document if different from yourself and if not
creating an HTML document add a description. You can also set the
access rights for the document to either Public or Private. Other
users may be able to see your documents depending on any access
rights you may have given to those users. If you have permissions to
write documents to other users folders, these folders will appear in
the Folder drop-down menu.

Automatic document creation

Imagine that your colleague has sent you an email requesting that
your group implements a new corporate policy and has attached
the final policy document to the email. When you view this
message in your Inbox you can use it to automatically create a
document on the server that will be accessible by all members of
your group.

When the message is selected in your list of messages in your
mailbox you can simply drag the message and drop it onto the
Documents branch of the Navigation Tree (or a specific document
folder within the tree). A Document dialog similar to that shown
above will open automatically and the attachment automatically
pre-set in the Uploads area. Additionally the Description area will
be pre-filled with the body of the e-mail message. If there are
multiple attachments associated with the message a drop down
menu is provided to allow you to select a particular attachment.

You can make any changes you wish, and then click Add to create
the document on the server.

Alternatively you can drag the email message and drop it on the
Document item in the Panel.

10.3 Viewing Documents

From time to time you may wish to see a list of documents that are
currently on your system. The easiest way to do this is to open the
Documents branch of the Navigation Tree and select the document
folder that you wish to see. The list of documents will be displayed
on the right of the screen. The content of the highlighted
document will be displayed in the preview pane if possible, and the
document can be opened for editing by double-clicking on it.

10.4 Shared Documents

Sharing documents allows you to give other users on the system
access to selected document folders. This section explains how to
enable access and the access levels you can issue.

Copyright © Gordano Ltd, 1995-2016 105



Documents GMS User Guide
Sharing your Documents

To enable access to your documents, select Documents from the
Navigation Tree under Preferences.

Documents Preferences 152
5Ettil‘ll_:|5 Orress
fccess Frivate »

Display preview pane

Docurnent preview types

OKI

FIGURE 80.

The screen shown in figure 80 lists the accounts that your
Document Folders are already shared with and the access rights
that each of those accounts has.

To stop a listed account from having access to your Documents
Folders select the account in the list and click Remove.

To edit the access right for a listed account select the account in the
list and click Details.

To allow a new account to see your documents click Add. The
dialog shown in figure 81, enables you to add new users who can
access your documents and to set the level of access that these
users have.
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Documents Preferences k4

O all users on the system

O Everyone in test.dom

&) Ernail address as

ol Motify by email

@ yUse predefined permission

Read public
Read private
(] Folder visible hdanage iterms visible

O Use customn pErmis:

[] read iterns [] read private items
L] Edit iterns (] Eedit private items
[ create items [ Delete iterns

[ create sub-falders [ administer

(0] Cancel

FIGURE 81.

e All users on the system - If you select this option and click
OK all users that have an account on the system will have
access to your Documents Folder with the selected access right.
This option can be disabled by your system administrator so it
may not be displayed.

e Everyone in your domain - If you select this option and click
OK all users that have an account in your domain will have
access to your Document Folder with the selected access right.
This option can be disabled by your system administrator so it
may not be displayed.

You need to have the permission to share your Documents with the "All
users" and "Everyone" groups to see these options.

e Email address - To grant access to an individual user or group
of users select this option and enter a comma separated list of
email addresses that you wish to grant notes access to. If you
do not know the exact addresses you want to add or there are
quite a few addresses click on the address book icon. This
displays a new window allowing you to select multiple
addresses from a list on the left of the screen.

You need to have access to the local address book for the address book
icon to be displayed.
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e Notify by email - If this option is checked when you click on
OK an email will be sent to each account that is being granted
access to your documents. The email will advise the user that
they can now view your documents and tell them what access
right they have been granted. If you have granted access to a
group account then each member of that group will get a copy
of the message.

e Access rights - You can grant a variety of different access
rights. see “Access Rights” on page 201.

Viewing shared documents

If you have been granted access to another users Documents Folder
and you would like to view it, select the Documents option in the
Navigation Tree as shown in figure 82.
=g GMS WebMail

i) Mail

& Calendar

-4 sddress Boak

@4 Tasks

- Notes

@ Docurments

FIGURE 82.

This will open a display showing the documents folders you can
currently view. To remove access to a documents folder select it in
the list and click Remove. To add extra documents folder click
Add.

Clicking Add displays a list of documents folders you have been
granted access to and the access rights you have for those folders.

Select Documents 5%
Documents Permission level
john@test.dom Manage
support-tearm@test.dom Read public
0k, Cancel
FIGURE 83.
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To view one or more of these documents folders, select the relevant
account from the list and click OK.

From figure 83 it can be seen that "John" had granted
"Postmaster” "Manage" access rights. For details of configuring
access rights see “Sharing your Documents” on page 106.

Sharing documents with Groups

The ability to allow document sharing with another Group on the
server can only be set up by your system Administrator. Once set up
the Group will appear in the normal manner when you view the list
of other users on the system who are sharing their document folder
with you.

The process for accessing and uploading groups is again identical
with other shared folders, and assumes you have the appropriate
rights to do whatever it is you are attempting. If you do not have
the appropriate rights you will receive a warning.

10.5 WebDav/GMS Drive functionality

GMS Drive is a small application which allows you to view files that
you have stored in your GMS Webmail documents folder, on your
PC desktop.

Important Note: Throughout this guide, for software/clients/
devices, you will be asked to enter your server address. It's
important that you enter the name of the folder you wish to sync
as it is written (case sensitive). For example, if you have 2 folders
called “My Documents” and “Other Documents”, you will need to
enter MyDocuments or OtherDocuments to the end of the server
URL/address. For example:

http://mail.mydomain.com/MyDocuments

http://mail.mydomain.com/OtherDocuments

To set up GMS Drive, please do the following:

1. You'll need to download the GMS Drive setup application from
GMS Webmail, by going to Documents, then click on the top

level “Documents” folder, where you will see the button to
download GMS Drive. You can see this in the below screenshot:
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Manage Documents ]

Documents Shared

Documents

My Documents

Add Updatel Removel Rename | Share by mail

Download GMS Drive |

2. Once downloaded, run the application
3. At this stage, you'll be presented with the following interface:

GMSDrive

Server : |Thi5 is the URL of your GMS server. e.g: mydoemain.com

User Name - |Thi5 is your email user. e.g: userl@mydomain.com or user]

Password : |

Drive Letter: |20 K Create GMS Drive

Remove GMS Drive | Exit

Mote : For Windows, "Automatic proxy settings detection” should be turned off.
In Internet Explorer, go to menu: Tools , or Control Panel .
Then select: Internet Options -> Connections tab -> LAN Settings

4. From here, you'll need to fill in each box. The information here
pertains only to your GMS server. So an example of this would
be as shown in the following screenshot
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GMSDrive

Server : |mai|.gordano.com

User Name : |U5'3"

Password: [

Drive Letter : H3| Create GMS Drive
Remove GMS Drive | Exit |

Mote : For Windows, "Automatic proxy settings detection” should be turned off.
In Internet Explorer, go to menu: Tools , or Control Panel .
Then select: Internet Options -> Connections tab -> LAN Settings

Please Note — The “Drive Letter” section will need to be filled with
a drive letter that isn’t currently being used by another physical
drive or network drive. You can view this by going to Start >
Computer or, for Windows 10 users, opening Windows Explorer
and going to “This PC", where you will see drive letters that are
currently in use. An example of where you will see drive letters is
below (Drive letters highlighted in red.

# Devices and drives (4)

Local Dis’ Seconda: smsumﬁ?

48.7 GB free of 110 GB Ty 240 GB free of 465 GB Ty 382 GB free of 833 GB

I

DVD RW Drive (F:)
Ty

5. Once you have filled all the boxes, click on “Create GMS
Drive”. The application will then run a background process,
which will create a new Network Drive, so you can view docu-
ments and other files stored under your Documents folder in
Webmail.

6. Once complete, click Exit
Once all the above is complete, you're ready to start using your

new GMS Drive. You can access the folder by going to “Computer”
or “This PC"” in Windows Explorer.

GMS Drive on Android

With GMS Drive, you will also have the option to view your
uploaded documents on your mobile device. On Android, we
recommend using WebDav Nav. This application comes in a free
(lite) version, or a paid version without adverts at a small cost.

Please follow these steps to get the application working.
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1. Install the app in the Google Play Store. You can either install
the app from your web browser or device by clicking Here

2. Open the app, where you will see an empty section initially.
Press the + symbol to get started:

9] in ®© = .l 40% m14:48

WebDAV Nav Lite O £ O

- - —— i "1

omie, (i

< O v O

3. Enter your server details. The server address will need to have /
MyDocuments (or a name of another folder on your Webmail
documents area) appended to the end of the URL. This will look
something like the below:
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=0 10 ® = .l 39% 14:50

New Server o}

Name

User

Server URL
http://mail.mydomain.com/MyDocuments
Username

user

Password

< O v O

4. Once you've entered the above details, hit the save button. This
should return you to the initial screen where you should see the
name of the folder you have chosen to sync to your phone.
Press that, where you should now be able to see any docu-
ments stored in that folder.
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~Eo) i © = il 38% @14:53

MyDocuments ¥ Q

B rota.xlsx 0
el 05/16/2016 14:54

O

That's it! You're now set up to view and upload documents from
your Android Device.

GMS Drive on iPhone, iPad and iPod Touch

With GMS Drive, you will also have the option to view your
uploaded documents on your mobile device. On iOS, we
recommend using WebDav Nav. This application comes in a free
(lite) version, or a paid version without adverts at a small cost.

Please follow these steps to get the application working.
1. Install the application from the iOS App Store

2. Open the app, where you will see an empty section initially.
Press the + symbol to get started:

114 Copyright © Gordano Ltd, 1995-2016



GMS User Guide Documents

eee00 vodafone UK = 10:21

WebDAV Nav

Press "+" to add a new server connection

TRDING  Profit from Gold and Oil
& i

& =

3. Enter your server details. The server address will need to have /
MyDocuments (or a name of another folder on your Webmail
documents area) appended to the end of the URL. This will look
something like the below:

e0000 vodafone UK & 10:23 ¢ @

Cancel New Server Save

Name Work
Server URL http://mail.mydomain.com/MyDo...
Username user

Password eccccccsed

4. Once you've entered the above details, hit the save button. This
should return you to the initial screen where you should see the
name of the folder you have chosen to sync to your phone.
Press that, where you should now be able to see any docu-
ments stored in that folder.
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0000 vodafone UK & 11:45 C@

WebDAV Nav MyDocuments

I\ rota.xlsx

05/19/2016 11:32 54 KB

OC L& W[ L

That's it! You're now set up to view and upload documents from
your iPhone or iPad.

GMS Drive on Mac using built in WebDav features

Mac OSX has a built in feature that will allow you to access your
documents stored on Webmail. This feature is called WebDav.

To do this, please follow these steps:

1. Whilst using the Finder application (desktop area tools), click on
Go in the top taskbar and then click “Connect to server”, as
shown below

View Mell Window Help

Back B[
Forward ]
Select Startup Disk on Desktop {+381

B All My Files {+38F
B Documents 30
[ Desktop {+38D
© Downloads 8L
12} Home {+38H
& Computer 4 #C
@ AirDrop 38R
@ Network 38K
¢ iCloud Drive 4381
¥ Applications {+3A
¥ Utilities o%U j
Recent Folders >

Go to Folder...

Connect to Server... |

116 Copyright © Gordano Ltd, 1995-2016



GMS User Guide Documents

2. Once here, a dialogue will appear prompting you to enter your
details for the server

[ ] Connect to Server
Server Address:
ht‘tp:.f,fmail.mydomain.com.fMyDocumems| + Qv
Favorite Servers:

3. Once you've entered the required Server Address, click Con-
nect. At this stage, you will be prompted for your login creden-
tials for the GMS server you're connecting to, fill these details
and proceed. From here you should be able to sync your docu-
ments.

Note: If you're using the same credentials to log into your account
on the Mac as you do for your GMS account, you may not be
prompted for a username or password.

[ NON ] & mMyDocuments
< B=uco = & Q
[ Desktop |
@ Documents n =
0 Downloads

. rota.xlsx
Devices

(@ Remote Disc
[Z] Untitled
[} office 20... =

Shared
] mail.gord...
Tags
® Red
Orange
Yellow
@ Green
———

That’s it! You're now set up to sync your documents with your Mac.

Note: After you're set up on the mac and you've accessed your
folder, you may notice some “DS Store” files appearing whilst
viewing your files on Webmail. These are automatically generated
on the Mac and are used to store custom attributes of its
containing folder, such as the position of icons or the choice of a
background image. Unfortunately, there is no way to avoid this,
deleting the files will work until you access the folder on your Mac
again.
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10.6 Deleting Documents

To delete a document, highlight it in the list and either press the
Delete button or click the Delete icon in the menu bar.

10.7 Updating an Existing Document

To update an existing document display the list of documents in a
folder and double click on the document you wish to edit. This will
open the document details window allowing you to change any of
the information, or upload a replacement file. Once you have
finished making your changes click Update.

10.8 Generating an email based on a document

We saw earlier how you can automatically create a document
based on the content of an email message. You can also reverse
this process and create an email based on the content of a
document. For example you might want to forward the document
to a colleague for their attention. You already have a document on
your system either in your own or a shared document folder and
you need to forward this document to a colleague. First display the
document folder then double-click on the document itself to
display the document details window.

Save .. Download i Edit X{ =\ | o j
i
lenarne

releasenotes

postmaster
Private %
n

= to build 37535 of the Gordano Messaging Juite
Build 3758

tulationz on installing the Gordano Messaging Suite.

FIGURE 84.

Since this is an existing document you will notice that there are a
number of new icons in the top menu bar. To send the document
to someone via email simply click on the "Forward document"
button. A compose window will appear with the document already
attached to the email. You can then go on to add recipients and
edit the message as usual before sending it. This icon is also
accessible directly from within the list of documents.
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Alternatively you can highlight a document in the list and drag it to
the Mail option in the Panel.

10.9 Printing a document

To print out a document on your system you should open it with
the associated program on your local machine and print directly
from within that. The summary details including the full description
may be printed from directly within WebMail.

10.10Working with documents

The documents toolbar provides all of the tools available for
working with documents within the WebMail interface. You can
download documents in different modes, and if enabled access
previous versions of any document.

5 ¥ = Download . Edit 03 Unlock | 5 open i Forward || History | (#] Refresh

FIGURE 85.

Download

Highlighting a document in the list and clicking on Download will
allow you to save a copy of the document to your local disk. You
can then work on the document using the associated program on
your PC. Please note that any changes to the document will not be
automatically reflected on the server and you will need to upload
the document again once changes are complete.

Edit

If you have shared access to your documents folder with other
users on your system and are planning on editing a document you
should use the Edit button as opposed to the Download button.
This will Lock the document in your folder preventing other users
from updating the document while you are editing it. Once you
upload the changed document back to the server the Lock will be
automatically removed.

Unlock

There may be times when a user has obtained a copy of a
document via the Edit option but for some reason they no longer
have a copy of the document to upload to the server. The
document is therefore left in a Locked state.

If this is the case the owner of the folder will be able to Unlock the
document by clicking on the relevant button in the toolbar. This
button is only available to the folder owner and the system
administrator.
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History

GMS provides the ability to maintain different versions of a
document, and can also prevent more than one person working on
a document at any one time. Revision support does not apply to
the default "My Documents" folder but can be enabled for any
other folder either at the time of creation or later from within the
Document Folder Management Screen. The History button will
only be enabled if revisions have been enabled for the selected
folder.

Highlighting a document in the list and clicking on History will
open a dialog showing each of the previous versions of a document
and allowing you to download any of those versions.

your document folders. When this limit is reached the revision list will "roll

G Your system administrator can limit the number of revisions supported by

over" with the oldest revision being replaced by the newest.

Last revised by Filesize Date Time
postrnaster 2z222010-03-05 15:32:19
postmaster 2622010-03-05 15:33:08
Fri 05 Mar|
Dione e # @y
FIGURE 86.
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11 Account Settings

With GMS WebMail there are a number of personal account
settings you can view and change.

The settings are:
e Password

e Aliases

e Disposable Addresses
e Plan

e Autoreply

e Forwarding

11.1 Account Summary

To view a summary of the current settings click Account Settings
in the Navigation Tree.

ELE GMS WebmMail

=B ~coount Settings
- abe PAssword
- Aliases
g Disposable Addresses
.Lﬁ' Plan

a% Sutoreply
z% Forwarding

-5 Preferences
-1 Gizmaos

@J Servers
&k Personalities
#-[H Filters

E Tags

=] Mail

&| Calendar

& Address Book
vl Tasks

5 Motes

s Preferences

Folders

FIGURE 87.

This will display an account summary dialog similar to that shown
in figure 88.
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Account summary kd
Account sbutler@gordano.com
Mailbox active Tes
Aliases MNone

Disposable Addresses Mone

Autoreply Off
Forwarding Off
FIGURE 88.

11.2 Password

Click the Password option under Account Settings to define a
new password.

If the password option is not displayed your administrator is preventing you
from changing it.

When choosing a password remember:
Passwords should include a mix of letters and numbers. By default GMS
WebMail passwords must be at least five characters long.

Passwords should not be common words, names, places, and so on.

Try not to use the same password for everything. For example, have a
different password for on-line banking to the password you use for your
mail.

11.3 Aliases

An alias is an alternative name you can use to receive email to your
account. For example your email address may be
"sandy.smith@company.dom", setting an alias of "sandy" will
allow email addressed to "sandy@company.dom" to be delivered
to your account. GMS WebMail allows up to 20 aliases to be
defined. Mail sent to an alias will be delivered to your mail account
as usual. This can be very powerful if you use your filters in
conjunction with your aliases.

For example you could set up GMS WebMail so that mail to one
alias goes into a personal folder and mail to another alias goes to a
business folder. To add an alias click the Aliases option under the
Account Settings branch of the Navigation Tree. This will display a
dialog showing all the current aliases and give the option to add
new aliases or remove existing ones.

If your administrator has decided not to allow you to set up your own
aliases the Add button will not be displayed.
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11.4 Disposable Addresses

Disposable addresses are a useful feature which allow you to create
an email account that you can use for a fixed period of time. A
typical application of disposable addresses would be someone
registering on a website that doesn’t have a clear privacy policy.
You can set up a disposable address that you can use to register on
the site and which expires after seven days. That way you can
successfully register without the worry that your normal email
address may be passed on to mass marketers who will then send
you lots of unsolicited mail (spam). Any messages that are sent to
the disposable address after it has expired will be discarded so if the
address is spammed it won't matter.

To manage your disposable addresses click on the "+" next to
Account Settings in the Navigation Tree, then click Disposable
Addresses in the expanded menu. This displays a dialog similar to
that shown in figure 89 which lists the disposable addresses you
have set up to date and their expiry dates. Addresses that have
already expired are shown in red.

Disposable Addresses ksl
Ermail address Expires on
BS=YEGOD 2007-11-30 23:59:59
HKAIFVER 2007-11-28 23:59:59
Add
FIGURE 89.

To add a new address click Add, choose how long you want the
address to last, then click OK. This will create the new account and
automatically add a new personality to the menu tree on the left of
the page under the Personalities branch. If you click on this new
personality you can edit the details of the personality (see page 161
for more information on personalities). You might also like to
change the name that will appear next to the address in the From
field of any messages you send using this personality. To do this
click Edit vCard which will display the address book entry for that
personality. You can then update the Display name field in the
address book entry and click Update. To use this disposable
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address when sending messages simply select its personality from
the drop-down box next to the From field in the compose window.

To remove an address, click on its entry in the list of disposable
addresses and click Remove. The personality associated with the
address will also be removed along with its corresponding address
book entry.

You can change the expiry date of any address in the list even if it
has already expired by selecting the address in the list of disposable
addresses and clicking Edit. This will display a small dialog allowing
you to select how long the address should be available.

If you need to expire an address immediately you can select it in the
list of disposable addresses and click Expire. The address will still
be listed but will be displayed in red to show that it has expired.

This feature can be disabled by your system administrator thereby preventing you
from using it.

11.5 Plan

You can type information about yourself into a "plan”. This
information can be read by other users using the traditional Find
facility or by using the Finger server.

To add a plan click on the "+" next to Account Settings in the
Navigation Tree, then click Plan in the expanded menu.

This feature can be disabled by your system administrator thereby preventing you
from using it.

11.6 Autoreply

An autoreply sends a reply message to anyone who sends e-mail to
your account. You can use it to reply automatically to messages
sent to you when you are on vacation or to tell the sender that their
message is in a queue and will receive a full reply as soon as
possible. To set up an autoreply click on the "+" next to Account
Settings in the Navigation Tree, then click Autoreply in the
expanded menu. This will display a dialog where you can:

e Disable the autoreply so that no message is sent.
e Specify a subject for the autoreply.
e C(reate text for the autoreply message

e Set the autoreply to reply once to every message received.
Uncheck the Only reply to each sender once in option.

e Set the autoreply to reply once every given number of days. For
example if you go on vacation for a month and set a response
every seven days. If someone sends you a message on your first
day away, they will get your vacation message. If they send you
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a message on day 6, there would be no response but if they
sent on day 7 they would get a reminder that you are away. The
autoreply is sent from an address of null to prevent messages
bouncing backwards and forwards between two servers.

e Specify a date that you would like the autoreply to become
enabled. For example, if you know you are going on holiday on
the 17th of March you could simply check the box to enable
the option then enter the date you would like auto replies to
start. The date can be entered by typing directly in the cells, by
using the scrollers or by opening the date selector by clicking
on its icon.

e Specify the date that autoreply should stop automatically. For
example, the day you return from holiday..

G These last two features can be used independently or in combination, If you use the

Start Date on its own, your autoreplies will be active from that date until you disable
them. If you use the End Date on its own, then your autoreplies will be active from
the current date until the date you specify. If you use them together, then your
autoreplies will start and end on the dates you specify.

There is also a Log button in the dialog that allows you to see who
autoreplies have been sent to while they have been enabled.

immediately. You do not need to log on to get the messages sent.

e Unlike traditional mail clients, GMS WebMail sends autoreply messages

from using it.

e This feature can be disabled by your system administrator thereby preventing you

11.7 Forwarding

Forwarding allows the email messages that you receive to be sent
or forwarded to other email accounts. Messages can be forwarded
automatically to a maximum of 20 alternative destinations, if
required. This may be used when you are temporarily located at
another site, or if you want mail forwarded to a group of people,
for example the Sales department.

have to be a local address.

e Messages can be forwarded to any valid Internet e-mail address - it doesn’t

To set up a forwarding address click on the "+" next to Account
Settings in the Navigation Tree, then click Forwarding in the
expanded menu. This will display a dialog which allows you to add
a new forward address. Once at least one forward address has
been added, this dialog will give the option to remove or update
the current forwards. There is also an option to keep a copy of the
message in your local mailbox. If this is not selected no copy of the
message will be kept.
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12 Preferences

GMS WebMail provides you with a great deal of flexibility to easily
set preferences for the way things look and work. You configure
these options from the Preferences branch of the Navigation Tree.

=0 GMS WwebmMail ~
Y Sccount Settings

=-5% Preferences
-5 General

[E-_,f Appearance

i) Reading Mail

i) Composing Mail

- Folders

‘ Language

—iga Security

& Address Boaok

E Calendar

~[¥] Tasks

- Motes

Documents

34 Instant Message

.- Mail

‘z| Calendar

4 Address Book
V) Tasks

= Motes

@ Documents

ﬁb Preferences

FIGURE 90.

Features include:

Change the appearance of GMS WebMail

Set the mailbox refresh period

Set the font in which messages are read
Enable/disable web links in messages

Set the font in which messages are composed
Language selection

Security settings

Calendar settings

Address book settings

Task list settings
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Document settings
Notes settings
Instant Messaging settings

Click Preferences in the Navigation Tree to display a summary of

your current settings:

Preferences
Menu size Large
Mailbox refresh Every 15 minutes
Message read font ArialiMedium

Web links in messages Tes

Message compose font Arial

FIGURE 91.

12.1 General

Click General under Preferences in the Navigation Tree to display

your general preferences.

General 5
Timezone GMT+0000BST w

Refresh mail and alarms every (15 E minutes
Matify an new rmail
i Play a sound
[] rename Sent falder each month
[] rename Trash folder each month
] Autarnatically open tree on select
Enable message caching
Purge message cache every 60 E minutes
on signoff
Ernpty trash
ol Purge Quarantine, older than E days

] Purge all mail in Quarantine from the same address
] add purged addresses to block list

[] remaove address fram Quarantine address bool

Ok |

FIGURE 92.
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The options you can configure are described below.

Some of these options may not be shown, depending upon the products
installed on your organizations mail server.

Timezone

Allows you to set the timezone that you are located in
independently to the timezone configured on the server.

Refresh mail and alarms every

The default setting is to refresh the mailbox and alarms every 15
minutes. When a refresh occurs GMS WebMail checks the
mailserver for new messages and calendar alarms for your account.
Any messages received since the last refresh will now be displayed
in your mailbox. If you would like to check your account for new
messages or alarms whilst reading mail you may click the Refresh
button on the button bar to force WebMail to re-read your
account. You can change the refresh frequency to an interval
specified in minutes between 1 and 240.

Notify on new mail

If this option is checked, a pop-up message will appear in the
foreground of your desktop whenever a new message arrives in
your Inbox. You need to be logged in to your WebMail account at
the time the message arrives to get the notification.

Play a sound

If this option is checked, a sound will be played whenever a new
message arrives in your Inbox. You need to be logged in to your
WebMail account at the time the message arrives to get this
audible notification.

Rename Sent folder each month

If this option is checked, on the 1st of each month, the contents of
your Sent folder will be placed in a new folder which will be placed
beneath Sent in the left hand menu tree. The new folder will have
the date it was created as its name. This option allows you to keep
a running archive of messages that you have sent without having to
keep them all in one huge Sent folder.

Rename Trash folder each month

This does the same as the Sent folder option above, creating new
folders under your Trash folder.

Automatically open tree on select

Automatically expands a tree with sub items when you select it.
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Enable message caching

Enabled by default, message caching greatly improves the
performance of WebMail giving a near instant responsiveness when
moving between messages.

Purge message cache every

Determines how long messages are cached for. If messages are
cached for long periods of time more memory will be required to
maintain the cache. The default cache period is 60 minutes.

On Signoff

e Empty trash -This option will permanently remove the
contents of the Trash folder every time you sign off.

e Purge Quarantine older than "x" days - The special
Quarantine folder is used to hold mail that has fallen foul of
your Confirmation and Block List filters, it also holds mail that
has failed server level anti-spam or anti-virus checks. The mail is
held in this folder to give you the opportunity to look through
the mail from time to time to check for false positive matches. If
any are found the relevant filter (or address book) can be
amended to prevent such messages going to the Quarantine
folder and allow them directly into your Inbox. The purge
option allows you to specify how long messages are kept in the
Quarantine folder before they are deleted. By default the
Quarantine folder is never purged.

e Purge all mail in Quarantine from the same address -
When selected, mail that is more recent than the number of
days specified above, may be purged. More recent mail will
only be purged if there is an older message from the same
person that has been in the folder for longer than the
number of days specified.

e Add purged addresses to block list - \When selected the
addresses that the purged messages came from will be
added to your block list address book. You could then use
your block list filter to automatically stop further messages
from those addresses.

* Remove address from Quarantine address book -
When messages get purged from the Quarantine folder
the addresses that they came from will be removed from
the Quarantine address book. This will mean that the next
time you receive a message from a purged address, a new
confirmation request will be sent to the sender.

If you have selected the Add purged addresses to block list option

G above, you are using the block list filter to delete messages and the block
list filter is actioned prior to the confirmation filter, then the message will
be blocked before it reaches quarantine.
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12.2 Appearance

Click Appearance under Preferences in the Navigation Tree to
display your appearance preferences.

Appearance ksl

Date format - Tm-dd W
Use 24 hour clock
|:| Use compact menu

[l show InBaox an logaon
Theme GhS Wehhlail W

Panel Buttons
Mail

Show on logon
Calendar
Address Book
Tasks
Motes
Preferences

Ol

FIGURE 93.

Date format

This option allows you to decide how dates in GMS WebMail
should be displayed. dd stands for the two digit day of the month,
mm is the two digit number for the month e.g. 01 for January and
yyyy is the four digit year e.g. 2001.

Use 24 hour clock

This option allows you to show all times in the 24 hour clock
format.

Use compact menu

This option allows you to change the appearance of the icons
displayed in the top menu bar in the GMS WebMail interface. By
default, a label is displayed next to each icon. Checking this option
will remove these labels.

Show InBox on logon

If this option is enabled then the summary screen will be bypassed
when you log on and you will be taken directly to your Inbox.
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Theme

This option allows you to choose from a set of themes which may
have been implemented by your System Administrator. Themes
provide a pre-defined set of icons, colors, fonts and font sizes
allowing the look and feel of GMS Webmail to be completely
changed.

Panel Buttons

A series of checkboxes enabling you to select which buttons appear
in the lower left-hand panel of the GMS window. Any button not
checked will not appear as a panel button, though the options will
still be available through the Navigation Tree.

available.

G Your system administrator can prevent some of these options being
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12.3 Reading Mail

This option allows you to configure your preferences for the way
received messages are displayed. Click Reading Mail in the
Navigation Tree to display the dialog shown in figure 94.

Reading Mail ks
Font Arial W
Font size Medium w

Detach attachrments immmediately
Show attachment sizes

[] Dawnload attachments as Zip

Show HTML content
Enable web links

Run executable content on launch

Show real names in folder list

(] show newest messages first

ol dutornatically delete messages reported as junk

il dutarnatically delete blocked messages

Wiewing method

o Display preview pane

{2 Launch separate window on double click
(%) Baoth

Read receipts

@ dlways send a read receipt

O Prampt before sending a read receipt

) Never send a read receipt

O

FIGURE 94.
The options you can change are described below:

Font

This is the font that received messages will be displayed in.
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Font size

This is the size of the font that received messages will be displayed
in. The options are: small, medium, large, very large, outsize. The
default is medium.

Detach attachments immediately

If enabled will cause any attachments to be detached from a
message immediately that message is selected. This option is not
available if message caching is enabled.

Show attachment sizes

When this is checked the size of each attachment is displayed in
brackets next to the attachment name in the list of attachments.
This option is not available if message caching is enabled.

Download attachments as zip

If enabled multiple files attached to messages will be encapsulated
into a single zip file for downloading to your local machine. This is
particularly useful if you are in a low bandwidth location or require
to archive the attachments locally.

Show HTML content

Some messages are written in two formats, plain text and HTML.
Email clients such as GMS WebMiail usually only display one of
these formats to avoid repeating the message content. If this
option is checked then messages that contain both these formats
will have only the HTML format displayed. If it is unchecked then
these types of message will have only the text format displayed.

Enable web links

Selecting this option will enable you to go directly to a website
whose address is given in a message by clicking on that address in
the message body.

Run executable content on launch

This will allow any Java, Javascript or Active-X to be run on your
machine. This option may appear "greyed out" and not be
accessible. This indicates your system administrator has denied use
of this option.

Show real names in folder list

By default the list of messages in a folder shows the sender’s email
address in the Address column. Selecting this option will display the
sender’s real name in place of the email address if it is available.
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Show newest messages first

If selected the newest messages in the message list will always be
displayed first.

Automatically delete messages marked as junk

Any message marked as junk mail will be automatically deleted.

Automatically delete blocked messages

Any message arriving for you from a sender that is in your block list
will be automatically deleted.

Viewing method

e Display preview pane - allows the preview pane to be
displayed below the folder contents listing so that when a
message is selected it is displayed in that preview pane.

¢ Launch separate window on double click - allows you to
view a message in a separate window by double clicking on the
message in the folder contents listing. The preview pane is not
available when this option is selected.

e Both - allows you to have messages displayed in the preview
pane when they are selected in the folder contents listing. You
are also able to open the message in a separate window by
double clicking on it.

Read receipts

When a message is sent most email programs including GMS
WebMail allow you to request a receipt to notify you that the
message has been opened or read by the person you sent it to. You
can configure how GMS WebMail handles receipt requests that
accompany messages that you receive. The options are:

e Always send a read receipt - A receipt will automatically be
sent to the sender as soon as you read a message that requests
a read receipt.

e Prompt before sending a read receipt - \WWhen you open a
message that requests a read receipt you will get a popup
asking you if you want to let the sender know that you have
read their message.

* Never send a read receipt - No notification will ever be sent
to the sender of a message that requests a read receipt.
Composing Mail

The Composing Mail option allows you to configure your
preferences for the way messages are displayed when you write
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them. Click Composing Mail to display the dialog shown in

figure 95.
Composing Mail ad
Font Arial -
Reply indent text =
"] crop forwarded text to 1 E Kb

] match personality to recipient address

v Auto-complete addreszes

¥ Auto-complete limit 1000 E entries
[ Auto-complete =earch personal books only

Il Auto-complete search sub-books

LjJ Save un=ent messages every 1 E minutes
|_:'_|_ Save sent messages

"] save cancelled messages

V| send HTML email

"] send attachments as zZip

Meszage encoding Automatic -
[ Reguest delivery notification

[l Reguest read notification

"] Enable my presence indication

] Include my presence indication

] 1nclude the following image
Image URL

Alt Text

Link to URL

DKI

FIGURE 95.

Font

This is the font that messages will be composed in.

Reply indent text

This is the identifier used in replies to messages, to show which
lines of text were in the original message. This makes it easier to
see who has said what, particularly if a message has gone back and
forth several times. It is also useful if answers to questions are to be
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inserted in the middle of the original message. By default these
lines start with ">".

Crop forwarded text to "x" Kb

When replying to mail messages it is normal to include the previous
text, however in some cases this can lead to extremely large emails.
This option allows you to limit the amount of the original text that
is automatically included in your reply to the size specified in Kb.

Match personality to recipient address

If you reply to a message that was addressed to one of your non-
default personalities, checking this option tells WebMail to reply
using that same non-default personality. If this option is not
checked or there is no matching personality the default personality
will be used. See “Personalities” on page 161.

Auto-complete addresses

Enabling this option will automatically complete addresses as you
type them in any of the To, CC or BCC fields. The addresses are
queried automatically from the configured address books.

Auto-complete limit

Specifies the maximum number of addresses that will be used for
the Auto-complete feature. The default limit is 1000 addresses,
increasing this limit by large amounts may slow down the auto-
complete feature due to limitations with web browsers.

Auto-complete search personal address books only

Restricts the auto-complete feature to use only your own personal
address book space. If this is unchecked then all address books that
you have access to will be used.

Auto-complete search sub-books
If enabled, any sub address books will also be searched by auto-

complete rather than just the top level address books.

Save unsent messages every "x" minutes

If enabled, unsent messages are periodically saved to the Drafts
folder. They are deleted from this folder once sent.

Save sent messages

GMS WebMail is set to automatically keep a copy of all sent
messages in the Sent folder. This is useful for reviewing what has
been said to people. You can stop GMS WebMail from keeping
copies of sent messages by un-checking this option and clicking on
the Update button.
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Save cancelled messages

If enabled, cancelled messages are saved to the Drafts folder.

Send HTML mail

If this option is unselected, mail messages will be composed in plain
text.

Send attachments as zip

If this option is enabled all files you attach to a message will
automatically be encapsulated in to a single zip file prior to the
message being sent.

Message encoding

By default messages sent are not encoded. If you wish messages to
be encoded in a specific manner then select the option here.
Automatic encoding will either send as plain text or as quoted
printable depending on the message sent.

Request delivery notification

If enabled, this option requests the receiving server to send a
notification when the message was delivered.

Request read notification

If enabled, this option requests the recipient to send a notification
when they have read the message.

Enable my presence indication

If this option is checked each message that you send will contain
your GMS Instant Messenger presence information, this will be
shown as an online or offline image depending upon whether you
are logged on to GMS Instant Messenger. These images will have
been pre configured by your administrator. This option is only
available if your system administrator has provided the relevant
privileges.

Include my presence indication

If this option is checked each message that you send will contain
your GMS Instant Messenger presence information, if Enable my
presence information option has been selected this will be shown
as an online or offline image depending upon whether you are
logged on to GMS Instant Messenger at the time the recipient
reads the message. If you have not selected Enable my presence
information, your message will show you as offline regardless of
your actual GMS Instant Messenger status. These images will have
been pre-configured by your administrator. This option is only
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available if your system administrator has provided the relevant
privileges.
Include the following image

When enabled, an image is included with messages. The properties
of this image are selected in the following boxes:

e Image URL - the URL of the image.

e Alt Text - the alternative text for the image, to be displayed if
the recipient has disabled the display of images.

e Link to URL - rather than embedding the image in the
message, this specifies that the image should be a link to a URL.
This is particularly useful if the image filesize is large.

12.5 Folders

Click this option to change the names of the default folders for
Sent, Sent SMS, Sent Pager, Drafts, Trash and Quarantine.

Rename Default Folders 5

..E| Sent messages Sent
L-EI Sent SMS messages | SMS
LE| Sent Pager messages |(Pager
H Draft messages Dratts
‘;_:? Deleted messages Trash

L_.E'. Quarantined messages [GUarantine

Ok

FIGURE 96.

Sent SMS and Sent Pager folders may not be shown if your system does not
have the required GMS components enabled for your account.
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12.6 Language

You can change the language used in GMS WebMail from here.
The default is English(United States). If you want a different
language select it from the drop-down and click OK.

Lanquage Settings

Language | Englizhilinited States) A"

Chinese{Taiwan Region)
‘English{United States)
Frenchi{Standard)
Germani(Standard)
[talianiStandard)
Japanese

Korean

Folish
FortugueseiBraziliam
FortugueseiStandard)
Spanish{Argentina)
Spanish(Baolivia)
Spanish(Chile)
Spanishi{Colombial
Spanishi(Costa Rica)
SpanishiDominican Republic)
Spanish{Ecuadar

Spanish(El Salvadar)
Spanish{Guatemala)
SpanishiHonduras)
SpanishiMexican
Spanishi{Micaragua)
Spanish(Panama)
SpanishiParaguay)
Spanish{Perd
Spanish{Fuerto Rico)
Spanish(Traditional)
SpanishiUruguay)
SpanishMenezuela)

Swredish

FIGURE 97.

The languages available are controlled by the administrator. When
you change language all the text in GMS WebMiail is changed to
the selected language. To compose and read messages in some
languages you may need to change the character set used by your
browser. In Internet Explorer for example you can select
View>encoding>more to list the different character sets
available. Choose the one relevant to the language you want to
use. In Firefox you can select View>Character Encoding then
choose the set that matches your language. You may also need to
install extra font support for some character sets. Your browser
software will usually automatically prompt you to install these if
they are required.
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12.7 Security

You can change your security settings using this dialog.

Security 5%

allow lookup O ves
'O' Mo

@) Use damain settings
Save account details an logan
Save password
Expire in days

Autarnatically logout after |10 minutes inactivity

[] Restrict adrinistrator access

Ok |

FIGURE 98.

Allow lookup

You can select whether or not to allow lookups. If lookups are
allowed other users on the system will be able to use the "Find"
command to locate your email address and personal details as
entered in your account details.

Save account details on logon

Allows your account details to be saved to allow you to be logged
on automatically when connecting to the server. Care should be
taken to disable this option if you are using a public computer.
Save password

Used in conjunction with the above option, saves the password as
well as the account name.

Expire in

Sets a period in days when the saved password will be expired. This
does not expire the actual password, only the saved copy.

G Some options above may be disabled by your System Administrator.
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Automatically logout after "x" minutes inactivity

This option allows you to define the session timeout. This is the
period of inactivity before you will be automatically logged off and
have to log on again. If a low session time out is set it is less likely
that someone else can see your mail if you leave your desk for a
few minutes. If you have a high session timeout you risk someone
else using your e-mail in your absence and impersonating you.

G You will not be able to set a time out above the limit set by the system

administrator. Other options in this dialog may be disabled by your system
administrator.

Restrict Administrator access

If this option is selected the system administrator will no longer be
able to switch from their own account to your account via the
administration interface. If they need access to your account for
whatever reason you will need to supply them with your username
and password.

12.8 Address Book
The first set of options allow you to define which fields are
displayed in the list of contacts when you open an address book.
See “Managing contacts in an address book” on page 67. Five
columns are displayed in the listing of contacts and you can select
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what field is displayed in each column. You can also set which field
the entries are initially ordered by:.

Address Book Preferences

Settings ACcess

Display column 1 Display name L
Display column 2 Farmmily name w
Display column 3 First name w
Display column 4 Crganization w
Display column 5 Email address w
Order entries by Family name W
Access Frivate

Default address boolk by Addresses W

[] add outgoing ermail addresses to book | My Addresses w
add my vCard to outgoing emails
Decode vCards

Display preview pane

FIGURE 99.
The other options are:

Access

Sets the default access rights for new address book entries.

Default address book

Sets the default address book used when creating new entries. This
can be any address book that you have access to.

Add outgoing email addresses to book

If this option is checked and you send an email to an address that is
not already in that address book it will automatically get added to
the selected book. This is an easy method of populating your
address book without you having to do anything, all you have to do
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is reply to an incoming message to have that address added to the
address book.

c In GMS WebMail, using this option with GMS Anti-Spam Confirmation

filters switched on will provide an extremely powerful way of preventing
spam reaching you.

Add my vCard to outgoing emails

Selecting this option will add the vCard relating to your currently
selected personality to an email when you send it. For this option to
be used successfully you should have as complete an entry for
yourself as possible in your address book.

Decode vCards

Select this option if you would like all incoming VCards to be
automatically decoded, i.e. for them to appear as VCards in the
attachment bar at the bottom of the message. The default is for
this option to be enabled, if you disable it the VCard will appear as
a normal attachment rather than a VCard.

Display preview pane

Allows the preview pane to be displayed below the folder contents
listing so that when an address is selected its details are displayed in
that preview pane.

Access tab

The Access tab allows you to set the default Access rights for your
Address book. See “Sharing your address book” on page 74.
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12.9 Calendar

The Calendar menu item allows you to set your preferences for
Calendars. This option is only available if GMS Web Organizer is
installed and you have the required access rights to use this option.

Calendar Preferences

Settings Working davs Arcess

Display date selector Context W

weel start day Monday W

Meeting granularity 14 E rminutes
Type rMone L
Status Busy w

Access Frivate

Set alarm - Mone - v
Time before event 15 minutes  «

Check event clashes

L Display preview pane

FIGURE 100.
The configurable options are as follows:

Settings

e Display date selector - This defines when the date selector
window is displayed. Options are None, Context, or Always. For
more information on the date selector see “Viewing Calendar
Events” on page 48.

e Week start day - This sets which day GMS WebMail treats as
the first day of the week. The options are any day of the week.

e Meeting granularity - When you add a new event to your
calendar you need to specify a start and end time. By default
you can specify meeting durations that are divisible by 15
minutes. For example, 15, 30, or 45 minutes. You can use this
option to increase or decrease this meeting granularity. For
example a granularity of 10 minutes would allow you to specify
meeting durations of 10, 20, 30 minutes and so on.

e Type - sets the default type for a calendar entry, for example a
meeting or appointment.
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e Status - sets the default status used when creating a calendar
entry, for example Busy.

e Access - sets the default status used when creating a calendar
entry, for example Busy.

e Set alarm - automatically set an alarm to notify you by email,
Instant Message, and so on when an alarm goes off.

¢ Time before event - the time before the event that should be
used for the default alarm setting.

e Check event clashes - checks whether the new event clashes
with an existing one and warns you if it does.

e Display preview pane - allows the preview pane to be
displayed below the folder contents listing so that when an
event is selected it is displayed in that preview pane.

Working Days

Selecting the Working days tab (shown in figure 101) will allow
you to define which days of the week you normally work on and
the hours of your working day.

It is the working days at the time a repeating event is created that dictate
the days on which events are created. Changing your working days later
will not change any repeating events that have already been created.
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Calendar Preferences

Settings

Monday
Tuesday
Wednesday
Thursday

Working days

Access

Friday

ol Saturday

ol Sunday

Start time oo0 E

End time o0 [E

oK |
FIGURE 101.
Access

This option allows you to permit other users to view and manage
your calendar, subject to you granting them access rights. See
“Sharing your calendar” on page 56 for more information.
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12.10Tasks

The Tasks menu item allows you to set your preferences for Tasks.
This option is only available if GMS Web Organizer is installed and
you have the required access rights to use this option.

Tasks Preferences

Settings ACcess
Task outstanding color Mone W
Task overdue color Fed A
Task completed color Gray W
Task filter Mone w
[] Task filter period E days
focoess Private «

Display preview pane

FIGURE 102.

Task outstanding color

Determines the color that any outstanding tasks should be
displayed in.

Task overdue color

Determines the color that any overdue tasks should be displayed in.

Task completed color

Determines the color that any completed tasks should be displayed
in.

Task filter
Allows you to set the default for tasks which should be displayed,
for example you need only display overdue tasks.

Task filter period
The period in days that the filter should look ahead.

Access

The Access tab allows you to set the default Access rights for your
Task List. See “Sharing your Tasks” on page 87.
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Display preview pane

Allows the preview pane to be displayed below the folder contents
listing so that when a task is selected it is displayed in that preview
pane.

12.11Notes

The Notes menu item allows you to set your preferences for Notes.
This option is only available if GMS Web Organizer is installed and
you have the required access rights to use this option.

Motes Preferences

Settings Access
Default note color w
ACCESS Frivate

Display preview pane

Ok

FIGURE 103.

Default note color

Sets the default note color, used in both the notes summary list and
as the background to the main body of a note.

Access

The Access tab allows you to set the default Access rights for your
Notes. See “Sharing your Notes” on page 94.

Display preview pane

Allows the preview pane to be displayed below the folder contents
listing so that when a note is selected it is displayed in that preview
pane.
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12.12Documents

There are a number of preferences you can set for how documents
are handled on your system. For additional information on working
with documents please See “Documents” on page 101.

Documents Preferences kd
Settings ACCEss
dcoess Private

Display preview pane

Docurnent preview types

OKl

FIGURE 104.

Access

The Access tab allows you to set the default Access rights for your
Documents. See “Shared Documents” on page 105.

Display preview pane

Allows the preview pane to be displayed below the folder contents
listing so that when a document is selected it is displayed in that
preview pane, providing your browser has the ability to display the
selected document type.

Document Preview Types

This allows you to specify the types of documents that should be
displayed within the preview pane. This is useful if you normally
have the ability to view certain document types in your browser but
they are not being displayed in the preview pane. Simply enter a
comma separated list of document extensions.
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12.13Instant Message

This option allows you to configure GMS Instant Messenger
options. For additional information on GMS Instant Messenger See
“GMS Instant Messenger” on page 333.

Instant Message

Launch GMS Instant Messenger on logon

| o

FIGURE 105.

Launch GMS Instant Messenger on logon

If Instant Messaging (IM) is enabled for your account, you can log
on to IM at any time by clicking the Compose Instant Message
button in the top menu bar.

If you prefer to automatically log in to IM you should check this
option. Then, when you log in to GMS WebMail, an IM window
will be launched and you will automatically be logged in to IM.
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12.14Shortcuts

This option allows you to configure keyboard shortcuts for menu

items.

Shortcuts

Enable menu shaortouts

ﬁ Compose

E Event

é Contact

[ Task
A Mote

jj Instant
Message

Adrnin
&) Help

E Sign Off

4 Mail

E Calendar
43 Address Book

] Tasks
[T Motes

ﬁ" Freferences
Folders

Ctrl+Shift+mM
Ctrl+Shift+a
Ctrl+Shift+C
Ctri+Shift+k
Ctrl+Shift+m

Ctrl+ak+I

Ctrl+Aalt+a
Ctrl+alt+H
Ctrl+alt+=

Ctrl+1
Ctrl+2
Ctrl+3
Ctrl+4
Ctrl+5
Ctrl+6
Ctrl+7

= Print

_1 Yiew Source

[[Z Mowve Folder

X Delete
Cj" Open
2 Reply
:-_% Reply all
Za Forward
>_§ Send
34 Search
5 add
Save
.:j Close

Ctrl+P
Ctrl+Shift+D
Ctrl+Shift+4
Ctrl+D
Ctrl+0
Ctrl+R
Ctrl+Shift+R
Ctrl+F
Ctrl+Enter
Ctrl+=hift+F
Ctrl+Shift+4
Ctri+5
Ctrl+Shift+C

4

Ok

Enable menu shortcuts

This option is checked by default and enables the keyboard
shortcuts for menu options as listed in the remainder of the dialog.
If you do not wish to have these shortcuts available, uncheck this

option and click OK.

There are also some standard shortcut keys used such as Delete,
Left, Right, Up, Down etc. that all behave in the way you would

expect. We also support CTRL+Shift+F5 which is the equivalent to

clicking Refresh.
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a Gizmo you would like to use, you will need to get them to enable it for

G Only the administrator can add new Gizmos to GMS WebMail. If you have

you.

13.1

Introduction

A Gizmo provides a means of adding functionality to GMS
WebMail by interfacing with external data sources. This is more
commonly known as mashup technology. A mashup is a small web
application that allows the combination of data from more than
one source into a single integrated tool, a good example is the use
of data from Google Maps to add location information to an
address book entry.

Refer to the GMS Administrator's Guide for further information on
Gizmos.

13.2 Examples
As a starting point we have provided a number of Gizmos within
GMS WebMail, further examples are available within the Accessory
Pack.
Full instructions on producing your own Gizmos to add further
functionality, or to provide integration with external systems are
available within the GMS Reference Guide.
To view the Gizmos that have been made available to you, select
Gizmos from the Navigation Tree. A dialog is displayed as shown in
figure 106. Please note additional Gizmos may be added by your
system administrator.
Gizmos 5

Marne Cescription

[] whitelist whitelist

[] Archive Archive selected messages to Archive folder

[] Dictionary Dictionary

[] Empty Folder Ernpties selected folder - only available for Trash or Quara...

[[] Google Translate Google Translate

[] Hide Buttans &ll user to show or hide buttons

[] mark mail Mark Mail

[] uk Postcodes UK Postcodes

[] skype Adds Skype Call and Chat buttons

+ | - oK

FIGURE 106.
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To enable a Gizmo, check the box next to it. To deselect a previously
enabled Gizmo, uncheck the box next to it. You can move the order
of Gizmos up and down the list using the + and - buttons.

When you have finished making your selection, click OK.

Once a Gizmo has been enabled it will appear in any view which
could potentially have a preview pane, such as when viewing a list
of email messages, address book list, and so on. Where it is
displayed will depend on the purpose of the Gizmo, it could be
within the Menu bar, or within the preview pane itself.

13.3 Current Gizmos

The current list of Gizmos includes some which are included in the
product by default, the remainder of those listed below are in the
GMS Accessory Pack. Check our web site for an up-to-date list.

Gizmos included in GMS

Whitelist

This button only appears when the Quarantine folder is selected - it
takes the currently selected message and moves it to the Inbox, and
adds the senders email address to the whitelist address book.

Dictionary

Allows you to look up a highlighted word in a message in a
dictionary.

Mouse Gestures

This is an example of an invisible Gizmo, it allows you to use mouse
gestures to navigate through your message list. To use mouse
gestures you must hold down the right hand mouse button and
then drag the mouse either Forwards, Backwards, Right or Left.
Each of the movements have the following effects:

. Up - moves up a message

. Down - moves down a message
. Left - deletes a message

. Right - replies to a message

Google Translate

Translates either the selected message or the highlighted text into
the users currently configured language.

Mark Mail

Buttons to mark a message as read or unread in webmail.
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UK Postcodes

Where a UK postcode is shown in an address book entry, clicking
on this Gizmo will show a map of the location via a mashup with
Google Maps.

Gizmos included in the Accessory Pack

Archive

Moves a selected message or messages to a folder called
"Archive".

Empty Folder

This button only appears when either the Trash or Quarantine
folders are selected - allows a single click empty of that folder.
Hide Buttons

Allows you to remove (or re-add) buttons from the menu that
aren't commonly used.

Firefox Mailto

Configures GMS WebMail to be a mailto protocol handler in Firefox
3. Once configured, clicking mailto links on web pages will launch a
GMS WebMail Compose window.

Play Tagger

The PlayTagger Gizmo is a wrapper to a del.icio.us script which
detects links to MP3 files and automatically embeds a flash MP3
player into the email body.

Skype

Detects a Skype contact address and gives an option to start a
skype call or chat session.

Unread

Allows you to navigate through your message list by moving from
one unread message to the next.

Video

The Video Gizmo detects links to video files hosted on a selection
of popular video websites, and embeds a copy of the video directly
into the email body.
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14 Collecting Mail From Other Mail Servers

GMS WebMail allows you to download your mail from any remote
POP3/IMAP server. In fact you can specify any number of mail
accounts on different mail servers that GMS WebMail will check for
messages. To set up GMS WebMail so that it will check another
account, click the Servers option in the Navigation Tree.
=03 GMS WebMail

=& Account Settings

=5 Preferences

[ Gizmos

=-@ Personalities

FIGURE 107.

This will display a box listing the currently defined servers.

Servers el
Mare | Type | Address | Active
gordana FOP rail.gordano.darm *

Check for mail every |15 E minutes

Add|  Remove oK

FIGURE 108.

The box will be empty until at least one server has been added. To
add a new server click Add. This will display a dialog where you can
enter the details of the server and account you want to have
checked for mail.
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14.1 Collecting mail from an IMAP/POP3 server

Add New POP/IMAP Server 3¢

Profile name ||
Type ® pop
(O IMAP  Falder Directory

Server address

Port 110 ] use ssL

Username

Password

Dawnload from this server
(] Leave rmail on server

8dd header far filkering

QO | Cancel

FIGURE 109.

Before you can check mail on another mail server you will need to
enter the following information:

Profile name

This is the name you would like this profile to be known by. It can
be anything you like.

Type

Select whether you are collecting from a POP account or an IMAP
account. The folder directory is not required for POP servers. An
IMAP server may require the folder directory to be specified to
indicate the base directory for its folders. This is generally left blank
but if no mail is being downloaded check with the administrator for
the account you are downloading from.

Server Address

This is the IP address or fully qualified domain name of the server
from which mail will be downloaded. The IP address will take the
form of 123.123.123.123 while the fully qualified domain name
will take the form "pop.domain.com".
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Port

This is the port that GMS WebMail will connect to on the remote
server to download the mail. This is usually 110 if you are collecting
mail using POP and 143 if you are collecting mail using IMAP.

Use SSL

Enabling this option will collect mail securely from the specified POP
or IMAP server using SSL encryption.

SSL certificate on the GMS Server. If this option is important you will need
to contact the administrator to get one put in place.

G The Use SSL option will be grayed out unless your administrator has set an

Username

This is the name of the account under which mail will be stored on
the remote server.

Password

This is the password for the account under which mail will be
stored on the remote server.

Download from this server

By checking this option mail will automatically be downloaded from
the server at specified intervals. If the option is unchecked GMS
WebMail will only check for mail when you click Connect for a
particular server profile.

Leave mail on server

If this option is checked the mail you read from this account will
stay on the remote server. GMS WebMail will not download
additional copies of the mail that are left on the server. However if
you were to access the same mail account using another client you
would be able to download the messages again.

Add header for filtering

If this option is checked GMS WebMail will add a header to the

mail downloaded from each server. The header is:
X-POPServer:<Profile Name>

This provides you with the ability to filter the messages into a
separate folder. See filtering on page 186.

Once these details have been entered, click Add to complete the
configuration.

You may add as many remote servers as you wish allowing all of
your email accounts to be amalgamated into a single account. You
can use personalities to respond with the appropriate address for
each account. See “Personalities” on page 161.
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15 Personalities

GMS WebMail allows users to create different personalities. Each
personality can have a different return address, signature and
vCard. For example if you want to send a personal e-mail you can
set up a personality which contains your nickname, home e-mail
address and a witty comment as your signature. On the other hand
you could also have a work personality with your full name and job
title, company e-mail address and a corporately approved
signature.

G The option to create personalities may be switched off by the administrator.

15.1 Creating new personalities

To create a new personality click the Personalities option in the
Navigation Tree.

B3 GMS WebMail
Eﬁ Account Settings
#-5% Preferences

-1 Gizmos

@ Servers
RN Fersonalities

5----.;;_1 My Termplates

FIGURE 110.

This will display a box showing a list of the personalities currently

available.

Personalities 5
Personality Default
BSZTEGOD
HE XIFWER
shutler *

Add

FIGURE 111.
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The default personality will have a * next to it in the default
column. The default personality is applied to all your outgoing
messages unless you select to use a different personality at the time
you compose the message. To make a different personality the
default, select it in the list then click Default. The * will then
appear next to that personality.

To delete one of the personalities select it in the list and click
Remove.

Click Add... to add a new personality. This displays another dialog
where you can enter the following:

e Personality name

e e-mail address

default domain

signature

Personality

This is the name you want this personality to be known as.

E-mail address

This is the address you want people to reply to. That is, when they
click Reply in their mail client, the mail they compose will go to the
address you specify here.

The email address does not need to be on your local system although your
administrator can change this so that only local addresses can be entered.

', GMS WebMail will always put your account details in the header of the message
\ {0 prevent you impersonating people inappropriately.

Default domain

The Default domain will be added to any address you enter that
does not have a domain name (the domain name is the part of the
address that follows the @ symbol). This saves typing because you
may only need to enter the first part of the e-mail address in front
of the @ symbol. If you do not enter a default domain your local
domain will be used.

Signature

A signature is a piece of text which is added to the bottom of every
e-mail sent from this personality. Different personalities can have
different signatures.

There will already be one default personality defined which will contain your
primary email address and domain.
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15.2

15.3

Changing a personality

You can edit a personality by selecting the personality name in the
Navigation Tree. For example in figure 112 you can see the Sales
personality is being selected.

Elm Personalities
& BESYESOD
& HEXIFVER

& shutler
FIGURE 112.

Selecting the personality will display a dialog similar to that
displayed when you first created the personality. It also gives you an
additional button called Edit vCard which allows you to edit the
address book entry associated with the personality. Once you have
finished making changes click OK to apply them.

Selecting a personality when composing e-mail

When you compose an e-mail GMS WebMail will assume you want
to use your default personality. If this is not the case you can
change personalities at any stage whilst composing the e-mail.
There is a drop-down arrow to the right of the From box when you
compose the mail. Clicking on this will show a list of the email
addresses defined in your personalities with the personality name
shown in brackets after it. For example a personality of Sales with
an email address of sales@company.dom will look like this

sales@company.dom (Sales).

L&

If you are downloading email from POP3/IMAP servers see also “Match
personality to recipient address” on page 137.
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16 Filters
16.1 Anti-Spam Filters

Introduction

These filters are a very powerful tool in the battle against
unsolicited commercial email (UCE or spam). Mass mailing
campaigns are now very common via email and it can be quite time
consuming to scan and then delete all the messages that you don't
want. You can access these filters by clicking Filters in the
Navigation Tree.

E-LE GMS WebMail
.f Account Settings
#-5% Preferences

#-2 Servers
=@ Personalities

I anti-spam

QJ Bavesian
~[H Block List

QJ Confirmatian

----- H white List

.ﬂ Tags
—&_] My Templates

FIGURE 113.

Setting up Confirmation

Confirmation is an extremely useful type of filter that helps to avoid
virtually all unsolicited commercial email that comes from mailing
lists or other automated mailing systems.

Kingdom under patent number GB2385965. A patent application has been

G The technology used in the Confirmation filter is patented in the United
filed in the United States and is pending approval.

To see how Confirmation stops spam, we need to consider what
will happen when Joe sends Marcia an email message for the first
time. When the Confirmation option is not switched on, the
message simply arrives in Marcia's InBox.

When the Confirmation option is switched on, Joe's message
(Email 1 shown in figure 114) is diverted into a special folder
(called "Quarantine") and Joe is sent an automatic message
telling him that he needs to reply in order for his message to be
delivered to Marcia (Check).
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\ Qriginal email

@ciivered

_ yes, it's me” _

Email2

1gnn IIIIIIIIILIIIIIIIIIII

FIGURE 114.

Joe will read the message and simply press the reply button ("yes
it's me"). The reply arrives at Marcia's account and allows Joe's
original message to be delivered to her InBox. (The reply is ignored).
Joe only needs to confirm his identity once and subsequent emails
from him will by-pass the confirmation process altogether.

Now let's consider what happens with a piece of spam email.
Typically spam email is sent using "bulk message sending" software
from an address that does not exist. In the first case (without
confirmation), the spam message is delivered straight into Marcia's
InBox. In the second case, the message (EMail 1 shown in

figure 115) is diverted to the Quarantine folder and a reply sent to
the non-existent address (Check).

Mo response

FIGURE 115.

The non-existent address will never reply! Therefore the original
spam message will never be transferred to Marcia's InBox. After a
number of days, the message is automatically removed from the
Quarantine folder.

This illustrates how the Confirmation option works - however, there
are a few refinements that are required to make this workable on a
day-to-day basis.
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e Marcia can define what is sent in the reply. This means she can
have a personalised message telling people that this is a great
new feature of her new mail client and indicating (in her own
language) what needs to be done.

e Each person who email's Marcia should only have to go
through this process once! The Confirmation allows automatic
acceptance of email from people in her address book. Further,
when Marcia replies to Joe, Joe's email can automatically be
added to her address book. So, only Joe's first message will
require Confirmation and Marcia's email back to him will
automatically mean he does not need to go through the
process again.

e Marcia can check which messages are Quarantined. The
Quarantine folder is available as a standard, normal, GMS
WebMail folder. By simply selecting the folder, Marcia can
check messages that are waiting for the confirmation response.
She can select and drag the messages into any other folder as
usual. The Quarantine folder is also available through IMAP4
for users of Outlook, Netscape, Eudora, etc. to inspect.
Messages are removed from the Quarantine folder after a
user-defined number of days.

e Joe's reply must be authenticated. In fact, the Confirmation
software generates a unigue identifier of the original message
which must be returned to allow the original message to be
transferred to the InBox. If a message without a recognized
identifier is received, it is treated as a normal piece of email to
Marcia (that is, it is Quarantined).

G The confirmation filter is available in GMS Anti-Spam.

you should add the address that these messages come from to your

e If you receive genuine mail from automated sources such as discussion lists
address book so they can by-pass the confirmation process.

To set up the confirmation filter, click on the "+" next to Filters in
the Navigation Tree, then click Confirmation in the expanded
menu. This displays a dialog like that shown in figure 116.
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Filter Details

Filter Marme  Confirmation [ active

Filter Criteria Filker Action

apply to messages with these details

Reply-To » (& |Motin any address hook v
) | In address hook v hty Addresses w

[ use wildcards

Ok

FIGURE 116.

To enable the Confirmation filter ensure that the Active checkbox
is checked. Select which group of senders you want to apply the
anti-spam filter to by setting the Filter Criteria under the Apply to
messages with these details heading. You can apply the filter to
four types of sender:

e Any one that sends you a message.

e Senders whose address is in any of your address books.

e Senders whose address is not in any of your address books.
e Senders whose address is in a specific address book.

The "Use wildcards" option allows you to put an entry such as

*@domain.com in your address book and have the filter
automatically apply against any sender in that domain.

You now have the opportunity to configure the filter action and
add some text that will be included in the confirmation request that
is sent out. Typically this will be something that explains to the
recipient the purpose of the confirmation request.
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Filter Details

Filter Marme  Confirmation [ active

Filter Criteria Filter Action

Sawve in Quarantine folder and reguest confirmation with message

If the sender responds, perform the following actions

Transfer original message to InBox w

[ Transfer confirmation message to | INBox W

&4dd address to address book My Addresses  w
FIGURE 117.

Select what actions should be taken if the sender responds to the
confirmation request. You can select to transfer the original
message and/or the confirmation message to your Inbox and add
the address to a specified address book.

simply add the mailing list as a contact in the address book that you are

e If there are some mailing lists that you genuinely want to receive mail from
filtering against.

The Dedicated Anti-spam Filter

The anti-spam filter can stop the majority of spam messages from
getting to your Inbox. To set up the anti-spam filter click on the "+"
next to Filters in the Navigation Tree, then click Anti-spam in the
expanded menu. This will display a dialog similar to that shown in
figure 118.
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Filter Details ks
Filter Mame  Anti-spam [ active
Filter Criteria Filker Action
Repli-To » & | Motin any address hook
() | In address book v My Addresses v

[ use wildeards
[] mot addressed to me
[ Frarm address faked as me
D Include personalities
[ na reply address specified
[P Reply address does not match from address
IF] Subject is all capitals
[ mo subject
|l Subject contains account nare
[J Subject starts with an unusual character
[ contains banned words ar phrases

[] Exceeds scored restricted words threshold E
[7 Junk mail praobability E

[ Fails Zera Hour Classification
D Fails I'WF checks
[F] Message quality
[ contains banned attachments
[ Fails DMSBL check
[ sender fails SPF checks

|l apply strict SPF checks

oK

FIGURE 118.

©

The anti-spam filter is only available if your server is running GMS Anti-
Spam.

To enable the anti-spam filter ensure that the Active checkbox is
ticked. Then configure how the filter rules should be applied.

Apply to messages with these details

Select which group of senders you want to apply the anti-spam
filter to selecting the field in incoming messages to work with from
the first drop-down menu. You can apply the filter to four types of

sender:

e Any one that sends you a message.

e Senders whose address is in any of your address books.

e Senders whose address is not in any of your address books.
e Senders whose address is in a specific address book.
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The "Use wildcards" option allows you to put an entry such as
*@domain.com in your address book and have the filter
automatically apply against any sender in that domain.

Once you have selected the group of senders to which the spam
checks will apply you can select what spam checks you want to
apply. There are a number of options as described below:

* Not addressed to me - Spammers can use a technique of
sending you a message without your email address appearing
in the To:, Cc: or BCC: fields of the message. Checking this
option will find any messages that do not have your email in
those fields. If you select the Include personalities sub-option
the filter will also take into account addresses that you have set
in your personalities.

e From address faked as me - If you appear to be the sender of
the message GMS attempts to verify this against the
information it holds on you such as your "Display Name" in
your vCard.

¢ Include personalities - Includes any additional personalities
you may have set up on your account in the above checks.

e No reply address specified - Junk mail will often not have a
reply address specified whereas nearly all genuine messages do.
By checking this option you can capture and dispose of any
messages without a reply address.

e Reply address does not match from address - \When you
reply to a message occasionally the email address that appears
in the To field of the reply is not the same as the address shown
in the From field of the original message. Messages such as this
are often junk mail so selecting this option will allow you to
quarantine or dispose of messages matching that criteria.

e Subject is all capitals - Often mass mailings that contain
"Special" offers will use subject lines that are all in upper case.
Checking this option will capture messages matching this
criteria

e No subject - Checking this option will capture messages that
have no subject and apply the action you specify to those
messages.

e Subject contains account name - This option treats the
message as spam if your account name appears in the subject
line.

e Subject starts with unusual character - Treats the message
as spam if the first character of the subject is not an alpha-
numeric character.

e Contains banned words or phrases - Enabling this option
will automatically apply the filter action to any message that
has failed the system and/or domain level banned word checks.

e Exceeds scored restricted word threshold [n] - Applies to
any message whose score exceeds the threshold specified by n.
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You may need to consult you System Administrator for advice
for setting this threshold value.

e Junk mail probability - This option works in conjunction with
the System level Bayesian filter. The default probability level is
90% meaning that anything with a 90% probability of being
spam or greater is treated as such.

e Fails Zero Hour Classification - If this option is enabled,
messages that the Zero Hour protection module classifies as
spam will have the filter applied to them.

e Fails IWF checks - Will treat the message as spam if the
content fails the IWF checks.

e Message quality - This can be set to one of High, Medium or
Low which gives the number of message quality failures
allowed as 0, 1 and 3, respectively. Note that these are the
default settings and they may be changed by your System
Administrator.

e Contains banned attachments - If this option is enabled, the
filter action will be applied to any message that has failed the
system and/or domain banned attachments checks.

e Fails DNSBL check - Treats the message as spam if it fails the
DNS Blacklist check, that is, if it comes from a domain on your
blacklist. You can decide what to do with the message when it
is received.

e Sender fails SPF checks - Will treat the message as spam if
the sender fails any of the SPF checks.

e Apply strict SPF checks - As above, but will fail the message
as spam unless the sender has an SPF record and is sending
from a matching IP address.

you check the first and last option, the filter will capture any message that

G These conditions operate on an OR basis rather than an AND basis that is, if

is not addressed to you OR has no subject.

Show junk information when reading mail

If this is enabled then some text will be displayed in the header bar
of the message when you view it indicating how GMS classifies the
message. The options are either Good, Unknown or Bad.

172

Copyright © Gordano Ltd, 1995-2016



GMS User Guide

Filters

F

Filter Action

Once the matching criteria have been defined you need to tell GMS

WebMail what to do with messages that match the criteria.

ilter Details

Filter Marne Anti-sparn

Filter Criteria Filter Action

&) Transfer directly to InBox

O Transfer to InBox

O Redirect to

O Delete

Deliver to InBox and:

O Copy to InBox
O Forward ta

) Reply with

) send sMs message

O Send Pager message

() Send instant message

[ active

QK

FIGURE 119.

This is done by selecting the Filter Action tab in the Filter Details
dialogue as shown in figure 119. You have a number of single

action choices:

e Transfer directly to InBox
e Transfer to <your choice of folder>
e Redirect to <e-mail address>

e Delete

You also have the option to deliver the message to your inbox in
addition to carrying out other actions upon the message. The

choices are:

e Copy to <your choice of folder>
e Forward to <e-mail address>
e Reply with <your message>

e Tag message with <your choice of tags>

e Send SMS message <to a specified number>
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e Send Pager message <to a specified number>
e Send an instant message <to a specified account>

these GMS components being installed and the administrator allowing

G Note The option to send SMS, Pager or Instant Messages are subject to
access to them.

Transfer directly to inbox

This will transfer the message directly to your Inbox.

Transfer to your choice of folder

This will move matching messages to a folder that you choose from
the drop down box. No copy is kept in your Inbox.

Redirect to <e-mail address>

This will send matching messages to the e-mail address you specify.
The original senders e-mail address will remain in the From header.
No copy is kept in your Inbox.

Delete

This will delete any matching messages. No copies will be kept in
the inbox or the trash folders. This is a dangerous option to use as
you may lose important messages if the filter hasn’t been set up
properly. It is safer to use the transfer to option to move matching
messages to the trash or quarantine folders. Then at least a copy is
retained.

Copy to your choice of folder

This will place a copy of matching messages in the folder you
specify. The original copy will stay in the Inbox.

Forward to <e-mail address>

This will send a copy of matching messages to the e-mail address
you specify. Your e-mail address will be placed in the From header.
The original copy will stay in the Inbox.

Reply with

If this option is selected people sending a matching message will be
sent an automatic reply. The reply will contain any text that you
type into the Reply with text box. The original message will remain
in the Inbox.

Tag messages with

If this option is selected the matching messages will appear in the
inbox with the specified tag. Tagging messages allows for easier
identification and searching of messages. If you assign different
colors to your tags it makes it even easier to identify messages as
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tagged messages are listed in the tag’s associated color. See
“Setting up Tags” on page 193 for more information.

Send SMS message

If your administrator has enabled the SMS gateway for your
account you can set the filter to send an SMS message to the
number you enter, each time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a mobile number set in the address book entry for at least one
of your personalities this option will be grayed out.

Send Pager message

If your administrator has enabled the Pager gateway for your
account you can set the filter to send a Pager message to the
number you enter every time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a pager number set in the address book entry for at least one
of your personalities this option will be grayed out.

Note: It may be necessary to include the International dialling code in any
numbers entered for Pager or SMS messages. If you are unsure ask your
administrator for further details.

Send instant message

If your administrator has enabled Instant Messaging for your
account you can set the filter to send an instant message to an
Instant Messaging user of your choice when the filter criteria are
met.

Once you have finished setting your filter criteria and actions click
on OK.

Warning — If a mail matches the criteria of more than one filter only the
first filter in the list will be actioned. For instance if the first action is delete
and the second is forward, the mail will be deleted but not forwarded.

The Bayesian Filter

Bayesian based filters calculate the probability of a message being
junk based on the contents of that message. Unlike simple content-
based filters, Bayesian filtering learns from both good and bad
messages, resulting in a very efficient, self learning, anti-spam
system that will return very few false positives. Ideally, you should
start with a large number of messages that you have already
classified as bad, and another which you have classified as good.
These should then be fed into the Bayesian filter to prime it with
content. The filter will look at both good and bad messages,
analyzing both to calculate the probability of various characteristics
appearing in both good and bad messages.
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The Bayesian filter included in GMS WebMail is designed in such a
way that when it is enabled it should greatly reduce the amount of
spam you see in your mailbox.

Note the option to use Bayesian filters is only available if that option has
been enabled by your system administrator.

Filter Criteria

To enable the Bayesian filter ensure that the Active checkbox is
ticked. Then configure how the filter rules should be applied.

Filter Details =]
Filter Marne Bayesian [ active

Filter Criteria Filker Action Filter Tools
Apply to messages with these details
Reph-To (® | Notin any address book  »

) | In address book v My Addresses v

[ use wildcards
Match messages with junk probability greater than |90 E A
Maxirmurn atternpts to classify message 1 E
[ show junk indication when reading mail

Ok
FIGURE 120.

Apply to messages with these details

Select which group of senders you want to apply the anti-spam
filter to selecting the field in incoming messages to work with from
the first drop down menu. You can apply the filter to four types of
sender:

e Any one that sends you a message.

e Senders whose address is in any of your address books.

e Senders whose address is not in any of your address books.
e Senders whose address is in a specific address book.

The "Use wildcards" option allows you to put an entry such as

*@domain.com in your address book and have the filter
automatically apply against any sender in that domain.
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Match messages with junk probability greater than

You can specify the percentage above which the filter should treat
messages as definite junk mail. When you first start using the filter
it is @ good idea to keep this figure as high as possible to prevent
false positives. As you become more confident in the success of the
filter you can lower the number in stages until you reach a level you
feel comfortable with.

Maximum attempts to classify a message

Defines the number of times that GMS should try and classify a
message, that is if a message is spam adding it to the Bayesian filter
may not actually change the classification of a message. This is due
to the probability calculations within the filter, it is not possible to
be black and white about message classification.

Show junk information when reading mail

If this is enabled then some text will be displayed in the header bar
of the message when you view it indicating how GMS classifies the
message. The options are either Good, Unknown or Bad.

Filter Action

Once the matching criteria have been defined you need to tell GMS
WebMail what to do with messages that match the criteria.

Filter Details ks
Filter Name  Bayesian [ Active
Filter Criteria Filter Action Filter Tools

@ Transfer directly to InBox
O Transfer to InBiox v
) predirect to a3

O Delete

Celiver to InBox and:

(@] Copy to InBox A

O Forward ta a3

O Reply with

O send SMS message FE]|

C‘ Send Pager message Q

2 send instant message a3

Ok
FIGURE 121.

Copyright © Gordano Ltd, 1995-2016 177



Filters GMS User Guide

This is done by selecting the Filter Action tab in the Filter Details
dialogue as shown in figure 121. You have a number of single
action choices:

e Transfer directly to InBox

e Transfer to <your choice of folder>

e Redirect to <e-mail address>

e Delete

You also have the option to deliver the message to your inbox in

addition to carrying out other actions upon the message. The
choices are:

e Copy to <your choice of folder>

e Forward to <e-mail address>

e Reply with <your message>

e Tag message with <your choice of tags>

e Send SMS message <to a specified number>

e Send Pager message <to a specified number>

e Send an instant message <to a specified account>

these GMS components being installed and the administrator allowing

G Note The option to send SMS, Pager or Instant Messages are subject to
access to them.

Transfer directly to inbox

This will transfer the message directly to your InBox.

Transfer to your choice of folder

This will move matching messages to a folder that you choose from
the drop-down box. No copy is kept in your InBox.

Redirect to <e-mail address>

This will send matching messages to the e-mail address you specify.
The original senders e-mail address will remain in the From header.
No copy is kept in your InBox.

Delete

This will delete any matching messages. No copies will be kept in
the inbox or the trash folders. This is a dangerous option to use as
you may lose important messages if the filter hasn’t been set up
properly. It is safer to use the transfer to option to move matching
messages to the trash or quarantine folders. Then at least a copy is
retained.

Copy to your choice of folder

This will place a copy of matching messages in the folder you
specify. The original copy will stay in the inbox.
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Forward to <e-mail address>

This will send a copy of matching messages to the e-mail address
you specify. Your e-mail address will be placed in the From header.
The original copy will stay in the Inbox.

Reply with

If this option is selected people sending a matching message will be
sent an automatic reply. The reply will contain any text that you
type into the Reply with text box. The original message will remain
in the Inbox.

Tag messages with

If this option is selected the matching messages will appear in the
inbox with the specified tag. Tagging messages allows for easier
identification and searching of messages. If you assign different
colors to your tags it makes it even easier to identify messages as
tagged messages are listed in the tag’s associated color. See
“Setting up Tags” on page 193 for more information.

Send SMS message

If your administrator has enabled the SMS gateway for your
account you can set the filter to send an SMS message to the
number you enter, each time an email arrives that meets the filter
criteria. The original message will end up in your Inbox. If you don't
have a mobile number set in the address book entry for at least one
of your personalities this option will be grayed out.

Send Pager message

If your administrator has enabled the Pager gateway for your
account you can set the filter to send a Pager message to the
number you enter every time an email arrives that meets the filter
criteria. The original message will end up in your Inbox. If you don't
have a pager number set in the address book entry for at least one
of your personalities this option will be grayed out.

numbers entered for Pager or SMS messages. If you are unsure ask your

G It may be necessary to include the International dialling code in any
administrator for further details.

Send instant message

If your administrator has enabled Instant Messaging for your
account you can set the filter to send an instant message to an
Instant Messaging user of your choice when the filter criteria are
met.
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Once you have finished setting your filter criteria and actions click
OK.

first filter in the list will be actioned. For instance if the first action is delete

G Warning — If a mail matches the criteria of more than one filter only the
and the second is forward, the mail will be deleted but not forwarded.

Filter Tools

A number of tools are provided to allow you to optimize the
Bayesian filter.

Filter Details
Filter Mame  Bayesian [ active
Filter Criteria Filker Action Filter Tools
[] optimise dictionary
D Import contents of folder InBox || as Maill w
Ok
FIGURE 122.

Optimize dictionary

Over time entries in your Bayesian dictionary will no longer be valid,
that is, messages matching the details in the dictionary will not
have been received for a long time. This option allows you to purge
those old entries from the dictionary, thus allowing the dictionary
to be queried more quickly.

Import contents of folder

This option allows you to import existing groups of messages in
order to prime your Bayesian filter in advance, so it starts running
with a good idea of what you consider good and bad messages.
Select the mailbox you want to import from the first drop-down
menu.
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If the messages are what you consider as "good" messages select
as Mail from the second drop-down menu. If they are what you
would consider "bad" messages select as Junk.

Note: If you are already running any of the other filters included in GMS

G WebMail the Quarantine folder should provide a useful source of bad
messages, while your Sent folder should provide a source of good
messages.

The Block List Filter

The block list filter makes use of a special address book called
"Block List". When this filter is made active any messages that
arrive at your account from addresses contained in the block list
address book will either be deleted straight away or if you prefer
they will be moved to the Quarantine folder. See “Block List
Address Book” on page 63 and “Viewing e-mail” on page 15 for
more information.

The White List Filter

The White List filter is as its name implies a method of allowing mail
through from senders that you do not want to be rejected by any
of the other filters. As such, if activated it should normally be the
first filter that is run, that is, it should be topmost in the list.

It is automatically applied to senders if they exist in any of your
address books other than the Quarantine address book or the Block
List address book.
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Filter Action

There are a range of actions which can be performed on messages
that match the criteria.

Filter Details ]
Filter Mame  White List F1 active
Filter Criteria Filter Action

&) Transfer directly to InBox
O Transfer ta InBox ~
O Redirect to a3

O Delete

Celiver to InBox and:

O Copy to InBox W

O Forward to a3

O Reply with

) send SMS message a3

C‘ Send Pager message Q

) Send instant message a3

04
FIGURE 123.

This is done by selecting the Filter Action tab in the Filter Details
dialog as shown in figure 119. You have a number of single action
choices:

e Transfer directly to Inbox

e Transfer to <your choice of folder>

e Redirect to <e-mail address>

You also have the option to deliver the message to your inbox in

addition to carrying out other actions on the message. The choices
are:

e Copy to <your choice of folder>

e Forward to <e-mail address>

e Reply with <your message>

e Tag message with <your choice of tags>

e Send SMS message <to a specified number>
e Send Pager message <to a specified number>

182 Copyright © Gordano Ltd, 1995-2016



GMS User Guide Filters

e Send an instant message <to a specified account>

these GMS components being installed and the administrator allowing

G Note The option to send SMS, Pager or Instant Messages are subject to
access to them.

Transfer directly to inbox

This will transfer the message directly to your Inbox.

Transfer to your choice of folder

This will move matching messages to a folder that you choose from
the drop-down box. No copy is kept in your Inbox.

Redirect to <e-mail address>

This will send matching messages to the e-mail address you specify.
The original senders e-mail address will remain in the From header.
No copy is kept in your Inbox.

Copy to your choice of folder

This will place a copy of matching messages in the folder you
specify. The original copy will stay in the Inbox.

Forward to <e-mail address>

This will send a copy of matching messages to the e-mail address
you specify. Your e-mail address will be placed in the From header.
The original copy will stay in the Inbox.

Reply with

If this option is selected people sending a matching message will be
sent an automatic reply. The reply will contain any text that you
type into the Reply with text box. The original message will remain
in the Inbox.

Tag messages with

If this option is selected the matching messages will appear in the
inbox with the specified tag. Tagging messages allows for easier
identification and searching of messages. If you assign different
colors to your tags it makes it even easier to identify messages as
tagged messages are listed in the tag’s associated color.

Send SMS message

If your administrator has enabled the SMS gateway for your
account you can set the filter to send an SMS message to the
number you enter, each time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a mobile number set in the address book entry for at least one
of your personalities this option will be grayed out.
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Send Pager message

If your administrator has enabled the Pager gateway for your
account you can set the filter to send a Pager message to the
number you enter every time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a pager number set in the address book entry for at least one
of your personalities this option will be grayed out.

Note: It may be necessary to include the International dialling code in any
numbers entered for Pager or SMS messages. If you are unsure ask your
administrator for further details.

Send instant message

If your administrator has enabled Instant Messaging for your
account you can set the filter to send an instant message to an
Instant Messaging user of your choice when the filter criteria are
met.

Once you have finished setting your filter criteria and actions click
OK.

first filter in the list will be actioned. For instance if the first action is delete

G Warning — If a mail matches the criteria of more than one filter only the
and the second is forward, the mail will be deleted but not forwarded

16.2 Custom Filters

Introduction

GMS WebMail allows you to set up filters which act on all incoming
messages. The filters perform a number of actions on messages
that match criteria that you define. For example messages from an
important client could be moved to a named folder so they can be
viewed together. You could also filter messages downloaded from
different external email accounts so that they are placed into
separate folders. Powerful filter options also allow you to filter out
unsolicited email so that you don’t have to waste time sifting
through unwanted messages.

Unlike traditional mail clients messages arriving at your account are
filtered immediately. You don’t need to log on to GMS WebMail to
cause all your mail to be filtered. This means you can have
important messages forwarded immediately to another account,
cell phone, fax or pager.
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E-LE GMS WebMail

.'f Account Settings
#-5% Preferences

#-2 Servers
=@ Personalities

[ anti-spam

g-l Bavesian
~[H Block List

g-' Confirmatian

----- H white List

.El Tags

—&_] My Templates

FIGURE 124.

The Anti-spam, Bayesian, Block List, Confirmation and White List
filters shown in figure 124 are powerful anti-spam filters which are
available as a part of GMS Anti-Spam. These have already been
discussed in detail earlier in this chapter. This section describes
setting up general filters.

Adding and Removing Filters

To add or remove a filter click Filters in the Navigation Tree. This
will display a dialog showing all existing filters, the number of
messages they have been applied to and whether they are active or

not.

Filters

Filter

Messages

Active

anti-spam
Bayesian
Block List
Confirmation
white List

[ R e R s Y o o

Add Femuove

+ | | Reset| Apply

FIGURE 125.
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To remove a filter select the filter name in the list and click
Remove. To create a new filter click Add. This will display another
dialog as shown in figure 126.

Add New Filter 5]
Filter Marme Active
Filter Criteria Filker fckion
Ta - ATy - - B3
Frarm - Ay - - &3
Subject - Ay - R
Cc - Any - - e
Reply-Ta - Ay - - e
- Ay - w
Message Text - Ay - b
Repl-To  » ) |- Ay - “
) | In address hook b iy Addresses w
[J use wildeards
Message downloaded from POR/IMAR server - Any - v
Ok Cancel
FIGURE 126.

Enter the name you want the filter to be known by and, if the filter
is to be used immediately, make sure the box labelled Active is
checked.

Filter Criteria

This is where you define the criteria that incoming mail must meet
for this filter to act on it. You can set the filter to match the
contents of any mail header or message text. For instance if you
wanted all messages from sales@gordano.com to be filtered you
would enter sales@gordano.com in the box next to From and
select <contains> from the drop-down box.

message before the filter is applied to the message (that is, the options are

e If you fill in two options, both options will need to be matched by a
ANDed together).
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Add New Filter
Filter Marme Active
Filter Criteria Filker Action
To - Ay - w FE|
From - Any - N 53
FIGURE 127.

The drop-down box has a number of self-explanatory options that
you can use for matching mails.

e contains

e does not contain

e starts with

e ends with

e s

e isnot

You can use these options to check the To, From, Subject, Cc and
Reply-To headers for a match. You can also define your own header
that you want to match against. For instance some ISP’s add an X-

Originally-To and X-Originally-From field. The body of the message
can also be matched using the above options.

Your system administrator has further options to filter out unsolicited and
offensive e-mail by using GMS Anti-Spam software.

Sender option

Select which group of senders you want to apply the anti-spam
filter to by setting the filter criteria using the drop-down menus.
You can apply the filter to four types of sender:

Any one that sends you a message.

Senders whose address is in any of your address books.
Senders whose address is not in any of your address books.
Senders whose address is in a specific address book.

The "Use wildcards" option allows you to put an entry such as
*@domain.com in your address book and have the filter
automatically apply against any sender in that domain.
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Filter Action

Once the matching criteria have been defined you need to tell GMS
WebMail what to do with messages that match the criteria.

Add New Filter (5]
Filter Marme Active

Fiter Criteria Filter Action
() Transfer directly to InBox
O Transfer to InBuox -
O Redirect to FE|
O Delete
Deliver to InBox and:
(@] Copy to InBox w
) Forward to &3
O Reply with
O send SMS message ad
O Send Pager message g
O send instant message FE|

Ok Cancel
FIGURE 128.

This is done by selecting the Filter Action tab in the Filter Details
dialog as shown in figure 128. You have a number of single action
choices:

e Transfer directly to inbox

e Transfer to <your choice of folder>

e Redirect to <e-mail address>

e Delete

You also have the option to deliver the message to your Inbox in

addition to carrying out other actions upon the message. The
choices are:

e Copy to <your choice of folder>

e Forward to <e-mail address>

e Reply with <your message>

e Tag message with <your choice of tags>

e Send SMS message <to a specified number>

e Send Pager message <to a specified number>

e Send an instant message <to a specified account>

Note The option to send SMS, Pager or Instant Messages are subject to
these GMS components being installed and the administrator allowing
access to them
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Transfer directly to inbox

This will transfer the message directly to your Inbox.

Transfer to your choice of folder

This will move matching messages to a folder that you choose from
the drop down box. No copy is kept in your Inbox.

Redirect to <e-mail address>

This will send matching messages to the e-mail address you specify.
The original senders e-mail address will remain in the From header.
No copy is kept in your Inbox.

Delete

This will delete any matching messages. No copies will be kept in
the Inbox or the Trash folders. This is a dangerous option to use as
you may lose important messages if the filter hasn’t been set up
properly. It is safer to use the transfer to option to move matching
messages to the Trash or Quarantine folders. Then at least a copy
is retained.

Copy to your choice of folder

This will place a copy of matching messages in the folder you
specify. The original copy will stay in the Inbox.

Forward to <e-mail address>

This will send a copy of matching messages to the e-mail address
you specify. Your e-mail address will be placed in the From header.
The original copy will stay in the Inbox.

Reply with

If this option is selected people sending a matching message will be
sent an automatic reply. The reply will contain any text that you
type into the Reply with text box. The original message will remain
in the Inbox.

Tag messages with

If this option is selected the matching messages will appear in the
inbox with the specified tag. Tagging messages allows for easier
identification and searching of messages. If you assign different
colors to your tags it makes it even easier to identify messages as
tagged messages are listed in the tag’s associated color. See
“Setting up Tags” on page 193 for more information.

Send SMS message

If your administrator has enabled the SMS gateway for your
account you can set the filter to send an SMS message to the
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number you enter, each time an email arrives that meets the filter
criteria. The original message will end up in your Inbox. If you don't
have a mobile number set in the address book entry for at least one
of your personalities this option will be grayed out.

Send Pager message

If your administrator has enabled the Pager gateway for your
account you can set the filter to send a Pager message to the
number you enter every time an email arrives that meets the filter
criteria. The original message will end up in your Inbox. If you don't
have a pager number set in the address book entry for at least one
of your personalities this option will be grayed out.

Note: It may be necessary to include the International dialling code in any
numbers entered for Pager or SMS messages. If you are unsure ask your
administrator for further details.

Send instant message

If your administrator has enabled Instant Messaging for your
account you can set the filter to send an instant message to an
Instant Messaging user of your choice when the filter criteria are
met.

Once you have finished setting your filter criteria and actions, click
OK. The new filter will be listed under Filters in the Navigation
Tree.

first filter in the list will be actioned. For instance if the first action is delete

G Warning — If a mail matches the criteria of more than one filter only the
and the second is forward, the mail will be deleted but not forwarded

Modifying and De-activating filters

To modify or de-activate a filter click the "+" next to Filters in the
Navigation Tree, then click the name of the filter you want to
amend in the expanded menu.. To modify the filter, make the
necessary changes then click Update. To turn the filter off so that it
no longer operates but is not deleted make sure the Active box is
not checked (ticked) then click Update.

Changing the Order of Filters

You can change the order in which filters are actioned. To do this
click Filters in the Navigation Tree. This will display a dialog
showing the currently defined filters and the order in which they
will be applied. New messages are checked against your filters
starting with the first filter in this list. If the message does not
match the criteria of the first filter it will be checked against the
next filter in the list and so on. As soon as the message meets the
criteria of one of the filters the action for that filter will be applied
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to the message and the message will not be checked against any
remaining filters in the list. Note that since filters are applied in
order it is good practice to have the Confirmation filter (if
enabled) as the last filter in the list.

Filters

Filter Messages | Active

Anti-spam
Bayesian
Block List
Confirmation
White List

L B s A e R N o

Add Remaove +

- | Reset| Apply

FIGURE 129.

To change the position of a filter select it in the list by clicking on its
name. Then use the + and - buttons to move the filter up or down
the list. Remember if a mail matches the criteria of more than one
filter only the first filter in the list will be actioned. When you have
finished changing the order of your filters click Apply to set your
changes.
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17 Setting up Tags

GMS WebMail allows you to define tags which can be attached to
messages. Tags allow you to search across multiple or all folders, for
messages with a particular tag or number of tags. For example you
could attach the tag "Sales" to all sales messages and the tag
"Support" to all support messages. Occasionally you might get a
sales message that has a technical content so you could attach
both tags to these messages. You then have three possible search
scenarios open to you:

e search for all messages with a sales tag.
e search for all messages with a support tag.
e search for all messages that have a sales and a support tag.

17.1 Creating a new tag

To create a new tag, click Tags in the Navigation Tree. This will
display a box showing all existing tags.

To create a new tag, click Add. This will display another dialog
where you can type the name of the new tag you want to create
and select a color to associate with the tag. Once you have typed in
the name, click OK. The tag will be created and appear in the
Navigation Tree under Tags.

Add New Tagqg

Tag Mame |

Tag Color | Mone  »

| (] 4 | Cancel

FIGURE 130.

17.2 Deleting tags

To delete a tag, click Tags in the Navigation Tree. This will list your
currently defined tags. Select the tag that you wish to delete from
the list and click Remove.

17.3 Applying a tag to a message

Attaching tags to messages is quite straightforward. Simply select
the message to be tagged by clicking on it. Then click the tag icon
in the bar at the top of the screen. This will display a dialog
(figure 131) allowing you to select which tag or combination of
tags you want to attach to the message. This dialog also gives you
the option to add a new tag if the existing ones are not suitable.
Once you have selected which tags to use click Save.
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2 GMS WebMail: Message tags - M... [= |[T1|[X]
w b=l save < @ | S

Tags currently applied to this message

] Irmpart

Man 17 Sep

FIGURE 131.

17.4 Using the search tool with tags

If there are any tags defined in GMS WebMail you can use the
search facility to list any messages that have a particular tag or
combination of tags. When you launch the search utility (See
page 37) you will see an option message is tagged as. Click the
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radio button next to this to select it. You will also see the tags listed
with check boxes alongside them.

Search For Messages ks

Messages to Find

() Message body contains

() To field contains

) Cefield contains
() Subject field contains
(%) Message is tagged as Wl Sales

| |
| |
() From field contains | |
| |
| |

Folders to Search

() Search all Falders

(% =earchin InBax

[] Sent
[] Drafts

[] Trash
[] uarantine

]9 |

FIGURE 132.

Check the boxes next to the tags you want to search for. Then
specify which folders you want the search to look in or select all
folders. Next click Go. You will now have a list of all matching
messages in the Search Results folder.
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18 Setting up Templates

GMS WebMail makes it easy to set up template messages. They can
be used to save time when you need to send a similar message
many times. For example, a sales team manager might need to
send a message with the team’s performance figures to the VP of
Sales every week. A template can be designed with a standard
message and the VP's e-mail address. Then, each week, the sales
team manager just needs to add the figures, perhaps as a
spreadsheet attachment, and click Send.

18.1 Adding and removing templates

To manage your templates click My templates in the Navigation
Tree. This will display a dialog listing your currently configured
templates.

My Templates

Template Size | Default

ane
Sales figures z

Add| Remove | Default

FIGURE 133.

To delete a template select it in the list and click Remove. To make
one of your templates the default template select it in the list and
click Default. A "*" will appear next to the template name in the
list to denote its default status. The default template, when set, is
displayed every time you launch the compose window to start a
new message. If you don‘t want to use a default template at all
select the template that is currently the default and click Default.
This will remove the default status for that template and the "*"
next to it will disappear.

To add a template click Add. This will display a dialog similar to the
compose window allowing you to enter the template details. A
Template for the above scenario might look like the example in
figure 134.
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Mew Mail Template

Termplate | Sales Figures

To salasyP@company.dam e

Subject

C e

B .

Attachmients _ Mone - 'EJ >{ e

7 2, | 4% 5, — 8 | AL D|IEF|EE
Parsgraph  * Fork Mama = Size r B ¢ [ W | E X 3 BE

J Smith

Faul,
This week's sales figures are:

Rids,

Team Leader

Ok, Cancel

FIGURE 134.

When you have finished writing the template click OK.

see page 20.

G For information on what the different fields in the template screen refer to

18.2 Selecting a template when composing e-mail

Click the Compose icon as normal. If you want to use a template
for this message, select it from the drop-down list at the top of the
Compose window. Make any necessary additions or changes to the
message. Then when it is ready to send click Send as normal.

18.3 Updating templates

When a template is created it will be listed in the Navigation Tree
under the My Templates branch. To update the template, click its
name in the tree and this will display the template itself. Once you
have finished making changes, click OK.
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18.4 Using Templates with Forward, Reply, Reply all and
redirect

When you have a default template set up, clicking one of these
options will apply the default template to the Forward, Reply, Reply
all and Redirect message. The original message will be maintained
and any text defined in the template will just be added to it. If there
were any e-mail addresses in the template these will not overwrite
the addresses that the message is to be forwarded, replied or
redirected to.
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19 Access Rights

19.1 Types of Access Rights

You can assign access rights to your personal objects only. This
includes address books.

There are two separate types of access rights available:
e Pre-defined access rights
e Custom access rights

19.2 Pre-defined Access Rights

These are a set of access rights, each of which provide varying
degrees of permissions to items and objects. The pre-defined
permissions are:

¢ None - No access permissions.

e Read public - This right gives others the ability to see any item
that you create with public access. They will not be able to see
any private items or make any changes to any item.

e Read private - This right gives others the ability to see any
items that you create with public or private access. They will not
be able to make any changes.

e Read private as busy - (Calendars only) This right gives others
the ability to see any entries that you create with public access.
They will also be able to see entries created with private access
however they cannot see what the content of that entry is, that
is, if they are viewing a calendar event instead of the event
summary and details they will see the text "Busy". They will not
be able to make any changes.

e Manage - This right gives others full control. They will be able
to see all your public and private items and are also able to edit
these items.
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The pre-defined access rights provide the following sets of
pPermissions:

None Read Read Read Pri- Manage
Public Private | vate as
Busy

Folder Visible

Read Items

Edit ltems

O O O O

Create Items

Create Sub Folders

Private Items Visible
Read Private ltems

Edit Private Items

O O O O

Delete Items

Administer

If these do not fully meet your requirements, then use the custom
access rights as described in the next section.

19.3 Custom Access Rights

A finer level of control than available with the pre-defined access
rights is available to you by using custom access rights, each of
these and their effect is listed below.

e Folder Visible - the user is able to see your shared folder.

e Read Items - the user is able to read any items in your shared
folder that are marked as public.

e Edit Items - the user is able to edit any items in your shared
folder that are marked as public.

e Create Items - the user is able to create items in your shared
folder.

e Create Sub Folders - the user is able to create sub folders
within your main shared folder.

e Private Items Visible - the user is able to see any items within
your shared folder that are marked as private.

e Read Private Items - the user is able to read any items within
your shared folder that are marked as private.

e Edit Private Items - the user is able to edit any items within
your shared folder that are marked as private.

e Delete Items - the user is able to delete items from your
shared folder.

e Administer - the user is able to completely administer your
shared folder including the ability to give access to other users.
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19.4 Global Address Books

Overview

You can only assign access rights as described above to your
personal objects (including address books). Access rights to global
address books (System, Domain, or Local) can be assigned by either
the address book owner or other persons with suitable permissions.

Types of Access Rights

e Read - Gives members of the selected group the right to see
that entry although they are not allowed to make any changes
to it.

e Edit - Gives members of the selected group the right to make
changes to that entry. The group must also be given Read rights
to the entry or its members will not be able to see it in order
that they may edit it.

Read and Edit Rights

There are four options for Read and Edit rights as described below.
Different options may be selected for read and edit access, for
example you may want to retain Edit rights yourself but allow
anyone else in your domain to read an item. Or you may want
everyone within a particular group, for example Secretaries, to be
able to edit the item but everyone on your system to be able to
read it.
e Me only - If this option is selected for both Read and Edit then
only you yourself will be able to see or edit this particular item.
e Members of group - Rights may be given to any existing
Group within your domain. If there is more than one group
available the required group should be selected from the drop
down menu. Groups can only be set up by your administrator.

your administrator may have set up a group that contains a list of a
company'’s sales staff. The group might have a name like salesstaff. This
allows you to post a single message to salesstaff@Company.dom and all
the members of that group will automatically receive a copy of the
message. You can give these groups access rights to your items. Some
groups might be created that you can’t post to just so that you can give
them access rights. Only administrators can create groups.

c A Group is a select list of user accounts on your email server. For example

e Everyone in domain - Rights may be given to all of the users
within your domain. Users in other domains on the system will
not be able to see the item.

e All users on the system - Rights may be given to all users on
the system, that is, every user set up on your server will have
access no matter what domain they belong to.
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1 Reading Messages

1.1 Log in to GMS WebMail Express

On your workstation, start up your web-browser. Enter the URL
your administrator should have provided you and you will see a
page displayed asking you to log in. The log in page will ask you for
your full e-mail address and password which will have been given
to you by the system administrator. Enter these details, select GMS
WebMail Express from the Interface drop-down and click Login.

The following chapters describe how to use the Express interface.
The Professional, Mobile and Instant Messaging interfaces have
their own sections in this guide.

1.2 The Display

Once logged on you will see a display similar to that shown in
figure 1. You may find that the colors and look have been altered
by your administrator but the layout and functionality will be the
same. The screen has the following parts - Left hand menu, top
menu bar, upper and lower navigation bars, upper and lower
button bars, listing/preview area and status bar at the bottom of

f FEHE Compose Address Refresh Professional Admin Help Sign Off

() Folders | >> |
[(#Sent o Gordano Sales  Welcome to Gordano Messaging Services 2015-08-24  11:45:19-0000  2BKB
[#Draits
B Trash | Reply || Reply All || Forward || Delete | | Move || InBox v
= Quarantine Page 1 of 1

® Address Book >> |
My Addresses
Block List
Quarantine
System
Local Addresses

E Servers

& Personalities | << |
£ user

& Filters | << |
= Anti-spam
== Block List
= Confirmation
= White List

HiPreferences

InBox - 1 messages 28KE Thu 03 Sep
FIGURE 1.

" It is recommended that a screen resolution of at least 800 x 600 is used
Y when using the WebMail Express client.
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Top Menu Bar

The menu bar along the top of the display provides you with
options such as the address book, composing a message, context
sensitive help, and so on.

Compose

Click this option when you want to start a new e-mail message.

Address

Click this option to open a blank individual address book entry
screen, this allows a new entry to be easily added.

Refresh

Clicking this option tells GMS WebMail Express to check if any
more e-mail has arrived for you. When we discuss Preferences you
will see how to automate this process.

Professional

Allows immediate switching to the Professional interface which is
much more full featured including calendars, tasks etc.

Instant Message

Selecting this option will open up an instance of GMS Instant
Messenger in a new browser window and automatically log you
on. Note that this option is only available if you have a Java enabled
web browser and your system administrator has allowed access to
GMS Instant Messenger for your account.

See the GMS Instant Messenger section of this guide for
information on using the Messenger client.
Admin

If you are the system administrator this option switches you to the
configuration display. If your e-mail account is with a GMS Mail
server this button will also take you to the GMS Mail configuration
for your account. This button is only available if you logon to GMS
WebMail Express on the Administration GUI port.

Help

Click this option for context sensitive help at any time.

Sign Off
When you have finished remember to log out by clicking Sign Off.
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Upper and Lower Navigation Bars

Just below the top menu bar are some options allowing you to
navigate your way through the messages in the selected folder. By
default the options are repeated in an identical bar at the bottom
of the screen.

5 Page 10 of 23 Next

FIGURE 2.

By default the client will choose a sensible amount of messages to
list in one go based on the size of your screen. This is designed to
make it easier to navigate through your messages, keep page sizes
to a minimum and increase the speed of display. You can override
this automatic setting from the Preferences branch of the left
hand menu. If there are few enough messages in the folder that
they can all be displayed on one page the only thing you will see in
the Navigation bars is "Page 1 of 1". If there are more messages
than can be displayed on one page extra options will be available as
follows:

Previous

Clicking on this option will list the previous page of messages in the
folder.

Next

Clicking on this option will list the next page of messages in the
folder.

Numbered pages

If you have more than one page of messages in the selected folder
a series of numbers will appear in the Navigation bars allowing you
to select a specific page of messages by clicking on the required
page number. If there are more pages than can be listed "<" and
">" options will be displayed which can be clicked on to display the
extra page numbers which can then be selected.

Show all

Clicking on this option will display all the messages in the selected
folder in a single list. If you select other folders the Show all option
will remain selected until you click on the Show paged option that
replaces it in the Navigation bars.
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Cancel

If you are viewing messages in a folder other than InBox you will
see an additional Cancel option. Clicking on this will change the
display to show the contents of the InBox folder.

G Both the upper and lower navigation bars can be disabled from the Prefer-

ences branch of the left hand menu tree.

Upper and Lower Button Bars

Below the upper navigation bar and above the lower navigation bar
you will notice a row of buttons allowing you to carry out actions
on new and existing messages in a folder. The buttons and their
purpose when viewing a folders contents are explained below.
Different sets of buttons are displayed in different areas of the
client for example when working with the address book. These will
be explained separately in the relevant part of this guide.

All the buttons are disabled until at least one message is selected in the

folder by clicking in the checkbox to the left of the message details. Some
buttons remain disabled if more than one message is selected. For example
Reply since it is not possible to reply to more than one message at a time.

Reply

Click this button to compose a reply to the currently selected
message. The reply goes to the original sender only. The compose
page will be explained in the next section.

Reply All

Click this button to compose a reply to the currently selected
message so that it is copied to all of the original recipients.

Forward

Click this button to send a copy of the currently selected message
to another recipient. This will change the From address so that it
appears the e-mail has come from you. You can add your
comments to the e-mail before it is sent.

Resend
Similar to the Forward option but does not pre-fix each line with
>,

Redirect

Click this button to forward the message you are looking at to any
other recipient with the difference that the original senders From
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address will be maintained and (by way of <your details>)
appended.

Delete

This will remove any selected messages from the current folder and
send them to the Trash folder. By default when you sign off from
WebMail the contents of the Trash folder will be emptied.

Copy

This will copy any selected messages from the current folder to the
folder you select from the drop-down box next to the Move
button.

Move

This will move any selected messages from the current folder to the
folder you select from the drop-down box next to the Move
button.

Both the upper and lower button bars can be disabled from the Prefer-
ences branch of the left hand menu tree. Individual buttons can also be
enabled and disabled.

Left Hand Menu

The left portion of the display contains a menu containing links to
each of your folders, your address books and preferences. Clicking
on a folder will display the contents of the folder on the right hand
side of the screen. In a similar way clicking on an address book will
display the contents of that address book on the right hand side
listed in the same way as messages in a folder.

Clicking on the Folders or the Preferences menu items will display
a list of options on the right of the page. These are described in
detail in later sections of this guide.

When you first log on only the default folders and address books
are shown in the left hand menu. To expand the menu to show the
non-default items click on the right arrow buttons.

To hide the extra folders or address books again click on the left
arrow buttons.

Listing/Preview Area

On the right hand side of the display you will see the contents of a
folder or address book. This area is also used for composing
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messages and configuring preferences. When you first log on you
can see the list of messages in your InBox.

Status Bar

The final area of the screen is the Status Bar. This will confirm
when operations are complete and display additional information

such as the last time you logged on or the number of messages in a
folder.

1.3 Viewing e-mail

To read a message left-click on the address or subject in the list on
the right hand side of the page. The list of messages will then be
replaced with the message contents as shown in figure 3.

Compose Address Refresh Instant Message Admin Help Sign Off
Previous Message 10 of 42 Next Cancel
Reply | [ Reply Al ][ Forward | [ Delete | [ Cancel InBox v

[Discuss] KB Article 3645 Which new viruses are caught with the GMS Anti-Virus definition files =
released on 14 Nov 20077

"GMS Discussion List" <discuss@gordano.com=
Date: 2007-11-14 00:40:28
To: discuss@gordano.com

gorchi{ Gordano Knowledge Base Article Q3645

Which new viruses are caught with the GMS Anti-
Virus definition files released on 14 Nov 20077?

GMS Anti-Virus provides two distinct virus engines. The first provides protection from Zero Hour
vulnerahilities, i.e. those that traditional virus engines are not yet aware of. The second uses multiple
detection techniques. including heuristics. It has very strong disinfection capabilities. It detects and
either disinfects or removes 100% of all viruses in-the-wild. These are viruses that pose a real world
threat. This combination of Zero Hour and traditional Anti~virus engines offers complete protection
and prevents infected incoming or outgoing emails from reaching a users mailbox. Gordano’s
patented automnatic virus definition update mechanism provides maximum peace of mind, using a

secure but firewall friendly integrated messaging vehicle. The list of additional Viruses detected with s

Hrim rmlmmme im e Fmllmineme
Attachments: None vCards: - Select - v HEE e Qo
Reply |[ Reply Al |[ Forward | [ Delete | [ cancel InBox v
Previous Message 10 of 42 Next Cancel

FIGURE 3.

You will notice that the Navigation bars change slightly, showing
the position in the folder of the current message, for example,
"Message 2 of 4". Clicking on Previous in a Navigation bar will
display the previous message while Next will display the next
message in the folder.

An additional Cancel button also appears in the Button bars.
Clicking on this returns you to the message listing for the current
folder.

The message "headers" are displayed in the gray area below the
upper button bar showing To and From addresses, the message
subject and the date it was received.
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Just below and to the right of the message contents are a few
more buttons which are explained below.

Clicking on this will confirm the message as being genuine

EE mail and not spam.
= Clicking on this marks the message as spam.
ﬁ Clicking on this automatically forwards the message to your

local spam reporting account. Depending on the settings
enabled by your system administrator it will either be
automatically added to the system Bayesian dictionary or
held pending review by the administrator.

Q Clicking on this will add the sender of the message being
viewed to your blocked senders list. Once they have been
added to the list messages from that person will no longer
arrive at your inbox. This is available with GMS Anti-Spam.

'Cl This will show the full message including all headers. It is
useful for finding out more details about who sent the
message and how it has been formatted. To return to the
normal message view click on the Cancel button.

S This brings the message up in a separate window which is
useful for printing out the message.

1.4 Reading Attachments

When you receive a message with an attachment, a link for the
attached file will be displayed below the message or the
attachments will be listed in a drop-down box depending on your
preferences. To view the attachment click on the link or item in the
drop-down and the application associated with the file will open
within a new browser window. Alternatively you can save the
attachment to another location. To do this right-click the link or
drop-down item and pick the "Save Target As..." option from the
pop-up menu. Specify the location you want to save to and the
filename you want to use. If no program is associated with the
attachment the "Save to disk" option will open automatically.

1.5 Reading Vcards

When you receive a message it might include an attached vCard
(Virtual Business Card) which contains contact information about
the sender of the message or even a third party. You can view and
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add the content of the vCard to your address book. To do this
simply click on the link or drop down entry for the vCard at the
bottom right of the message.
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2 Composing a Message

The page for composing a message is the same as for replying to,
forwarding and re-sending a message.

To compose a new message you will need to click on the Compose
button in the top menu bar.

To respond to a message check the box next to the message in the
listing for that folder. Then click on one of the buttons in the
button bars. - The options are Reply, Reply All, Forward, Resend and
Redirect as discussed in the previous chapter. Clicking on any of
these options will display the "Compose" window (figure 4) but
with some or all of the fields already filled.

2.1 Composing an email message

The "Compose" window allows you to compose your email
message. Depending on your settings some of the options shown
in figure 4 may not be displayed

|Cumpuse Address Refresh Instant Message Admin Help Sign Of

Send | Save | Optiu:uns| Cancel |

From | postrmaster@test.dom (postmaster) j

To | @
Subject |
Cc @

|
Aftachments Im @

Send Save Options Cancel
. cencel]

FIGURE 4.
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Field
From

To

Subject
Cc

Bcc

Attachments

Message
Body

When you have completed your message you have four choices.

Description

The From field has a selection box. When you start using GMS
WebMail there will only be one choice. You can add
"Personalities” in order to send from other addresses. (See
page 161 for information on Personalities). You may also have
the option to add disposable email addresses. (See page 123 for
information on disposable addresses)

Enter the address of the person who is to receive the message.

You can add a number of addresses separated by a comma (,).

Clicking on the address book icon allows you to select contacts
from one of your address books. The selected contacts will then
be added to the message for you.

Enter the subject that the message relates to.

Enter the e-mail addresses of people that are to receive a
Carbon Copy of the message. Note that all recipients will be
able to see who else has received a copy. Multiple addresses
must be comma separated. Clicking on the address book icon
allows you to select contacts from one of your address books.

The selected contacts will then be added to the message for you.

Enter the e-mail addresses of people that are to receive a Blind
Carbon Copy of the message. Other recipients will not see that
the message has been sent to the addresses in the Bcc box.
Multiple addresses must be comma separated. Clicking on the
address book icon allows you to select contacts from one of your
address books. The selected contacts will then be added to the
message for you. By default this field is not displayed. You can
enable it via the Preferences option in the left hand menu.

See page 218.

Type the body of the message in the large text box towards the
bottom of the page.

Clicking Save will place the message in the Drafts folder for
sending or editing later. This is useful for those occasions when you
are not sure if you really want to send the message yet. The Cancel
button will discard the message while Send will cause the message
to be sent immediately.

e Use the Tab key on your keyboard to move from one entry to the next.

Clicking Options will change the display to that shown in figure 5,
providing a number of additional options. Some of these options

may not appear if they have not been enabled for your account.
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Option

|Cumpnse Address Refresh Instant Message Admin Help Sign Of

I I Cann:ell

Pricrity

Add to address boak |- Mane - j

W' Include my vCard
™ Reguest delivery notification

™ Request read natification

K | Cancel |

FIGURE 5.

Description

Priority

If you wish to draw the recipient's attention to the Email
message a priority can be given, which is then displayed to the
recipient when they receive the message. If the message is very
important you would select a priority of Highest.

Add to book  When your message is sent, the address(es) it is sent to will be

added to the address book that is selected here. If the address is
already in the address book no action will be taken. By default
this option is set to None. If you prefer to change the default to
be one of your address books you can do this by logging on to
WebMail Professional clicking on the "+" next to Preferences in
the left hand menu tree and then selecting Address Book from
the extended menu. The option to change is Add outgoing
email addresses to book.

Include my Selecting this option will add your personal vCard to the

vCard

message. For this option to be used successfully you should have
as complete an entry for yourself as possible in your address
book. By default this option is checked. If you prefer to change
the default so that your vCard is not automatically attached log
on to WebMail Professional, click on the "+" next to
Preferences in the left hand menu tree and then select Address
Book from the extended menu. The option to change is Add my
vCard to outgoing emails.
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Option

Request
delivery
notification

Request read
notification

Description

If this option is checked then the message you send will contain
a request for a delivery notification. This means that if the
receiving mail server allows delivery notifications you will receive
a message informing you that your message has reached its
destination. By default this option is not checked. If you prefer to
change the default to always request a delivery notification you
can do this by clicking on Preferences in the left hand menu and
then selecting Composing Mail from the options on the right of
the page. The option to change is Request delivery
notification.

If this option is checked the message that you send will contain a
request for read notification. This means that if the recipient's
email program is set up to allow read receipts you will receive a
message informing you that the recipient has opened your
message. Note that most email programs allow you to choose
whether or not a read notification is sent on a message by
message basis. So the recipient may read your message but
choose not to allow the read notification to be sent. By default
this option is not checked. If you prefer to change the default to
always request a read notification you can do this by clicking on
Preferences in the left hand menu and then selecting
Composing Mail from the options on the right of the page. The
option to change is Request read notification.

Sending Attachments

To send attachments click the paperclip in the compose window.

[

Next to the attach button is a box listing the current attachments.
Clicking the attach button will change the display to allow you to
browse for the location of any files you want to attach to the

message.

Once you have found the file you want to attach, click Add and

this will add the file name into the attachments drop down on your

message.

Should you want to remove an attachment you will need to click on
the file name in the drop down of attached files, then click on the
paperclip button with the red cross. @‘

If your administrator has installed GMS anti-virus software, your attach-
ment will be automatically scanned. If a virus is found, the attachment will
be rejected.

Sending vCards

GMS WebMail allows you to attach virtual business cards (vCards)
to messages that you send. For example if a customer asks you for
the contact details of the sales department you could send them a
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vCard that contains all the relevant information. To attach a vCard
click on the address book icon next to the list of attachments in the
compose window.

AttachmentleD:ument.bdj F4ERl ﬁ

FIGURE 6.

This will display the address book view, shown in figure 7, which
allows you to select which contacts to attach vCards for.

|Cnmpnae Address Refresh lnstant Message Admin Help Sign Of
Fage 1 of 1

Cancel |

W Mame Ermail address

Cancel

Change ||MyAddresse j

v Sales Salesifgordano. corm

Add | Cancel | Change ||MyAddresses j

Fage 1 of 1 Cancel

FIGURE 7.

In this view you can select different address books using the drop
down box on the right of the button bars. To add vCards select the
contacts from the list in the left hand pane of the window by
checking the box on the left of their listing. When you have
finished your selection click Add. This will add the vCards to the
message as attachments with a file extension of .vcf. See “Address
Books” on page 63 for more information on vCards.

Should you want to remove a vCard, click the vCard in the list of
attachments then click the paperclip button with the red cross. &
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3 Folders

WebMail Express provides a number of standard folders for you to
use but you can also add your own folders. The standard folders

are:

Inbox - This is the folder that new messages will normally
appear in.

Sent - When you send a message, a copy of it is kept in your
Sent folder for reference. You can configure GMS WebMail to
delete the contents of this folder at log off if you wish. This
folder can also be configured to be archived automatically each
month. See page 129 for details. If your system has the GMS
SMS and Pager gateways installed and you have access to use
these features you will find sub-folders called "SMS" and
"Pager" beneath the Sent folder.

Drafts - If you click on the Save button when composing a
message the message will be moved to this folder so that you
can continue work on it at a later date.

Trash - When you delete a message from any folder it is moved
to the Trash folder. This allows you to retrieve the message
should you need to do so. By default GMS WebMail empties
the contents of this folder when you log off. This folder can
also be configured to be archived automatically each month.
See page 129 for how to stop the contents of the Trash folder
being deleted.

Quarantine - This folder is only displayed if you are using GMS
Anti-Spam. The folder is used to hold messages that match the
anti-spam filters that can be set up via GMS WebMiail. If the
filters are configured correctly only Unsolicited Commercial
EMail (UCE) will end up in this folder. See page 79 for more
information. You can configure GMS WebMail to purge this
folder at log off. See page 130 for details.

3.1 Managing Folders

To manage your folders click on the word Folders in the left hand
menu. This will display a folder summary on the right of the page
listing each folder, how many messages it contains and the current
size the folder contents.
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|Cnmpnse Address Refresh  Instant Message Admin Help Sign Off

Add Delete | Fename | Empty | Cancel |
Space used 10KE Total messages |1—
Total folders IE
| W Mailbox Cize
[~ InBox 1 10KE
[ Sent 1] QKB
[T Drafts 0 QKB
[~ Trash 1] OkE
[ Quarantine a QKB
[~ test 1] QKB

FIGURE 8.

There is also information on
e Space used

e Space remaining

e Total messages

e Total folders

If your administrator has not put a limit on the disk space, you will not see
the "Space remaining" information.

From the folders page you can:
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Add a new folder

Click Add to display a new window allowing you to specify the
name of the folder you want to create.

|C|:|mpclse Address Refresh Instant Message Admin Help Sign Off

Add | Cancel |

Folder name ||

Create in I—Nune— 'I

Arld Cancel |

FIGURE 9.

Enter the name of the new folder in the Folder name box. If you
want the new folder to appear under an existing folder select the
existing folder from the Create in drop-down. When you are ready
click on Add to create the folder. Click Cancel to return to the
previous view.

Remove an existing folder

To remove a folder and all messages within it, select it from the list
of folders (figure 8) and click Delete. A warning message will
appear asking if you are sure you want to remove the folder and all
of its messages. Clicking OK will go ahead and delete them whilst
clicking Cancel will abort the deletion.

G The standard GMS WebMail folders can not be deleted.

Empty the contents of an existing folder

Select the folder you want to empty from the list of available
folders then click Empty.

Rename folders

To rename a folder select it from the list of folders, then click
Rename. This will change the display allowing you to enter the
new name for the folder.

The standard folders can not be renamed from here. They can only be
renamed by selecting the Folders option under Preferences in the menu
tree.
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4 Address Books

GMS provides a number of different address books which are
described in “Types of address book” on page 63.

4.1 Adding a new address book

Changes and additions to address books are managed from the
Address book branch of the left hand menu tree. Clicking
Address book displays a page listing the currently available
address books

Compose Address Fefresh Instant Message Admin Help Sign Off

Cancel

Deletel Fenarme | Cancel |

Wl Address Book Name
[ My Addresses

[ Block List

[ Cuarantine

[~ System

[ Local Addresses

Add | Deletel Renamel Cancel |

FIGURE 10.

Cancel

To add a new address book click Add.... Type in the name you want
the address book to be called and select whether it should be
added to My Addresses, Domain or System by clicking on your
choice in the displayed drop-down box. Then click Add to create
the new address book. Existing address books can be removed or
renamed by selecting them in the list of books and clicking Delete
or Rename respectively.

The option to add a domain or system address book is only available if the
Administrator has given you access rights. You cannot add extra books to
Local Addresses, Block List or Quarantine.

Importing and Exporting Address books

You can import and export address books from within the WebMail
Professional client (see page 65).

4.2 Managing contacts in an address book

To manage your existing contacts select the address book from the
menu tree that the existing contact is listed in. If extra address
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books have been added in addition to the default books they will
be displayed under their parent book.

Selecting an address book will change the display on the right of
the screen. Instead of displaying a list of messages this area will
now display a list of the contacts that are contained in the selected
address book, shown in figure 11. If you click on an entry in this
listing the details for that contact will be displayed

ICompnse Address Refresh Instant Message Admin Help Sign Off

Fage 1 of 2 Next 1Z Showe all Cancel

Edit Delete | biowve ||rv1y,f-\ddresses j

Wl Display name  Family name  First name Organization  Email address

[ Sales sales@gordano. com
¥ John jochn@example.cam
[~ Fred fredi@example.com
[~ Jdim [amesEhexample. com
[T Sam 5. smithi@example.com
Edit | Delete | b ove ||MyAddresses j

Fage 1 of 2 Next 12 Show all Cancel

FIGURE 11.

Adding Contacts

To add a new contact click the Address link in the top menu bar.
This will launch a new display that will allow you to add details for a
new contact. As a minimum you will need to add an email address
for the contact. The Add button will be greyed out until an address
is entered.

You can select which address book the entry should be added to by
selecting the desired book from the Address Book drop-down box.

Editing Contacts

To edit an existing contact or to view all of the details for that
contact select the relevant address book in the left hand menu tree.
You can then click on their entry in the list of contacts on the right
of the page. The current address book entry for that contact will be
displayed. To change any details click Edit to display a page similar
to that displayed when adding entries.

When you have finished making changes click OK to apply them.

Removing a contact

To remove a contact from an address book select the address book
from the menu tree on the left of the screen. All the entries in that
address book that you are allowed to view will then be listed on the
right of the screen. Check the boxes to the left of any entries you
wish to remove and click Delete. This will remove the entry
providing you have permissions to do so.
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4.3

Moving contacts to another book

To move a contact select the address book that currently has the
contact in it from the left hand menu tree. Next check the box to
the left of the contact that you want to move. You can then select
the book to move the entry to from the drop-down next to the
Move button. Once you have selected the destination book click
Move to complete the process.

Using the address book when composing e-mails

To use the address book when composing messages click on the
Compose link to display a blank message. You will notice there are
address book icons next to the To:, Cc: and Bcc: fields. If you want
to add an address to the To: field click on the icon next to that field.
This will change the display (Figure 12) allowing you to choose
which email addresses should be added to the To: field. By default
the contents of the My Addresses book is listed. You can choose
different address books by selecting them in the drop down menu
in the button bar and clicking Change.

|Cnmpnse Address Refresh

Page 1 of 2 Mext

Al - Change ||MyAddresses

Instant Message Admin Help Sign Of

Show all

Wl Mame Email address

[ Fred fred@example. com
[~ Jim [ames@@example. com
™ John johniexample.com
™ Judy judyiexample.com
[~ Sales Sales@gordano. com

Al | Cancel | Change ||MyAddresses j

Page 1 of 2 Mext 12 Cancel

FIGURE 12.

4.4

Check the boxes to the left of any addresses that you want to
appear in the To field of the message. Once you have selected all
the addresses that are required click Add to return to the message
you have started to compose. The selected addresses will
automatically appear in the To: field of the message. Alternatively
you can click Cancel to return to the Compose display without
adding any of the selected addresses. Exactly the same process can
be followed for the Cc: and Bcc: fields of the message.

Access rights for address books

When you add or edit an address book entry you may find Access
options towards the bottom of the entry. These options control the
access rights for the selected address book entry.
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The Access options allow you to define who if anyone, other than
yourself, is allowed to have access to this particular address book
entry. Every new entry that you make automatically assigns Read
and Edit access to yourself.

Entries in your personal address books, those under My Addresses,
can not be shared with anyone else. When creating or editing
entries in a personal address book, although you can grant read
and edit privileges to others, they can never have access your
personal address books and therefore cannot see the shared entries
in them. To create an address book entry that can be seen by other
users it must be created under either the System or Domain level
address books. You will then need to allow read access for the
entry.

There are two separate types of access rights available

e Read - Gives members of the selected group the right to see
that entry although they are not allowed to make any changes
to it.

e Edit - Gives members of the selected group the right to make
changes to that entry. The group must also be given Read rights
to the entry or its members will not be able to see it in order
that they may edit it.

There are four options for Read and Edit rights as described below.
Different options may be selected for read and edit access, for
example you may want to retain Edit rights yourself but allow
anyone else in your domain to read the entry. Or you may want
everyone within a particular group, for example Secretaries, to be
able to edit the entry but everyone on your system to be able to
read it.

e Me only - If this option is selected for both Read and Edit then
only you yourself will be able to see or edit this particular entry.

e Members of group - Rights may be given to any existing
Group within your domain. If there is more than one group
available the required group should be selected from the drop
down menu. Groups can only be set up by your administrator.

your administrator may have set up a group that contains a list of a
company'’s sales staff. The group might have a name like
salesstaff@Company.dom. This allows you to post a single message to
salesstaff@Company.dom and all the members of that group will
automatically receive a copy of the message. You can give these groups
access rights to your address book entries. Some groups might be created
that you can't post to just so that you can give them address book access
rights. Only administrators can create groups.

e A Group is a select list of user accounts on your email server. For example

e Everyone in domain - Rights may be given to all of the users
within your domain. Users in other domains on the system will
not be able to see the entry.
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e All users on the system - Rights may be given to all users on
the system, that is, every user set up on your server will have
access no matter what domain they belong to.
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5 Collecting Mail From Other Mail Servers

GMS WebMail Express allows you to download your mail from any
remote POP3/IMAP server. In fact you can specify any number of
mail accounts on different mail servers that GMS WebMail Express
will check for messages. To set up GMS WebMail Express so that it
will check another account, click the Servers option in the menu
tree on the left of the web page.

This will display a box listing the currently defined servers.

Compose Address Refresh Instant Message Admin Help Sign Off
Add | Delee | ok | cancel

W Check for mail every |15 E minutes

Wl Mame Address

[ IMAPSenver [t AP B2 172.232.160 *

[~ POPServer POP B2 172232160

Ardd | Deletel 0] | Cancel |

Cancel

FIGURE 13.

The box will be empty until at least one server has been added. To
add a new server click Add.... This will display a dialog where you
can enter the details of the server and account you want to have
checked for mail.

If you want to delete one of the personalities select it in the list by
checking the box to the left of the Profile Name and click Delete.

Check for mail

The frequency that remote mail servers are checked for new mail
can be set using the scroll box to set a desired interval in minutes.
The default is to check every fifteen minutes. Clicking OK will
confirm the change.
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5.1

Collecting mail from an IMAP/POP3 server
Compose Address Refresh Instant Message Admin Help Sign Off
Cancel
Add | Cancel |
Profile name |
Type * POP

" IMAP  Faolder Directory

SEmEr
address

|

|
Fort I
Lzerharme

Password I

WV Download fram this server

[ Leave mail on server
W Add header for filtering

Add | Cancell

Cancel

FIGURE 14.

Before you can check mail on another mail server you will need to
enter the following information:

Profile Name

This is the name you would like this profile to be known by. It can
be anything you like.

Type

Select whether you are collecting from a POP account or an IMAP
folder. The folder directory is not required for POP servers. An IMAP
server may require the folder directory to be specified to indicate
the base directory for its folders. This is generally left blank but if no
mail is being downloaded check with the administrator for the
account you are downloading from.

Server Address

This is the IP address or fully qualified domain name of the server
from which mail will be downloaded. The IP address will take the
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form of 123.123.123.123 while the fully qualified domain name
will take the form hostname.domain.com.

Port

This is the port that GMS WebMail Express will connect to on the
remote server to download the mail. This is usually 110 if you are
collecting mail using POP and 143 if you are collecting mail using
IMAP.

Username

This is the name of the account under which mail is stored on the
remote machine.

Password

This is the password for the account under which mail is stored on
the remote machine.

Download from this server

By checking this option mail will automatically be downloaded from
the account at specified intervals. If the option is unchecked GMS
WebMail Express will only check for mail when you click Connect
for a particular server profile.

Leave mail on server

If this option is checked the mail you read from this account will
stay on the remote server. GMS WebMail will not download
additional copies of the mail that are left on the server. However if
you were to access the same mail account using another client you
would be able to download the messages again.

Add header for filtering

If this option is checked GMS WebMail will add a header to the
mail downloaded from each server. The header is
X-POPServer:<Profile Name>

This provides you with the ability to filter the messages into a
separate folder. See “Setting Up Active Filters” on page 239.

Once these details have been entered click Add to complete the
configuration.

Connect

This button only appears when a Server has already been set up
and the server setup is revisited by selecting the Profile Name from
the tree on the left of the screen. Clicking Connect will instigate an
immediate download of mail from that server.
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6 Personalities

GMS WebMail Express allows users to create different personalities.
Each personality can have a different return address, signature and
vCard. For example if you want to send a personal e-mail you can
setup a personality which contains your nickname, home e-mail
address and a witty comment as your signature. On the other hand
you could also have a work personality with your full name and job
title, company e-mail address and a corporately approved
signature.

G The option to create personalities may be switched off by the administrator.

6.1 Creating new personalities

To create a new personality click the Personalities option in the
menu tree on the left hand side of the page. This will display a box
showing a list of the personalities currently available.

Compose Address Refresh Instant Messange Admin Help Sign Off

Acdd Deletel Defaultl Cancel

M Personality Default
™ postrmaster *
[T Sales

Add | Deletel Defaultl Cancel |

Cancel

FIGURE 15.

The default personality will have a * next to it in the default
column. The default personality is applied to all your outgoing
messages unless you select to use a different personality at the time
you compose the message. If you would prefer to make a different
personality the default you should select it in the list then click
Default. The * will then appear next to that personality. You can of
course only have one default personality at any one time.

If you want to delete one of the personalities select it in the list by
checking the box to the left of the personality name and click
Delete.

Click Add... to add a new personality. This displays another dialog
where you can enter the following:

e Personality name

e e-mail address
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e default domain
e signature

Personality
This is the name you want this personality to be known as.

E-mail address

This is the address you want people to reply to, that is, when they
click Reply on their client, the mail they compose will go to the
address you specify here.

The email address does not need to be on your local system although your
administrator can change this so that only local addresses can be entered.

GMS WebMail Express will always put your account details in the header of
@ the message to prevent you impersonating people inappropriately.

Default domain

The Default domain will be added to any address you enter that
does not have a domain name (the domain name is the part of the
address that follows the @ symbol). This saves typing because you
may only need to enter the first part of the e-mail address in front
of the @ symbol.

Signature

A signature is a piece of text which is added to the bottom of every
e-mail sent from this personality. Different personalities can have
different signatures.

There will already be one default personality defined which will contain
e your primary email address and domain

6.2 Changing a personality

You can edit a personality by selecting the personality name in the
tree menu on the left of the page. For example in figure 16 you can
see the Sales personality is being selected. Selecting the personality
will display.a dialog similar to that displayed when you first created

%F‘ersnnalities ﬂ

Egnatmaater

FIGURE 16.

the personality. Once you have finished making changes click OK to
apply them.
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6.3 Selecting a personality when composing e-mail

When you compose an e-mail GMS WebMail Express will assume
you want to use your default personality. If this is not the case you
can change personalities at any stage whilst composing the e-mail.
There is a drop down arrow to the right of the From box when you
compose the mail. Clicking on this will show a list of the email
addresses defined in your personalities with the personality name
shown in brackets after it. For example a personality of Sales with
an email address of sales@company.dom will look like this

sales@company.dom (Sales).

If you are downloading email from POP3/IMAP servers see also “Match per-
sonality to recipient address” on page 137
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7 Setting Up Active Filters

GMS WebMail Express allows you to set up filters which act on all
incoming messages. The filters perform a number of actions on
messages that match criteria that you define. For example
messages from an important client could be moved to a named
folder so they can be viewed together. You could also filter
messages downloaded from different external email accounts so
that they are placed into separate folders. Powerful filter options
also allow you to filter out unsolicited email so that you don‘t have
to waste time sifting through unwanted messages.

Unlike traditional mail clients messages arriving at your account are
filtered immediately. You don’t need to log on to GMS WebMail
Express to cause all your mail to be filtered. This means you can
have important messages forwarded immediately to another
account, cell phone, fax or pager.

& Filters «|

EEpnti-sparm
EEBayesian
HEBlock List
E Canfirmation
Eminihite | ist

FIGURE 17.

The Anti-spam, Block List and Confirmation filters shown in

figure 17 are powerful anti-spam filters which are available as a
part of GMS Anti-Spam. These are discussed in detail in the Anti-
spam chapter, although that chapter refers to GMS WebMail the
filters are identical in GMS WebMail Express. In this chapter we will
look at setting up general filters in GMS WebMail Express.

7.1 Adding and removing filters

To add or remove a filter click Filters in the left hand menu tree.
This will bring up a dialog showing all existing filters, the number of
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messages they have been applied to and whether they are active or
not.

Compose Address Fefresh Instant Message Admin Help Sign Off

Add I Delete | B3] | Clowen | Cancel
Wl Filter
™ Impaortant
™ Anti-spam
™ Bayesian

[T Caonfirmation
™ White List

Add | Deletel LJE| Duwnl Cancell

1]
0
1]
™ Block List 0
1]
1]

Cancel

FIGURE 18.

The Anti-spam, Bayesian, Block List, White List and Confirmation filters can
not be deleted. Some filters may not appear in the list depending on the
configuration of your server.

To remove a filter select the filter name in the list by checking the
box to the left of the filter name and click Delete. To create a new
filter click Add....

Enter the name you want the filter to be known by and if the filter
is to be used immediately make sure the box labelled Active is
checked.

Filter Criteria

This is where you define the criteria that incoming mail must meet
for this filter to act on it. You can set the filter to match the
contents of any mail header or message text. For instance if you
wanted all messages from sales@gordano.com to be filtered you
would enter sales@gordano.com in the box next to From and
select <contains> from the drop-down box.

message before the filter is applied to the message (that is, the options are

e If you fill in two options, both options will need to be matched by a
ANDed together).
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Compose Address Refresh Instant Message Admin Help Sign Off
Cancel
Add | cancal |
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FIGURE 19.

The drop-down box has a number of self-explanatory options that
you can use for matching mails.

e contains

e does not contain

e starts with

e ends with

e s

e isnot

You can use these options to check the To, From, Subject, Cc and
Reply-To headers for a match. You can also define your own header
that you want to match against. For instance some ISP's add an X-

Originally-To and X-Originally-From field. The body of the message
can also be matched using the above options.

Your system administrator has further options to filter out unsolicited and
offensive e-mail by using GMS Anti-Spam software.

Sender option

You will need to select which group of senders you want to apply
the anti-spam filter to selecting the field in incoming messages to
work with from the first drop-down menu. You can apply the filter
to four types of sender:

e Any one that sends you a message.

e Senders whose address is in any of your address books.

e Senders whose address is not in any of your address books.
e Senders whose address is in a specific address book.

The "Use wildcards" option allows you to put an entry such as

*@domain.com in your address book and have the filter
automatically apply against any sender in that domain.

Filter Action

Once the matching criteria have been defined you need to tell GMS
WebMail Express what to do with messages that match the criteria.
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This is done by selecting the Filter Action tab in the Filter Details
dialog. You have a number of single action choices:

e Transfer directly to inbox

e Transfer to <your choice of folder>

e Redirect to <e-mail address>

e Delete

You also have the option to deliver the message to your inbox in

addition to carrying out other actions upon the message. The
choices are:

e Copy to <your choice of folder>

e Forward to <e-mail address>

e Reply with <your message>

e Tag message with <your choice of tags>

e Send SMS message <to a specified number>

e Send Pager message <to a specified number>

e Send an instant message <to a specified account>

these GMS components being installed and the administrator allowing

G Note The option to send SMS, Pager or Instant Messages are subject to
access to them

Transfer directly to inbox

This will transfer the message directly to your inbox.

Transfer to your choice of folder

This will move matching messages to a folder that you choose from
the drop down box. No copy is kept in your inbox.

Redirect to <e-mail address>

This will send matching messages to the e-mail address you specify.
The original senders e-mail address will remain in the From: header.
No copy is kept in your inbox.

Delete

This will delete any matching messages. No copies will be kept in
the inbox or the trash folders. This is a dangerous option to use as
you may lose important messages if the filter hasn’t been set up
properly. It is safer to use the transfer to option to move matching
messages to the trash or quarantine folders. Then at least a copy is
retained.

Copy to your choice of folder

This will place a copy of matching messages in the folder you
specify. The original copy will stay in the inbox.
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Forward to <e-mail address>

This will send a copy of matching messages to the e-mail address
you specify. Your e-mail address will be placed in the From: header.
The original copy will stay in the inbox.

Reply with

If this option is selected people sending a matching message will be
sent an automatic reply. The reply will contain any text that you
type into the Reply with text box. The original message will remain
in the inbox.

Tag messages with

If this option is selected the matching messages will appear in the
inbox with the specified tag. Tagging messages allows for easier
identification and searching of messages. If you assign different
colors to your tags it makes it even easier to identify messages as
tagged messages are listed in the tag’s associated color. See
“Setting up Tags” on page 193 for more information.

Send SMS message

If your administrator has enabled the SMS gateway for your
account you can set the filter to send an SMS message to the
number you enter, each time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a mobile number set in the address book entry for at least one
of your personalities this option will be grayed out.

Send Pager message

If your administrator has enabled the Pager gateway for your
account you can set the filter to send a Pager message to the
number you enter every time an email arrives that meets the filter
criteria. The original message will end up in your inbox. If you don't
have a pager number set set in the address book entry for at least
one of your personalities this option will be grayed out.

numbers entered for Pager or SMS messages. If you are unsure ask your
administrator for further details.

G It may be necessary to include the International dialling code in any

Send instant message

If your administrator has enabled Instant Messaging for your
account you can set the filter to send an instant message to an
Instant Messaging user of your choice when the filter criteria are
met.
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Once you have finished setting your filter criteria and actions click
OK. The new filter will be listed under Filters in the left hand menu
tree.

Warning — If a mail matches the criteria of more than one filter only the
first filter in the list will be actioned. For instance if the first action is delete
and the second is forward, the mail will be deleted but not forwarded

7.2 Modifying and De-activating filters

To modify or de-activate a filter expand the Filters branch in the
left hand menu tree, then click on the name of the filter you want
to amend in the expanded menu. To modify the filter make the
necessary changes then click OK. To turn the filter off so that it no
longer operates but is not deleted make sure the Active box is not
checked (ticked) then click OK.

7.3 Changing the order of filters

You can change the order in which filters are actioned. To do this
click Filters in the left hand menu tree. This will display a dialog
showing the currently defined filters and the order in which they
will be applied. New messages are checked against your filters
starting with the first filter in this list. If the message does not
match the criteria of the first filter it will be checked against the
next filter in the list and so on. As soon as the message meets the
criteria of one of the filters the action for that filter will be applied
to the message and the message will not be checked against any
remaining filters in the list. Note that since filters are applied in
order it is good practice to have the Confirmation filter (if enabled)
as the last filter in the list.

To change the position of a filter select it in the list by checking the
box to the left of the filter name. Then use the Up and Down
buttons to move the filter up or down the list. Remember if a mail
matches the criteria of more than one filter only the first filter in the
list will be actioned. When you have finished changing the order of
your filters click Add to set your changes.
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8 Preferences

GMS WebMail Express provides you with a great deal of flexibility
allowing you to easily set preferences for the way things look and
work. Many of the preferences allow you to alter the appearance of
the Express client and to control how much information is displayed
on each page. For example if you have a slow internet connection
or low specification machine you may want to remove some of the
less used menus and reduce the number of messages listed on each
page. This should help make the page display faster. On the other
hand if you have a faster connection and machine you may want to
enable all the available menus and options and list a larger number
of messages on each page.

You can configure the various settings by clicking Preferences in
the left hand menu which will display the options shown in
figure 20.

|C|:|mp|:|se Address Refresh Instant Message Admin Help Sign Off

Cancel

Account postmasten@iest. dom

Mailbox active Yes

Password Change your GMS Webhail Express passward

Autoreply Off
Forwarding Off

Zeneral

Feading Mail
Composing Mail
Folders
Language
Appearance

FIGURE 20.

8.1 Password

To change your current password click Preferences in the left hand
menu then click on the Password link on the right of the page.
This will display entry boxes for you to type the current password,
the new password and to confirm the new password (figure 21).
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|Cnmpuse Address Refresh Instant Message Admin Help Sign Off

| k. I Cann:ell

Current password |

Mew passward |

Confirm new passward |

Ok | Cancel |

Cancel

FIGURE 21.

If the password option is not displayed your administrator is preventing you
from changing it.

e When choosing a password remember:

Passwords should include a mix of letters and numbers. (by default GMS
WebMail passwords must be at least five characters long.)

Passwords must not be common words, names, places, and so on.

Try not to use the same password for everything. For example, have a dif-
ferent password for on-line banking to the password you use for your mail.

8.2 Autoreply

An autoreply sends a reply message to anyone who sends e-mail to
your account. You can use it to reply automatically to messages
sent to you when you are on vacation or to tell the sender that their
message is in a queue and will receive a full reply as soon as
possible. To set up an autoreply click Preferences in the left hand
menu then click the Autoreply link on the right of the page. This
will display a dialog like figure 22.
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Compose Address Refresh Instant Message Admin Help Sign Off

[ Send an automatic reply to incoming mail
Subject

Only reply to each sender once in |1 H days

[ Start time H H

O] End time H =
FIGURE 22.

To enable the reply check the Send an automatic reply to
incoming mail option. Then specify a subject and message body
for the message that will be sent in response to messages you
receive.

By default an auto-response will be sent to an individual every time
they send a message to your account. If you prefer you can reduce
how often the auto-reply is sent to the same person. For example if
you go on vacation for a month and set a response every 7 days,
when someone sends you a message on your first day away, they
will get your vacation message. If the same person sends you a
message on day 6, there would be no response but if they sent on
day 7 they would get a reminder that you are away.

You can also specify a start and/or end date for your autoreplies:

e Specify a date that you would like the autoreply to become
enabled. For example, if you know you are going on holiday on
the 17th of March you could simply check the box to enable
the option then enter the date you would like auto replies to
start. The date can be entered by typing directly in the cells, by
using the scrollers or by opening the date selector by clicking
on its icon.

Copyright © Gordano Ltd, 1995-2016 247



Preferences GMS User Guide

e Specify the date that autoreply should stop automatically. For
example, the day you return from holiday.

Start Date on its own, your autoreplies will be active from that date until you disable
them. If you use the End Date on its own, then your autoreplies will be active from
the current date until the date you specify. If you use them together, then your
autoreplies will start and end on the dates you specify.

G These last two features can be used independently or in combination, If you use the

When you have finished making your changes click OK to set the
auto reply and return to the previous screen. Click Apply to set the
auto reply and remain on the current screen.

The autoreply is sent from a special address that prevents messages bounc-
ing backwards and forwards between two auto responders.

Unlike traditional mail clients, GMS WebMail sends autoreply messages
immediately. You do not need to log on to get the messages sent.

This feature can be disabled by your system administrator thereby preventing you
from using it.

@ne

8.3 Forwarding

Forwarding allows the email messages that you receive to be sent
or forwarded to other email accounts. Messages can be forwarded
automatically to a maximum of 20 alternative destinations, if
required. This may be used when you are temporarily located at
another site, or if you want mail forwarded to a group of people,
for example the Sales department.

Messages can be forwarded to any valid Internet e-mail address - it doesn’t
have to be a local address.

To set up a forwarding address click on Preferences in the left hand
menu then click the Forwarding link on the right of the page. This
will display a dialog which will list your current forwards.

|Cumpuae Address Refresh Instant Message Admin Help Sign Off

Cancel

Add Delete | Edit |  OK Cancel

W Destination addresses
v jacki@elsewhere com

W Keep a copy of the message

FIGURE 23.
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To add a new forward address click Add and specify the address to
forward mail to.

There is also an option to keep a copy of the message in your local
mailbox. If this is not selected no copy of the message will be kept.

8.4 General

Click General under Preferences in the left hand menu tree to
display your general preferences.

Compose Address Refresh Instant Message Admin Help Sign Off

0] I Cancel

Date format [ ARRmMIMRELE

[ Use 24 hour clock

M Refresh mail and alarms every |15 E rminutes

™ Motify on new mail
[ Rename Sent folder each month

[T Renarne Trash folder each month

On signoff
W Empty trash

™ Purge Quarantine, older than |1 E days

™ Purge all mail in Quarantine fram the same address
™ Add purged addresses to block list

[T Remove address from Guarantine address book

Lirnit listings to
" Default (hased on screen size)

= Unlimited

& Limit to |5

] | Cancel |

FIGURE 24.
The options you can configure are:

Date Format

This option allows you to decide how dates in GMS WebMail
should be displayed. dd stands for the two digit day of the month,
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mm is the two digit number for the month, for example, 01 for
January and yyyy is the four digit year, for example, 2008.

Use 24 Hour Clock

This option allows you to show all times in the 24 hour clock
format.

Refresh Mail And Alarms Every

The default setting is to refresh the mailbox and alarms every 15
minutes. When a refresh occurs GMS WebMail checks the
mailserver for new messages and calendar alarms for your account.
Any messages received since the last refresh will then be displayed
in your mailbox. If you would like to check your account for new
messages or alarms whilst reading mail you may click the Refresh
link in the top menu bar to force WebMail to re-read your account.
You can change the refresh frequency to an interval specified in
minutes between 1 and 240.

Notify on new mail

If this option is checked, a pop-up message will appear in the
foreground of your desktop whenever a new message arrives in
your inbox. You need to be logged in to your WebMail account at
the time the message arrives to get the notification.

Rename Sent Folder Each Month

If this option is checked, on the 1st of each month, the contents of
your Sent folder will be placed in a new folder which will be placed
beneath Sent in the left hand menu. The new folder will have the
date it was created as its name. This option allows you to keep a
running archive of messages that you have sent without having to
keep them all in one huge Sent folder.

Rename Trash Folder Each Month

This does the same as the Sent folder option above, creating new
folders under your Trash folder.

On Signoff

e Empty Trash at Signoff -This option will permanently remove
the contents of the Trash folder every time you sign off.

Limit listings to
e Default - If this is selected the number of items listed on a
single page will be decided based on the size of your screen.

e Unlimited - If this is selected all the messages in a folder or all
the contacts in an address book will be listed on a single page.
If there are a lot of items in a list this can slow down the display
of the page.
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Limit to [ ] - Use this option to specify a specific number of
messages or contacts to be listed on a single page. Messages
that do not fit on one page can then be reached using the
Navigation bars to select additional pages (see page 208).

Reading Mail

This option allows you to configure your preferences for the way
received messages are displayed. Select Preferences in the left
hand menu then click Reading Mail on the right of the page to
display the options shown in figure 25.

Compose Address Refresh Instant Message Admin Help Sign Off

Cancel

K,

| Cancel |

W Show attachments and vcards as a dropdown list
[T Detach attachments immeadiately

I™ Show attachment sizes

W Show HTWL content

W Enahle weh links

I™ Run executable content on launch

W Show real names in falder list

[T Show newest messages first

™ Retumn to message list after delete

[T Automatically delete messages reported as junk

™ Automatically delete blocked messages
Fead receipts

C Always send a read receipt

% Prompt before sending a read receipt

T Mever send a read receipt

OF. | Cancell

Cancel

FIGURE 25.

The options you can change are described below:

Show attachments and vCards as a dropdown list

Selecting this option will display attachments and vCards as a drop-
down list instead of hyperlinks.
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Detach attachments immediately

Detaches attachments immediately on message selection to allow
them to be made available for download instantly without any
further processing.

Show attachment sizes

When this is checked the size of each attachment is displayed in
brackets next to the attachment name in the list of attachments.
Note that if your running in caching mode this option will be
disabled.

Show HTML content

Some messages are written in two formats, plain text and HTML.
Email clients such as GMS WebMail usually only display one of
these formats to avoid repeating the message content. If this
option is checked then messages that contain both these formats
will have only the HTML format displayed. If it is unchecked then
these types of message will have only the text format displayed.

Enable web links

Selecting this option will enable you to go directly to a website
whose address is given in a message by clicking on that address in
the message body.

Run executable content on opening

This will allow any Java, Java script or Active-X to be run on your
machine. This option may appear "grayed out" and not be
accessible. This indicates your system administrator has denied this
option.

Show real names in folder list

By default the list of messages in a folder shows the sender’s email
address in the Address column. Selecting this option will display the
sender’s real name in place of the email address if it is available.

Show newest message first

By default when you list the messages in a folder the oldest
messages are displayed first. If you would rather have the newest
messages displayed first you can check this option.

Return to message list after delete

By default when you delete a message that you have finished
reading the next message in the folder will be displayed for you to
read. If you would rather return to the list of messages when you
click Delete you can check this option.
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Automatically delete messages reported as junk

Enabling this option will automatically delete all messages reported
as being spam as soon as you report them.

Automatically delete blocked messages

Enabling this option will automatically delete all messages that you
elect to add the sender of to your block list as soon as you add
them.

Read receipts

When a message is sent most email programs including GMS
WebMail allow you to request a receipt to notify you that the
message has been opened or read by the person you sent it to. You
can configure how GMS WebMail handles receipt requests that
accompany messages that you receive. The options are:

e Always send a read receipt - A receipt will automatically be
sent to the sender as soon as you read a message that requests
a read receipt.

e Prompt before sending a read receipt - \When you open a
message that requests a read receipt you will get a popup
asking you if you want to let the sender know that you have
read their message.

¢ Never send a read receipt - No notification will ever be sent
to the sender of a message that requests a read receipt.
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8.6 Composing Mail

To change your preferences for when you write messages click on
Preferences in the left hand menu then click the Composing Mail
link. This will display the options shown below.

Compose Address Refresh Instant Message Admin Help Sign Off

Cancel

0] | Cancell

Reply indent text I}

M Crop forwarded text to I Kb

W Match personality to recipient address

W Auto-complete addresses
W Save sent messages
W Show Ce clause

W Shaow persanalities

Message encoding | Automatic j

™ Request delivery notification

™ Request read notification

Ok | Cancell

Cancel

FIGURE 26.

Reply indent text

This is the identifier used in replies to messages, to show which
lines of text were in the original message. This makes it easier to
see who has said what, particularly if a message has gone back and
forth several times. It is also useful if answers to questions are to be
inserted in the middle of the original message. By default these
lines start with >.

Crop forwarded text to "x" Kb

When replying to mail messages it is normal to include the previous
text, however in some cases this can lead to extremely large emails.
This option allows you to limit the amount of the original text that
is automatically included in your reply to the size specified in
kilobytes.
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Match personality to recipient address

If you reply to a message that was addressed to one of your non-
default personalities, checking this option tells WebMail to reply
using that same non-default personality. If this option is not
checked or there is no matching personality the default personality
will be used. See “Personalities” on page 161.

Auto-complete addresses

If enabled this feature will automatically try and complete any
entries in the address fields by querying your address book for
matching addresses.

Save Sent Messages

GMS WebMail is set to automatically keep a copy of all sent
messages in the Sent folder. This is useful for reviewing what has
been said to people. You can stop GMS WebMail from keeping
copies of sent messages by un-checking this option.

Show Cc clause

If you never send Carbon Copy (Cc) messages to people you can
stop the Cc clause from being displayed when composing new
messages by making sure this option is not checked.

Show Bcc clause

If you never send Blind Carbon Copy (Bcc) messages to people you
can stop the Bcc clause from being displayed when composing new
messages by making sure this option is not checked.

Show personalities

If you never use additional personalities when you send messages
you can stop them being listed in the drop-down box next to the
From clause when composing messages. To stop the personalities
being displayed ensure this option is not checked.

Message Encoding

By default messages sent are not encoded. If you wish messages to
be encoded in a specific manner then select the option here.
Automatic encoding will either send as plain text or as quoted
printable depending on the message sent.

Request delivery notification

If this option is checked then every message you send will contain a
request for a delivery notification. This means that if the receiving
mail server allows delivery notifications you will receive a message
informing you that your message has reached its destination. You
can change whether or not a delivery notification is requested for
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an individual message by clicking Options whilst composing the
message.

Request read notification

If this option is checked each message that you send will contain a
request for read notification. This means that if the recipients email
program is set up to allow read receipts you will receive a message
informing you that the recipient has opened your message. Note
that most email programs allow you to choose whether or not a
read notification is sent on a message by message basis. So the
recipient may read your message but choose not to allow the read
notification to be sent. You can change whether or not a read
notification is requested for an individual message by clicking
Options whilst composing the message.

8.7 Folders

To change the names of the default folders for Sent, Drafts and
Trash click Preferences in the left hand menu then click the
Folders link on the right of the page.

|Cnmpnse Address Refresh Instant Message Admin Help Sign Off

0] I Cancell

[ Sent messages |Sent

= Draft messages |Draﬁs

i} Deleted messages |Tra5h

[® Cluarantined messages |E§!uarantine

Ok | Cancel |

Cancel

FIGURE 27.

8.8 Language

You can change the language used in GMS WebMail by clicking
Preferences in the left hand menu then clicking on the Language
link on the right of the page. The default is English(United States). If
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you want a different language select it from the drop-down and
click OK.

ICDmste Address Refresh

Instant Message Admin Help Sign Off

K. I Cancell
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I s rgening)

Language | EnglishiUnited States) j

Chinese( Taiwan Fegion
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German(Standard)
talian(=tandard) b
Japanese

Karean

Folish

Fortuguese(Brazilian)

Cancel

FIGURE 28.

The languages available are controlled by the administrator. When
you change language all the text in GMS WebMiail is changed to
the selected language. To compose and read messages in some
languages you may need to change the character set used by your
browser. In Internet Explorer for example you can select View,
encoding, more to list the different character sets available. Choose
the one relevant to the language you want to use. In Firefox you
can select View, Character encoding then choose the set that
matches your language. You may also need to install extra font
support for some character sets. Your browser software will usually
automatically prompt you to install these if they are required.

Appearance

To change which menus and buttons are displayed in GMS
WebMail Express click Preferences in the left hand menu then click
the Appearance link on the right of the screen. This will display the
options shown in figure 29.
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FIGURE 29.

Show Top Navigation Bar

By default a Navigation bar is displayed at the top of the page.
Deselect this option to remove the top Navigation bar.

Show Bottom Navigation Bar

By default a Navigation bar is displayed at the bottom of the page.
Deselect this option to remove the bottom Navigation bar.

Show Top Buttons

By default buttons such as OK, Cancel, Reply, and so on are
displayed at the top of the screen. Deselect this option to remove
any buttons displayed at the top of the screen.

Show Bottom Buttons

By default buttons such as OK, Cancel, Reply, and so on are
displayed at the bottom of the screen. Deselect this option to
remove any buttons displayed at the bottom of the screen.
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Show Buttons

You can use this option to determine which buttons are displayed
in the top or bottom button bars if they are enabled. The buttons
you can show or remove are:

Reply - Used when viewing a message to allow you to reply to
the original sender.

Reply All - Used when viewing a message to allow you to reply
to all recipients of the original message and the sender.

Forward - Used when viewing a message to send a copy of the
message to another address.

Resend - Used when viewing a message to resend it again.

Redirect - Used when viewing a message to direct the original
message to a different address.

Copy - Used to copy the message to a different folder whilst
leaving the original message in the current folder.

Move - Used to move the message from one folder to another.

Apply - Used to confirm changes without the display returning
to the previous screen.

Cancel - Displays an additional Cancel button.

Colors

To change the colors used in GMS WebMail Express click
Preferences in the left hand menu then click the Colors link on
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the right of the page. This will display the options shown in

figure 30.

Compose Address Refresh Instant Message Admin Help Sign Of

QI I Applyl Cancel |

Text color

Background colar

henu color

MWenu background calor

Listing color

Listing background color

Listing alternate colar

Listing alternate background color

Body color
Body background color

Buttan caolor

Button background color

Warning color

Wwarning background calor

Highlight color

Fead-only color

DK | Applyl Cancel |

FEr B
oo 1 o 2 o

foss = [oss [ foss
o o2 Hss B

b Eh Hp
Joos =1 [ans =1 Jons [

O
oz oo oo

O
s s s

O
oo 9 oo oo

O
s s A oor

b HEr Ess =
zs El[izs =128 =

FIGURE 30.

You can use this screen to change the colors of the various
elements of the page. Adjusting the values in the boxes will change
the color of the specific element you are editing.
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If you wish to return to the default colors, delete the three values
from the specific line you have edited, click either OK or Apply and
the defaults will be re-configured.

The Colors option is only available if it has been explicitly enabled by your
system administrator.
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1 The Mobile client

GMS WebMail offers a Mobile client which is designed for use by
e PDAs (Personal Digital Assistants)

e Slow internet connections

e Browsers that don’t support Java Virtual Machine.

You can access the client from any browser so it is easy to
familiarise yourself with it from your PC before using it on a hand-
held device. This is a fully functional email client which is simple to
use. The rest of this section will explain how.

1.1 Logging on

The URL you need to reach the Mobile client log on page is http://
<server>:8000/wmx/index.mml, where <server> is the name or IP
Address of the server providing this GMS WebMail service. When
you reach the logon page you will be asked to provide your Email
address and Password. Once you have entered these click on OK to
enter.

interface by selecting "Professional" from the drop down box on the

G The logon screen also gives you the option to log on to the Professional
screen.

1.2 The Layout

There are three main components to the layout of the Mobile client
as described below.

Status/7/enu bar  Mesyage bar  Maim screen

ﬂ Main menu

Z unread messarges

- Check unread mail
- Browse all mail

- Compose mail

- mettings

- Logoff

FIGURE 1.
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Status and menu bar

This is a horizontal bar at the top of your screen. On the left of the
bar there will be a number of symbols such as "x", "?" and ">".
You select these symbols to navigate around the application, view
messages and view the on-line help. The help is accessed by
selecting the "?" symbol.

The rest of the bar provides status information such as how many
messages are in the folder you are viewing. Also if the information
you are viewing won't fit on one screen it will give information on
which page you are viewing, for example: "1 of 2".

Message Bar

This bar only appears on the Main Menu page. It tells you when an
action is completed such as "Message sent" or how many
messages have not yet been read.

Main Screen

1.3

1.4

This area displays menu options, folder contents, messages and
other information.

Checking for unread mail

From the Main screen on the Main Menu select the top option "-
Check unread mail". This takes you to another screen which lists
the unread messages. If the list of messages does not fit on one
screen the "<" and ">" symbols will appear in the Menu bar
allowing you to move from screen to screen. To view a message
select it from the list.

Browsing all mail

From the Main screen on the Main Menu select the "- Browse all
mail" option. This takes you to another screen with a list of your
folders. selecting a folder takes you to a further screen listing the
messages in that folder. To view a message select it from the list. If
a list of folders or messages does not fit on one screen the "<" and
">" symbols will appear in the Menu bar allowing you to move
from screen to screen.
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1.5 Handling messages

When you select a message from a folder it appears in a new
screen for reading as shown in the example below.

T I InBox -5 of 5 -

Frorm harvey@companyb. dom
Wi'hen 2002-09-17 14:00:05
subject  Using my PDA

Hi,

| have been tald | can now use GMS
YWebMail to access my email using my
FDA. Please could you tell me how?

Fage 1 of 1 Action  —
[

From the Menu bar you will see that this is a message from the
Inbox and that there are 5 messages in the Inbox of which this is
the fifth. To view the fourth message you would select the "<"
symbol.

The message itself is displayed in the main screen. The address of
the sender is displayed as is the date the message was sent and the
message subject.

In the example above the whole message did not fit on one screen
so it is carried over to a second screen. We can see this from the
text, "Page 1 of 2" at the bottom of the screen. To view the
second screen select the ">" symbol at the bottom of the screen.

Action
At the bottom right of the viewing screen is the "Action" option.
Selecting "Action” will take you to another screen where you can

e Acknowledge - Send a default acknowledgement message to
the sender letting them know you have seen their message.
This is useful if you don’t want to type a full reply.

e Reply - Compose a reply to the sender of the message

e Forward - Forward a copy of the message to another address.
e Move/Copy - Move or copy the message to another folder

e Delete - Send the message to the Trash folder.

G The Move/Copy action will allow you to create new folders if you require.
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1.6

1.7

Composing a message

To compose a new message select "- Compose mail" from the
Main Menu screen. This will take you to a new screen where you
can enter your message details. From here you can:

e Enter the To Address - The address you want the message to go
to.

e Enter the Subject - Some text to indicate what the message is
about.

e Enter a Cc address - An address you want to receive a Carbon
Copy of the message.

e Add attachments.
e Add the text of your message

Once you have entered the message details select "Send" from the
bottom right of the screen to send the message and you will be
returned to the Main menu.

Settings

There are a number of configurable options that you can set which
may make the client easier to use. For instance you can change
your settings so that more information is displayed on each page.
To change your settings select the "- Settings" option from the
Main menu page. This will display a new screen with the following
options:

Folders

This is the maximum number of folders to be displayed on a single
page. If there are more folders than the amount you set here they
will be displayed on subsequent pages. To move between pages
use the "<" and ">" buttons at the top of the Folders page.

Messages

This is the maximum number of messages to be listed on a single
page when you view a folders contents. If there are more messages
in the folder than the amount you set here they will be listed on
subsequent pages. To move between pages use the "<" and ">"
buttons at the top of the Folder Contents page.

Lines

This is the maximum number of lines displayed from a message
body when you view the message. If there are more lines in the
message than the amount you set here they will be listed on
subsequent pages. To move between pages use the "<" and ">"
buttons at the bottom left of the Read Message page.

Copyright © Gordano Ltd, 1995-2016 267



The Mobile client GMS User Guide

Attachments

This is the number of attachments you can add to a message when
composing messages.

Forwarded text

If this option is checked, when you reply to or forward a message
the original message will also be displayed. Each line of the original
message will be preceded with ">".

Show help

If this option is checked the "?" button will be displayed at the top
of each page.

Main menu link

If this option is checked the "A" button will be displayed at the top
of each page. Clicking on the "A" button will return you directly to
the main menu from any page.

Empty Trash

If this option is checked the contents of the Trash folder will be
deleted when you log off.

1.8 Symbols used

Throughout the Mobile client a number of symbols are used. These
are explained here.

Symbol Description
X Back - Displays the previous screen
A Main Menu - Displays the Main Menu screen
? Help - Displays the context sensitive help for the current screen
< Previous - When shown in the menu bar, displays the previous

page in a folder or message listing. When shown below a mes-
sage being viewed, displays the previous page in the message.

> Next - When shown in the menu bar, displays the next page in a
folder or message listing. When shown below a message being
viewed, displays the next page in the message.
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1.9 Wireless Application Protocol (WAP)

If your email provider has installed GMS Mail as well as GMS

WebMail you can also access your mail using a WAP enabled phone
using the following address http://<server>:8000/index.wml. If you
want to use this service contact your administrator for more details.
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1

1.1

1.2

GMS Collaboration Server

Introduction

GMS Collaboration Server allows you to integrate external clients
such as Microsoft Outlook tightly with your email system. Users can
continue using and sharing advanced Outlook features such as
tasks, journals, notes, address books, contacts, calendars and
shared folders, without the need for Microsoft Exchange. Support
for these facilities is also available in the GMS WebMail client
allowing remote web based access to email, calendar events,
alarms and contact lists.

For details of other clients that are able to access GMS
Collaboration please see “CalDav & CardDav"” on page 308

Outlook Contacts are automatically mapped to the users personal
address book in GMS WebMail and vice versa, while access to
global address books is via the Outlook Address Book interface.

Access rights are obeyed at all times, setting up those rights is
described in the GMS Administrators Guide.

The GMS Collaboration client fully supports standard Outlook
features such as voting, scheduling, task assignment, read receipts,
automatic archiving and so on. External e-mail editors such as MS
Word are also completely compatible.

Both the client and server are fully UTF-8 aware which allows them
to run in any language required by the end user. This also means
that other external UTF-8 aware calendaring clients can be used in
conjunction with the Collaboration server without any degradation
of language support.

In order to use the GMS Collaboration Server the GMS Server must
have a valid GMS Collaboration key installed, and the machine
running Microsoft Outlook must have the GMS Collaboration client
installed. The Collaboration client is a Microsoft Outlook plug-in
that integrates tightly into the Outlook user interface providing
seamless integration with the GMS server software. No license is
required for the client installation, however only the licensed
number of clients may connect to the server.

The minimum requirement to use the GMS Collaboration client is
Microsoft Outlook 2002 with Service Pack 2 installed.

Installing the GMS Collaboration Client

There are four separate installation packages available for the GMS
Collaboration client. The installation package to select will depend
on whether or not you already have a copy of Microsoft Installer
installed on your client machine and if you do have the version of
the Installer. The different options are:

272
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e MSI 1.0 file
This is suitable for installation on systems that already have
Microsoft Windows Installer Version 1.0 installed on them and
is indicated by a filename starting with "GMSOC1.0".

e MSI 2.0 file
This is suitable for installation on systems that already have
Microsoft Windows Installer Version 2.0 installed on them and
is indicated by a filename starting with "GMSOC2.0".

¢ Installation executable containing MSI Files
This is the full installation and should be used if you are in any
doubt as to whether or not you already have Windows Installer
on your system. It should also be used for those systems
without Windows Installer already installed. It is indicated by a
filename starting with "GMSOC-full".

e Installation executable not containing MSI Files
This is a minimal installation and can only be used when you
already have Windows Installer installed on your system. It is
useful if you do not want to have to uninstall your existing
software prior to running an upgrade. This file can also be used
for first time installs where Windows Installer already exists on
the client machine. It is indicated by a filename starting with
"GMSOC-min".

If in doubt as to which one you should use you should always opt
for the full installation package as this includes everything that you
may require.

updates across their managed networks. The program msiexec used to
manage this can also be run by end users from the command prompt in
order to perform an update to already installed software without first un-
installing it. More information on msiexec can be found at http://

www. microsoft.com/technet/prodtechnol/windowsserver2003/proddocs/
datacenter/sag_Wininstall_Using_topnode.asp

G Administrators can make use of MSI files to manage rollouts of software

In the following examples we will use the "Full" installation
package and Microsoft Outlook 2002 but the installation is similar
for other versions.

If you have previously installed Version 4 or earlier of the GMS

Outlook Client this will need to be removed prior to registering the

new plug-in.

e Open the "Mail" icon in the Control Panel and remove GMS
Server from any profiles which have been configured to use it.

e Open the "Add/Remove Programs" icon in the Control Panel
and uninstall the GMS Outlook Client.

Make sure that Microsoft Outlook is not running, if it is close it. If
this is a clean (first time) install of Microsoft Outlook please start it
and then close it down again prior to attempting to install the
Connector.
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Now double click on your chosen installation package to begin the
installation, in this case "setup.exe". Use the Next button to move
through the installation screens, read and accept the License
Agreement when requested to do so. Click Finish to complete the
installation.

Registering the GMS Collaboration Client

Registering the client with Microsoft Outlook is straightforward and
best done by making use of the your system profiles. The following
steps will guide you through the process.

e Open the "Mail" icon in the Control Panel to launch the "Mail
Setup" dialog.

e Select the "Show Profiles" option then click on the Add...
button to create a new profile. Choose a profile name and click
OK.

e Select the "Add a new email account" option and click on the
Next > button.

e Select the "Additional Server Types" option and click on the
Next > button.

e Select "GMS Server" from the list of Additional Server Types
and click on the Next > button.

Now complete the following dialogues as per the instructions from
your System Administrator.
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General
GMS Eq
General l Eu:unneu:tiu:un] Sewer] .ﬁ.dvanced] Del:uug] Ahout ]
GMS zerver
Hozthame: |mail.gu:urdanu:u.u:u:um
Uzer name: |inhn.stanners|
Bl | xxxxxxxxxx
[+ Save Pazzword
Settings
[ Automatically connect on startup
[ Enable mail-anly mode
Connection Timeout; |30 seconds
Account Settings...
(] | Cancel | Apply |
Hostname

Enter the fully qualified hostname of the server you wish to connect
to, for example mail.gordano.com

Username

Enter the username that you use to log on to the GMS mail server,
i.e. your fully qualified email address, for example
john.doe@gordano.com.

Password
Enter the password that you use to log on to the GMS server, i.e.
the password for the account john.doe.

Save Password

If you wish your password to be saved and re used automatically
please check this box. If you leave it unchecked you will be asked
for the password each time.

Automatically connect on startup

If this is left deselected then each time that you start MS Outlook
you will be asked if you wish to connect to the Collaboration server
or if you would prefer to work Off Line. If the GMS Collaboration
server is normally available to you we would recommend that select
this option.
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Enable mail-only mode

Enable this option to use the Outlook Plug-in in email only mode.
This will provide access to all of the email specific benefits of the
plug-in such as folder sharing but will not provide access to shared
calendars, notes, tasks, etc.

users to access any folders which they have been given rights to. Without
the plug-in installed users will not be able to set folder sharing permissions
although they will be able to access any folders with such permissions set.

G The GMS Outlook plug-in allows the user to set permissions to allow other

Connection Timeout

The default setting for this is 30 seconds and we would only
recommend altering this if you are on a very slow dialup
connection, in which case you may want to increase it.

Account Settings

This option allows you to specify a username and email address to
send email from that differs from the address you use to log on to
the server. For example you may log on as John, but wish all your
email to be sent from the generic sales address.

Connection

General Connection | Sewerl .ﬁ.dvancedl Del:uugl Ahbout I

— Connection
{* Connect using my Local Srea Metbwark [LaM]

" Connect uzing my phane line

{~ Connect using Internet Explarer's or a 3rd party dialer

— Modem
|lze the fallowing Dial-Up Metworking Connection;
Froperties. .. Sd,..
—HTTP Prowy

[T Use HTTF Proxy Server

Addrezs; I Part: I

k. | Cancel | Apply |

The GMS Collaboration client software includes its own network
settings which may be configured for use in the situation where a
permanent connection to the server is not available.
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Connect using my Local Area Network

This is the default setting. It should be used if you are on the same
network, or otherwise have a permanent connection to the GMS
Collaboration server.

Connect using my phone line

This is the option to select if you use the standard Windows dialup
networking options to establish connectivity. If you have an existing
Dial Up Networking connection you wish to use simply select it
from the drop down menu. If you do not, click on Add to create
one, it will automatically appear in the drop down menu.

Clicking on Properties with the required Dial Up Networking
connection selected in the drop down menu will allow
configuration of the selected connection.

Connect using Internet Explorer’s or a 3rd party dialler
Again this option should only be selected if you need to establish a
dialup connection in order to talk to the GMS Collaboration server.
This option does require that there is an automatic dialup
connection established when external network activity is detected.

HTTP Proxy

Not all clients have a direct connection to the Internet or to the
location of the GMS server. The Collaboration client recognises this
and provides the option of directing all traffic through a standard
HTTP Proxy Server.

If you are required to use a proxy server to access the network
please enter the fully qualified hostname of the proxy server in the
Address box, the Port the proxy server runs on in the Port box, and
finally check the option "Use HTTP Proxy Server".

You will need to ensure that your System Administrator has set the
Proxy Server to allow outbound connections on the appropriate
ports. This is especially true of you intend using an SSL connection.

Copyright © Gordano Ltd, 1995-2016 277



GMS Collaboration Server GMS User Guide

Server
GMS X
General ] Connection  Server l Advanced ] [Debug ] Ahout ]
HTTF
Fort: 8376 Secure Port: 837y
[ Usze secure connection
[ Usze HTTP compression
[P
Fuart: 143 Secure Port; 333
[ Usze secure connection
[ Use secure authentication
SHMTP
Fuart: 28 Secure Port; 465
[ Usze hostname |
[ Usze secure connection
[ Server requires authentication
[ Use secure authentication
(] Cancel Apply
HTTP
Port

Enter the Port number the Collaboration service is running on. The
default number is 8376 and this should only be changed if
instructed to do so by your system administrator.

Secure Port

Enter the Port number the Collaboration service is set to accept
secure connections on. The default number is 8377 and this should
only be changed if instructed to do so by your system administrator.

Use secure connection

The GMS Collaboration client is able to use a secure connection to
the server via SSL to protect the information being transmitted
between the client and the server. If you wish to use SSL to
communicate with the GMS server please select the option "Use
secure connection”.

The server must have a valid SSL certificate installed on it in order to use
this option.

Use HTTP Compression
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This option allows performance between the client and server to be
improved, particularly in low bandwidth situations, by compressing
the data that is transferred between the two.

IMAP

need to any knowledge of he IMAP protocol to use it however as this
underlying operation is hidden from the user.

G The GMS Collaboration client uses IMAP to access your email. You do not

Port

Enter the Port number the IMAP service is running on. The default
number is 143 and this should only be changed if instructed to do
so by your system administrator.

Secure Port

Enter the Port number the Collaboration service is set to accept
secure connections on. The default number is 993 and this should
only be changed if instructed to do so by your system administrator.

Use secure connection

The GMS Collaboration client is able to use a secure connection to
the server via SSL to protect the information being transmitted
between the client and the server. If you wish to use SSL to
communicate with the GMS server please select the option "Use
secure connection”.

this option.

G The server must have a valid SSL certificate installed on it in order to use

Use secure authentication

This option ensures that usernames and passwords are encrypted
prior to being sent over the network in order to protect the
information.

SMTP

Port

Enter the Port number the SMTP service is running on. The default
number is 25 and this should only be changed if instructed to do so
by your system administrator.

Secure Port

Enter the Port number the SMTP service is set to accept secure
connections on. The default number is 465 and this should only be
changed if instructed to do so by your system administrator.

accessed via an ISP that blocks outbound connections on Port 25, the

G Usage of this port is also useful in situations where the service is being

standard SMTP port.

Use hostname
Allows you to specify a fully qualified hostname to send outgoing
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mail to which is different to the hostname you collect mail from.

Use secure connection

The GMS Collaboration client is able to use a secure connection to
the server via SSL to protect the information being transmitted
between the client and the server. If you wish to use SSL to
communicate with the GMS server please select the option "Use
secure connection”.

this option.

G The server must have a valid SSL certificate installed on it in order to use

Server requires authentication
Enable this option if your server is set to require authentication or if
you are accessing the service from outside of the normal network.

from a remote network it is likely you will have to authenticate to the ser-

G If you are access the SMTP service to send emails to external addresses

vice prior to sending these emails. If in doubt please take advise from your
system administrator.

Use secure authentication

This option ensures that usernames and passwords are encrypted
prior to being sent over the network in order to protect the
information.
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Advanced

GMS X

General] I:::unnectiu:un] Server  Advanced l Del:uug] Ahbout ]

Shared Accounts

evenone@gordano. com Y Add.
johns@gordano. com

gimontiEigordano. com
stgffplanner@gurdanu.mm w

Cache
{+

~
~

Synchronization

[ &lways download complete message

PST Settings

kanage PST...

(] Cancel

Accounts

This option is not enabled at this stage, please “How do | accept
invitations to share information” on page 294.

Cache

The Cache options determine where the local users PST file is
stored. This file is used to cache all of the GMS information locally
to the user. This both speeds up operations allowing background
synchronization of information and also provides full support for
off-line working.

plete so it is important to get these right during the install process.

G You will not be able to change the Cache options once installation is com-

If you are unsure which of the following options to use please take
advice from your system administrator.

Local application data folder
This is the default option and stores the client cache of the
collaboration data in your "local settings" user storage area.
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Global application data folder (roaming profile)

If you have a Windows roaming profile and would like the client
copy of the collaboration data stored under your profile please use
this option. If you do not your local database will not be available
to you while logged on to other workstations.

Custom folder
Allows you to specify the location the local cache may be stored in.
You may find this useful if operating in a thin client environment.

Synchronization

Allows you to control whether or not complete messages are
retrieved, by default only the headers are retrieved until the
message is selected in the message list. If you regularly work off line
you may want to enable this option to ensure you have the full
message available to you.

PST Settings

This option allows you to manage your local PST file which is used
to cache your message and calendar data to allow off-line working.
The actions you can carry out include setting a password to protect
the PST file and compacting the file to remove any unused space.

Debug

Generall Eu:unneu:tiu:unl Sewerl tdvanced Debug |.-i'-.l:u:|ut I

— Logaing
[ Log failures
" Log progress
[T Log protocal

v Limit log size to: I'IEI byt

k. | Cancel | Apply |

The debug options should only ever be enabled if requested to do
so by your system administrator. They are only of use in debugging
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issues with the GMS Collaboration Client.

Log Failures
Selecting this option will log a failure entry into the log for each
failed client transaction.

Log Progress
Selecting this option will log the progress of all client transactions.

Log Protocol

Selecting this option will log detailed information regarding the
actual commands issued by the client and the responses to those
commands from the server.

Limit Log Size

If not limited and all of the logging options above are left enabled
the log file can grown in size very quickly. To prevent this you can
limit the log file to a particular size, the default being 10 Mb.

mation once that size is reached and thus will not contain any useful infor-
mation.

@ Do not limit the log file to too small a size as it simply stops recording infor-
1

Once you have completed all of the configuration options please
click on Apply followed by OK. When prompted to create a profile
with no e-mail accounts please click on OK. In the next dialogue
box that appears click on Connect, enter your password, check the
"Save Password" option and finally click on OK. You will be
returned to the "Show Profile" screen and your new profile will
have been created.

by selecting Tools, Options, Mail Setup, then clicking on the Data Files...
button. On the next screen that appears double click on GMS Server to
open the dialogue.

G Note that you can return to these options at any time from within Outlook
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2 Using the Collaboration Client

2.1

2.2

On completing the installation and restarting Microsoft Outlook the
first thing you will see is a dialog box giving you the option of
connecting immediately to the GMS Collaboration Server or of
Working Offline (unless you selected the option Automatically
Connect on startup while configure the client above). Click on the
Connect button to start using the GMS Collaboration Server.

The first time that you connect the local copy of the information
held on the client will be automatically synchronised with the
server.

Contacts

Contacts are used in the normal way in Outlook, please see the
Outlook documentation for full instructions. All Contacts are
automatically synchronized back to the GMS Server and if you also
have access to GMS WebMail will be automatically mapped to the
My Addresses address book within WebMail to allow remote
access.

Calendars

Calendars are used in the normal way in Outlook, please see the
Outlook documentation for full instructions. All Calendars are
automatically synchronized back to the GMS Server and if you also
have access to GMS WebMail changes will be automatically
displayed within the WebMail Calendar as well to allow remote
access. Similarly changes made within GMS WebMail are
automatically reflected in MS Outlook.

Mail Calendar, these will be shown as multiple single events.

G It is not possible to display Outlook repeating events within the GMS Web-

Calendars can be used in conjunction with the Free/Busy feature
described later, to determine if others are available for meetings or
events. See “Internet Free/Busy” on page 285.

2.3 Notes
Notes are used in the normal way in Outlook, please see the
Outlook documentation for full instructions.
2.4 Tasks
Tasks are used in the normal way in Outlook, please see the
Outlook documentation for full instructions.
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2.5

2.6

Journals

Journals are used in the normal way in Outlook, please see the
Outlook documentation for full instructions. Journals are not
currently supported within GMS WebMail so remote access to
these will not be available. They are however synchronized back to
the GMS Server and so are always available to Outlook.

Internet Free/Busy

The GMS Collaboration Server has the ability to act as a free/busy
publisher to allow your free/busy information to be shared with
other users within your organisation, and you to see the free/busy
information published by others.

Publishing your Free/Busy information

Publishing of your Free/Busy information is controlled directly
through the GMS Administration Interface. To set it you need to log
in and then select Administration, Mail, Account and then select
the Collaboration tab.

To enable publishing of your Free/Busy information check the
"Publish freebusy information" box and click on the Update
button. Once this is enabled any other user will be able to obtain
the published information.

You may also elect whether entries in your Calendar that are
marked as private should be displayed and the period of time for
which entries should be published. By default no entries more than
61 days away will be shown.

Resetting Published Calendars and Tasks

This setting is useful for anyone using an external client to work
with Calendars and Tasks, that is a client other then GMS WebMail
or MS Outlook. These could be Mozilla Calendar, Apple iCal, KDE
Kontact or similar client. There are three settings available that
control how updates and deletions from these external clients are
handled, which setting is best for your particular client will depend
on whether you exclusively use an external client or indeed which
external client you use.

None
This is the default setting and means that any deletion of an
existing event by an external client is not applied.

Published only

Only those events created by the external client will be deleted. This
is the correct setting to select if you normally use a client such as
MS Outlook but occasionally use an external client such as Apple
iCal or any other client that updates the Calendars and tasks by
pushing out the update to the calendar prior to retrieving the
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information to display. This will prevent entries made with an
internal client being deleted by the updates from the external
client.

Any

This is the correct option to use either if you exclusively use an
external client to update Calendars and Tasks or if you use an
external client, such as Mozilla Calendar, that pulls the information
from the server prior to pushing back any updates required.

which clients the above options should be used with.

G Please see “CalDav & CardDav” on page 308 for more information on

These options do not affect how MS Outlook operates unless an
external client is also being used. All external clients will work
perfectly without the above settings if you never use them to make
additions, updates or deletions to your Calendar, i.e. if you only
subscribe to calendars and never publish back to them.

Viewing others Free/Busy information

To enable this option select Tools, Options and on the Preferences
tab in the dialogue box select the Calendar Options button. On
the following screen select the Free/Busy Options... button.

In the Search Location text area on the next screen enter a URL (all
on one line) of the form:
http://host.domain.name:8376/freebusy?account=%NAME %@ % SERVER %

G host.domain.name should be replaced with the fully qualified name of your

GMS server as supplied by your system administrator.

The two variables %NAME% and %SERVER% are automatically
completed by Outlook when querying the Free/Busy information.

they have elected to publish that information. Free/Busy information is pub-

G You will only be able to view the Free/Busy information for another user if

lished for both Outlook and WebMail users.

2.7 Address Books
To use the new Address Books select the Outlook option Tools,
Address Books to open the Address Book itself. The GMS Address
books can be selected by choosing the required address book from
the list provided under the "Show names from the:" drop down
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menu.

[Ed: Address Book G i ;lglﬂ

File Edit Miew Tools

Cels]] Bl &

Type Mame or Select From List: Shiow Mames From the:

I Mame First Mame Surname | !
Gordano Sales Gordano
Gordano Suppork Support Gordano
.
4 I I 3

The Address Book can also be opened by clicking on the To or CC
fields when composing an email message, or by clicking on the
Address Book icon wherever it is available in the Outlook interface.

Further details on any entry in the address book can be obtained by
double clicking on that entry. This will bring up a dialog similar to
that shown below, further information can be obtained by
navigating through the tabs within it.

Gordano Sales Properties e 5[

Mame ‘wiork | Home I 'W'el:usitel Maotez I

Jrganizakion: Gaordano Limited Iob I
Address: PO Box 79 =] Depattment: I Sales
| Tek [ +44 1275 345100
i | Clevedon Faue: | +44 1275 340056
State: I Morth Somerset Mahile: I
Zip code: I B521 620G Pager: I
Counkry: I LK. Conference: I
Add ko Personal Address Book | il il

k. I Cancel | Apply |

Advanced Searches

Outlook allows you to perform advanced searches on an address
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book using a variety of criteria. The advanced search options for the
GMS Address Books are much improved over the standard ones
provided by Outlook. Partial information may be entered and all
matching information will be returned, for example if you were
looking for "John Doe" you could simply enter "jo" in the Display
name field and click on OK.

x|
General |
Display name: I Email address: I
First name: I Family name: I
Organizakion: I Department: I

k. I Cancel

Synchronizing the GMS Address Books

The client copy of the GMS Address Books can be synchronised
with the GMS server at any time by selecting the Tools, Synchronise
GMS Address Books menu. This will cause the synchronisation to
happen instantly rather than waiting for the next scheduled time. It
should not normally be necessary to do this, but if you are aware
that a large change has just been made to the server side address
books you may want to synchronise them immediately to ensure
that both copies are up to date.

Auto-complete

For the GMS Address Books to be used in conjunction with the
Outlook auto-complete feature they must first be added to the list
of address books to check names against when sending mail.

To enable this first open the Address Book from the Tools, Address
Book... menu and within the address book select Tools, Options. In
the screen that then appears click on the Add button and select the
address book(s) that you wish to add. The order the Address Books
are searched can be changed by highlighting the book and clicking
on the Up or Down buttons on the right.

2.8 Shared and Public Folders

Folders may be shared with other users on the server using the
standard methods of setting folder permissions within the Outlook
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client. For email folders (mailboxes) this can also be set when the
GMS Collaboration client is being used in email only mode.

Access to these folders is also achieved in the normal way using the
GMS Collaboration client. Both of these methods are explained in
the section “How do | share information” on page 291

Shared and Public folders can also be set using Access Control Lists
within the IMAP service. Folders may be marked for public access or
may have specific rights assigned to them.

your system administrator.

G This facility is only available to non Outlook clients if it has been enabled by

2.9

2.10

By default all users have complete access rights to all of their own
folders. To change access rights for any of your owned folders you
may use an IMAP client that is able to do this such as Mulberry, or
have your system administrator change the access rights for you.
You can also configure shared folders via the GMS Administration
interface, see “Sharing via the GMS Admin interface” on page 295,
and directly with the Outlook client.

Accessing shared folders in Outlook is straightforward, even
without the GMS Collaboration client, but you do need to know
the syntax required to access the folders as Outlook will not present
you with a list of folders available for sharing automatically.

To access a folder that another user has given you permission to
access open the IMAP Folders dialogue. In the "Display folders
whose name contains:" text area enter the Shared Folder Prefix as
supplied by your System Administrator followed by a single dot (.),
lets assume in this example that your Administrator has told you

that your shared folder prefix is "share", you would then enter
share.

Clicking on the Query button would then provide a list of all shared
folders on the server that are available to you. You can access a
particular users shared folder by fully specifying the username and

folder as follows
share.username.folder

Web Access

Remote Web Access is provided via the GMS WebMail client. This
gives access to all of the features of Outlook with the current
exception of journals.

Working Offline

While the GMS Collaboration client provides a high performance
cached online mode it also supports Outlooks ability to work

offline. There is no difference to the functionality available to you
whether you are working online or offline. When working offline
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you are still able to create, modify or delete both folders and
messages.
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3 Sharing Information

3.1

What makes GMS Collaboration a true alternative to MS Exchange
is the ability for users to share information and work collaboratively
with each other. Sharing works using a standard publish and
subscribe mechanism, that is you give away access rights to the
information you wish to share and the person you are sharing with
then accepts those access rights.

Once an item has been shared any updates to that item are
displayed to the other users you have given access to. If the have
the rights to edit your information then you will see any changes
they make to your information as well.

ltems that may be shared include Mailboxes, Address Books,
Calendars, Folders, Journals, Notes and Tasks.

How do | share information

Sharing your information with others on the system is
straightforward. We will use Calendars as an example here but the
process is identical for any other item that you would like to share.

Open the GMS Message Store tree in the Outlook folder list and
within this tree right click on the Calendar branch and select
Properties from the popup menu. In the screen that appears select
the Permissions tab.

Calendar Properties EH
zeneral ] Harne Page ] Autofrchive  Permissions l
astmaster@test dom
Remove | [retails. .. |
Permizzions
Permizzion Level: |N|:|ne ﬂ
[ Folder vizible [ Private items visible
[ Readitems [ Bead private items
[ Edit items [ Edit private items
[ Create items [ Delete itemns
[ Create sub-folders [ Adminizter
(] 4 Zancel apply
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This is where you give access to your personal information and
control what permissions those given access receive. The first step
in giving access to another user is to click on the Add... button
which will open up a screen similar to that shown below.

Add Account

Shiow Mames From the: |Lu:u:a| Addresses j

Type Mame or Select From List:

|Name | Add -= | J

allusers -
EVEMYONE
EVEMYONE

john
Lisk
Lisk b
My group =
Properties Find. ..
(] 4 | Zancel | Help |

The first thing is to select the address book containing the list of
users you would like to select from, this is normally Local
Addresses as you can only share information with other users on
the same system as yourself.

Users can be selected from either the scrollable list or by typing he
username, if known, directly into the text area then clicking on the
Add -> button to move them to the right hand side of the page.
Once all of the users that you wish to give access to are in the list
click on OK to close the dialogue and return to the previous one.

you can use the Find option to narrow down the list. Please “Advanced

G If you do not know the address of the user you wish to grant access to then
Searches” on page 287 for information on using Find.

Once you have your list of users you then need to set up the access
permissions for those users. This involves highlighting each user in
turn, enabling the type of access permissions you wish to give them
and clicking on the Apply button. These permissions are fully
explained in the next section.

To remove a user from the list completely highlight the username
and click on Remove. If you are unsure of the reason for a
particular user being given permissions you can highlight the
username and click on Details to open up the address book
information for that user.
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3.2 Access Permissions
In order to ease the setting of permissions there are a number of
pre defined options that may be selected from the drop down
menu. The rights that each of these give are shown below
Access Right Permissions
None No access
Read Public Folder Visible
Read Items
Read Private Private Items Visible
Read Items
Manage Edit Items

Create Items
Edit Private Items
Delete items

To provide greater flexibility each permission may be individually
set. This is useful if, for example, you would like another user to be
able to manage your information but you do not want them to be
able to delete anything.

you can give a user access rights to your calendar and address book, but

G Permissions are set individually for each of your own items. For example,

not to your notes or journals.

Meanings of Permissions

Each of the individual permission options is explained below.
Although they can all be set individually it would be rather odd to
give someone read or edit permissions to an item but not give them
view permissions as they would not be able to see the information
in order to read or edit it.

Access Right Meaning

Folder Visible The folder is visible to the user

Read Items The user is able to read but not edit items in the folder
Edit Items The user is able to edit items in the folder

Create items The user is able to create items in the folder

Create sub-Folders The user is able to create sub-folders of the main folder
Private Items Visible The user is able to view private items in the folder

Read Private Items The user is able to read private items in the folder

Edit Private Items The user is able to edit private items in the folder
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Access Right Meaning
Delete Items The user is able to delete items from the folder
Administer The user is able to administer the folder, i.e. give permis-

sions to others

3.3 How do | accept invitations to share information

Accepting permissions to share information with a granting user
follows a different process to the above. To accept permissions in
MS Outlook select the Tools, Options menu and on the dialogue
that appears click on the Mail Setup tab then click on the Data
Files... button. A new dialogue will now appear listing all available
Outlook data files.

Double click on the GMS Message Store data file to bring up the
same dialogue as shown earlier when you were configuring the
Collaboration connector. Click on the Advanced tab and then on
the Add... button to open the Add Account dialogue.

Enter the fully qualified name of the account you want to add, for
example john.doe@gordano.com, and click on OK. The user will be
added and now appear in your folder list in MS Outlook where any
items you have been given permission to view can be accessed.

If you are unsure of the fully qualified username to add you can
enter a partial username and then when you click on OK a list of all
matching accounts will be automatically parsed from the address
book on the server and presented to you so that you can select the
appropriate one.

In the following example the user has simply entered "p" for the
account name, and as you can see the two accounts on the server
matching this have been returned.

Check Account

G5 does not recognize |F'

Change to

astmaster@test dom [retails. .
Pozthd agter@virtual. dom

ak | Cancel |

You can use the Details... button to find out further information
about the highlighted account. When you have decide which
account you do want to add simply highlight it and click on OK.
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3.4

Sharing via the GMS Admin interface

Access permissions can also be set directly from within the GMS

administration interface. Log in with your username and password
then select the Sharing option in the top left of the screen, the right
hand side of the screen will contain tabs for each of the items you
may wish to share. The operation of each of these items is identical

so we will just look at the sharing of address books here.

Calendars Folders Journals Motes Tasks Documents
Account Folder Acoess Rights x Add Mew
postmasterf@itest. dom Manage x

Account : postmasteri@test.dom

i@ Use predefined permissicn

Use custom permission

+| Folder visible + | Private items visible
| Read items | Read private items
¥ | Edit items « | Edit private items
| Create items | Delete items

Create sub-folders Administer

Update Settings

If you wish to add a new user simply click on the Add New button
to open up the following screen which allows you to add users and
set the access rights for those users. Highlighting a user and

clicking on the Delete button will remove the user, and

highlighting the user will allow the access rights for that user to be

modified in the form below.
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[ |12
Folder : iDI‘IE Fov|

7 All Users
(7 Everyone in  test.dom

(@) Email Address

Maotify By Email
(@) Use predefined permissicn Permissicn level : !_Ii:}_lli_“““““é_:j
i Use custom permissicn
Folder visible Private items visible
Read items Read private items
Edit items Edit private items

Create items Delete items

Creste sub-folders Administer

E-L-.I_pdate Settings |

The options available here are slightly different to those available if
you were using Outlook, but the results of the configuration are
identical. For notes on pre-defined and custom permissions please
see “Access Permissions” on page 293.

Select the Folder you wish to share from the drop down menu, for
most items this will simply be the username, but for mailbox folders
the individual mailbox may be selected.

The next step is selecting who you would like to have access to the
folder, there are three options available to you here:

e All users
The folder can be accessed by everyone on the system. This can
be disabled by your administrator.

e Everyone in <domain>
The folder can be accessed by everyone in the same domain as
yourself. This can be disabled by your administrator.

e Email address
Enter the fully qualified email address of the user that you
would like to add, i.e. username@domain.name. Additionally
you may opt to notify that user that they have been given
access permissions to your folder via email.
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4 Preferences

Options

Preferences ] Mail Setup ] Mail Forrnat ] Spelling ] SecUrity ] Other  GMS Collaboration

Once set up the GMS Collaboration client needs little or no
administration. You may however wish to fine tune how it operates
by setting your own preferences.

Synchronization

* Sunchranize changes

Synchronize all

<1 7

Synchronize on folder zelection

<l

Synchronize chanages immediately

<l

Synchronize at startup

<]

Synchronize at zhutdown

Synchronize every |10 minutes

Conflict B ezolution

<]

When a conflict ocours:
* Create duplicate record
" |lze lagt modified date
" Keep my copy
" Keep other copy

I | Cancel

4.1

To access these settings select Tools, Options and on the Options
screen select the GMS Collaboration tab.

Synchronization

This option controls how, and how frequently any changes made
within Outlook are synchronised back to the server. You can elect
to do a full synchronization every time or to only synchronize any
information that has changed in the interval.

You can also select whether to synchronise at startup, shutdown or
both. The default is to synchronise at shutdown as this allows the
Outlook client to start more quickly.

The GMS Address Books are synchronized separately and at regular
intervals due to the information within the address books
potentially changing frequently. The default period is 10 minutes
but if the information in your Address Books does not change
regularly you may wish to extend this period.
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4.2

Conflict Resolution

This option allows you to determine what action to take when a
conflict arises. A conflict in terms of the GMS Collaboration client is
when the Collaboration server is unable to determine which copy
of the data is the master copy. For instance, information could
potentially be changed in Outlook while working in Offline mode,
and the same information changed in GMS WebMail. As both have
changed it is not possible to determine which should over ride the
other.

For this reason the default setting is to keep both copies of the
information. However you may set your own preferences for this
behaviour, you can elect to make the Outlook copy the master, the
server copy the master, or simply elect to keep the most recent
information.
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5 Microsoft® Exchange ActiveSync

5.1

5.2

What is EAS?

Microsoft® Exchange ActiveSync is an XML-based protocol that
communicates over HTTP (or HTTPS). It is used to synchronise email,
contacts, calendar, tasks and notes between a messaging server
and a mobile device without the need to install a client application
on the mobile device. The protocol also provides mobile device
management and policy controls.

Initially a client will use the Autodiscover command to get a user’s
account configuration.

Please Note: Autodiscover will only function if your server is
correctly configured to allow it. If your device is unable to use the
autodiscover feature you will need to manually configure the
settings as described below.

Once the users account configuration has been loaded, the client
can then view and modify server data related to that account, this
data can include contacts, and calendar requests. The client then
uses the Provision command to send device information to the
server and to get and subsequently acknowledge security policy
settings from the server. Next, the client uses the FolderSync
command to retrieve the folder hierarchy of the user.

How do | use EAS?

Assuming the server you're connecting to has a valid license in
place. EAS can be used on any cellular phone client that supports it.
At present, you can access EAS via most of the stock Android mail
applications that are pre-installed on the devices. iOS devices
(iPhone, iPad and iPod Touch) supports EAS natively, so no
additional apps will need to be installed.

Below are some instructions on how to get EAS setup on your
Android device. Whilst the instructions should be the same across
all devices, some settings may be in slightly different places,
depending on the manufacturer. In any case, please contact GMS
Support should you run into any troubles.

Android Setup

Step 1

Go to settings and then ‘Accounts and Sync’
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$ 00 il 33% TW 14:47

Settings

PERSONAL

B/ Personalize

@ Accounts & sync

Q Location
.D. [ NN
Step 2

Hit ‘Add Account’ and then select either ‘Corporate’ or ‘Exchange
active sync'’ if it's available.

=RY) D0 1l 33% Tl 14:47

< Add an account
“: Dropbox

@ Exchange ActiveSync

n Facebook v
E Google v

HTC Account
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Step 3
Enter your email address and password details at this stage
Step 4

Enter in your server details here, followed by the port number. Eg.
Server.yourservername.com:8376 (Default ports are 8376 for non-
ssl and 8377 for ssl encryption)

Please Note: Some Android email clients won't allow you to
specify the port number. This is due to the default port number of
80 for most Exchange ActiveSync servers. Admins should refer to
page 164 of the GMS Administrators Guide for a workaround,
using the IP Connection file.

$ 100 1l 33% W 14:49

Set up Exchange ActiveSync account

eastest@gordano.com

SERVER ADDRESS

mail.gordano.com:837 /]

DOMAIN

USERNAME

eastest

PASSWORD
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Step 5

Select what you want to sync and decide what you want to call the
account. Note: the EAS implentation in GMS does not currently
support the synchronisation of email, so you shoud uncheck this
option

$ 00 R il 32% W 14:5

Exchange ActiveSync settings

SELECT THE DATA TO SYNCHRONIZE

Mail []

Contacts
Calendar
Tasks

PEAK HOUR UPDATE SCHEDULE

Smart Sync

Adjust sync frequency based on usage (saves Q
battery)

Push mall
U 7™
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IOS Setup (iPhone, iPad, iPod Touch)
Step 1

Open settings, then go to ‘Mail, Contacts, Calendars’

eeee0 yodafone UK & 14:42 X 4

Settings

iCloud

DD

Mail, Contacts, Calendars

Notes

Reminders
[\ | Phone
S Messages
(Y FaceTime
?!, Maps

g Compass
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Step 2

Hit "add account" and select "Exchange"

»- 14:23 -

{ Mail...  Add Account

A iCloud
@5 Exchange
Google
YAHOO!
Aol.

B Outlook.com
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Step 3

Enter your email address and password details

D= 14:30 [
Cancel Exchange Next
Email eastest@gordano.com

Password eeeeeeee

Description Exchange

QIWIEIRITEYU]L | JO]P

A SDFGHUJKL

e /I XICIVIBINIMEE

s space return
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Step 4

Enter your server name here, after which you should add the port
number you wish to connect on (Default ports (as above for
Android) are 8376 for non-ssl and 8377 for ssl encryption) eg.
server.yourservername.com:8376

D= 14:32 [

Cancel Exchange Save
Email eastest@gordano.com
Server mail.gordano.com:8377
Domain

Username eastest@gordano.com

Password eeeeeeee

Description Exchange
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e0000 yodafone UK =

£ Mail...

Step 5

Enter your username (this is what you'd type before
@youremailaddress.com, in your email address)

Step 6
Select what you wish to sync eg. Mail, Calendars, Contacts etc.

EXCHANGE

14:34

Exchange

Please Note: Email is not currently supported on sync

¥ D

Account eastest@gordano.com

™) mai

_E Contacts

- Calendars

Reminders

Mail Days to Sync

1 Week
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6 CalDav & CardDav

6.1 What is CalDav and CardDav?

CalDav & CardDav are Internet standard protocols that allow you to
synchronise your calendar and contact data from your mobile
device and/or Computer with GMS.

6.2 How do |l use CalDav and CardDav?

GMS currently allows you to utilise these features on Windows and
Mac OSX desktop software, along with iOS devices and Android
Devices. Below you will see information pertaining to getting
started on each of these platforms

Windows Setup

Outloook CalDav Synchronizer plugin

Outlook does not support CalDav natively. You can however,
download a number of plugins that will allow you to do this. We
recommend using “CalDAV Synchronizer Plugin”, which is a free
download from the below web page:

https://sourceforge.net/projects/outlookcaldavsynchronizer/

Here you will find a description of what the plugin does along with
some further information. The plugin supports Outlook 2007
onwards, including the latest Outlook 2016.

The following are the steps required to get this working on your PC

alongside Outlook:

1. Download and install the plugin

2. Open Outlook, where you should find some new options
available for the plugin, as shown below

Oulook 2007:

3 New - @ 3 X & Beply (=8 Reply to Al Forward ) of ;jSend!Regeive - [ | [ Search address books - | @
% Synchronization Profiles % General Options 77] Synchronize @) About kil Reports [l Status =

Outlook 2010, 2013 & 2016:

File Home Send / Receve Folder

+ Synchronize now O About

% Synchronization Profiles 4| Reports

@ General Options A Status
CalDav Synchronizer
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3. To set up connections to your calendar or contacts, click on
Synchronization Profiles

4. Click the green 'plus’ button and then select " Generic CalDav/
CardDav" option, as shown below in red:

"E.‘ Generic CalDAVICardDAY
GO gle ) Google Ya ndex ) Yandex
Frluuxo ) Fruux ) GMX Calendar

) Posteo

Ok Cancel

5. At this stage, you will see a new window requesting settings.
Firstly, give it a name. Then, under “Outlook settings”, select
your Calendar or Contacts folder. Under “Server settings”, the
URL you enter will depend on whether you're choosing to set
up Synchronisation for your Calendar or Contacts, as an
example, it would be a variant of the below:

Calendars:
Non-Secure http:/mail.mydomain.com:8376/caldav/

Secure https://mail.mydomain.com:8377/caldav/

Contacts:
Non-Secure http://mail.mydomain.com:8376/carddav/

Secure https://mail.mydomain.com:8377/carddav/

6. After you have filled the above as required, fill in the rest of the
Server settings. The “Use IMAP/POP3 account password” tick
box, will pick up your password from your account settings
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7. Click Test Settings. You may see a window appear which dis-
plays a path to the calendar/contacts you're attempting to
select, whilst this confirms a successful connection, do not
select the displayed path as it will be incorrect once added

8. Once it has confirmed a successful connection, click OK

Please note: If you receive a “"403 forbidden” error when testing,
you may find that it will work despite this. Do a test by placing an
item in your selected calendar and then check your GMS Webmail
Professional calendar to see if the item has appeared there. If it
hasn’t, please contact support.

Using eMClient

eMClient is a free to download email and PIM (Personal
Information Management) client. The program includes CalDav/
CardDav functionality, is fully featured and easy to use. You can
find out more information on their website below:

http://www.emclient.com/

You will be able to trial the program for 30 days, after which you
can either choose to pay (a must for commercial usage) or continue
with their free license.

With eMClient, you don't necessarily have to use the mail portion
of the product, but you can instead use the calendar and contacts
features for CalDav/CardDav.

If this is the first time you've used eMClient, here’s how you can get
it up and running:

1. Download and install eMClient. You can get the download
from the above link

2. Run the program
3. Choose your desired graphical theme and click next

4. Choose whether you would like to import any data from
Outlook and click next

5. At this stage, you will be asked if you wish to set up your mail,
chat, calendar and contacts accounts, as below:
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= Mew Account @1
Set up an account
@ Automatic Setup -
Enter your email and password and press Start Mow.
Emnail:
ad Mail -
Chat b
Calendar b
A'. Contacts b
[ Back ][ Mext ] [ Cancel ]

Please Note: This particular window will only display once, but you
can add additional accounts after the initial setup has been
completed.

6. In this example, we'll set up a CalDAV calendar. To do this,
select calendar from the list of options and then click CalDAV,
as shown below:

= Mew Account @

Set up an account

@ Automatic Setup -
ad Mail -

Chat v
Calendar -

Google YAHOO! Q Fruu® ﬁ

Google Calendar Yahoo! Calendar iCloud Calendar Fruux Calendar CalDAV

A'. Contacts -

Back ][ Mext ] [ Cancel

7. At this stage, you will be asked for your server information. The
account address will be the URL (or web address) of your mail
server. Once filled, it should look something like the following:
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= MNew Account

o Server information

unt details

8. Once you've clicked next, name your account and click next

Server information
Enter your CalDAV/CardDAV account settings.

Account address URL (f.e. http://www.example.com/well-known/caldav):

http://mail.gordane.com:8376/caldav/

User name:

user

Password:

[ Back ][ Mext ][ Cancel ]

9. The main interface for eMClient will then open

10. Click on Calendar, then click on the calendar under your

account name, as shown below:

Mail < > 04-10 April 2016
Calendar 4 Mo 5 Tu 6 We
4 Craig
craige 08 o
4 | ocal Folders
I Calendar 08 *
09 @
097
10
10
11
1%
12 @
12 %
Mo Tu We Th Fr Sa Su 133
28 29 30 31 1 2 3 00
4 5 6/ 7 8 9 10 14
11 12 13 14 15 16 17 143:
18 19 20 21 22 23 24
25 26 27 28 29 30 1 00 Test Event 2
2 3 4 5 &6 7 8 15
Tasks 15
Contacts

Tasks: 0 Active tasks, 0 Completed tasks
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At this stage you should have a calendar that syncs with your
Webmail Calendars. Place some test events in either of the
calendars to ensure sync is working.

If you wish to add another account, in this case, contacts, this is
how you can do it:

1. Click on Tools > Accounts
2. In the Accounts window, click on New account...

3. From here, click on Contacts and select CardDAYV, as shown
below:

New Account

aay Craig
| Calendar Set up an account

@ Automatic Setup
4 Mail

Chat

Calendar

ML Contacts

Google YAHOO! Q Frun® U

Google Contacts Yahoo! Contacts iCloud Contacts Fruux Contacts CardDAV

[ New account... ]

I Delete account J

I Set as default J

e ) [

4. After clicking next, you will see the same Server information
window as shown in the above steps for setting up calendars.
Fill the information out in the same way, but where “/caldav/”
is at the end of the URL, replace it with “/carddav/”. By the end,
it should look something like the below:
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Accopnte 23 |
MNew Account @
o Server information Server information
(2] Account details Enter your CalDAV/CardDAV account settings,
(3 Finish Account address URL (f.e. http://www.example.com/.well-known/caldav):
http://mail.gordanc.com:8376/ carddav/
User name:
user
Password:
............... ]
[ Back ][ Mext ] [ Cancel ]
|

5. Once you have entered the necessary details, click next.

6. Name the account and click next

7. Click finish

Once you have done the above, you should be able to sync your

contacts. Any contacts that are added in eMClient will be placed
into the "My addresses” folder in webmail.

Using Caldav/CardDav on an Android device

Caldav on Android using SolCalendar

SolCalendar is a comprehensive calendar application for use with
almost any account that's available for you to sync with. To get
started, you'll firstly need to download the app from the Play Store.
If you're viewing this document on your android device, use This
Link to go straight to the app.

Once you've downloaded the app, follow these steps to get up and
running with your calendar:

1. Run the app, where you will be taken to a first time setup as
shown below:
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i0Or = il 84% W11:03

Sync the calendar
you're using!
Choose your calendars to sync from below.
You can keep your calendar items safe

if you sync your external calendars with
SolCalendar.

E)(Ehange ‘ @

Your Google Calendar(s) will be sync’ed automatically to begin
with. To set up your GMS calendar with SolCalendar, press the
“..." icon in the bottom right of the selection circles.

At this point, you should see a Manual entry box, asking for
some details. The details required are:

Server URL
Username
Password

Once the details have been entered, it should look something like
this:
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iOr =1l 78% W 12:27

Manual entry

'mail.mydomain.com:8376/caldav

user

L

< O NY [

Note: Under the server details, it must begin with http://. An
example of a full address, as shown above, would be http:/
mail.mydomain.com:8376/caldav/

4. Once you hit OK, it should set up your Caldav connection and
take you to the calendar.

Once you're taken to the calendar, you will be able to see all
available calendars in one place. You can tailor your view under
Settings, to restrict the amount of content that is viewed to just
your work calendar if you wish to. See the following steps if you're
having trouble finding these settings:

1. On the main calendar view, press the button on the top left
that looks like 3 lines (also known as the “hamburger menu”)
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0 ® = il 95% @ 12:04

9
® M Q@
28 T 1 F 2 S

M 0 T 3c W 3

B u

3 4 5 6 7 8 9

| Test Even | Test Even
| Test Even | Test Even

10 11 12 13 14 15 16

2. This will reveal some extra options. Press “Calendars” in the
bottom right of the menu:

iOr ® = aill 95% B 12:04

@ Calendars to display

Select all

Holidays by country

. UK Holidays

Manual entry : craige

‘ craige

GMS Cal & Contacts

‘ craige
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CardDav on Android using CardDAV-Sync

To sync your contacts from GMS with your Android device, you will
need to download an application that allows you to do so.
CardDAV-Sync is a program that integrates itself into the selection
of “accounts” that you can set up on Android.

CardDAV-Sync comes in free or paid versions. The paid version
allows you to add extra fields to any contact you're creating on
your Android device and also has enhanced support. It's
recommended that you check through the information displayed
on the page for the app, as there are mentions of any
incompatibility issues with certain devices.

You can get the app from the Play Store, or if you're reading this on
your Android device, Click Here.

Once you have the app, please do the following to set it up:

1. Go to your device settings

2. Go to the settings area associated with Accounts (this can very
on different devices, but will always be in the settings menu)

3. Select Add account and choose the CardDAV option, as shown
below:

Qo @] W v EiGa 4% B 7:23em

Add account ...

CardDAV

5 mail,

Google

Fruux

WEB.DE

M FastMail

< mailbox.org

4. You will be asked to enter the details associated with your
account, the Server name or URL will need to have “/carddav/
appended to the end, so it should look something like “http://
mail.mydomain.com:8376/carddav/
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ad B [0 5 W EuGu 39% B 7:26em
Add CardDAV account

Enter account data

Server name or URL

hito:r www.mydomain.com:8376/carddav/

Username

userl

Password

Client certificate

None

5. Finally, give the account a name, such as “My Contacts” and
press Finish.

Once the above is set up, you should be able to view your contacts
in your normal contacts app that is supplied with the device.

CalDav/CardDav usage on Mac OSX

Mac OSX includes features that allow you to sync your contacts and
calendars through the use of natively installed applications. The
setup is fairly straightforward and shouldn’t require a lot of your
time to set up.

Here's how you can set up your calendar to sync with CalDAV for
GMS:

1. Go to spotlight and search for Calendar
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Q, calendar

TOP HIT
@ Calendar
WIKIPEDIA

W Calendar
SUGGESTED WEBSITE
1]
[

calendar.live.com — Sign in to you...
MAPS

7., Calendar Manager Ltd

DEFINITION

B calendar
DOCUMENTS

Multi-Page Calendar.xltx

One Page Calendar.xltx

Vertical Calendar - Sunday Start.dotm
Vertical Calendar - Monday Start....

Snapshot Calendar.dotm

el [l el [

Calendar

Version: 8.0

Kind Application

Size 36.3 MB
Created 25/09/2014
Meodified 27/04/2015
Last opened 13/04/2016

N

Once you've opened your calendar, click Calendar in the top

left and select Add Account from the menu:

¥ calendar F5
About Calendar

Edit

Preferences...
Accounts...

Add Account... [
» D

Hide Calendar 3H |

Hide Others “C3H

Sh

Services

Quit Calendar  3Q

4

"

View Window Help

Day Week m

Tue Wed Thu

5 6 7

* TestEvent 13:00 * TestEvent2 1s5:00

12 13 (14}

3. At this stage, you'll be presented with some options for setting
up different connections to any given calendar. Select CalDav
here and click continue:
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@ Calendar File Edit View Window Help

2 [ Month |
April 20’]6 Choose a calendar account to add...
Mon b = Cloud
|
Easter Monday ) Eg Exchange
\ | Google
> facebook
> YAHOO!
11 1}
© Add CalDAV Account...
. 1c Nl Coirve |
1 |
! " Queen’s Anniver... | ! Saint George
25 26 27 28 29

4. Here, you will be asked to enter your server connection details.
The server URL will need to be something like http:/
mail.mydomain.com:8376/caldav/,as shown in the below
screenshot:

@ Calendar File Edit View Window Help

° [ Month |
Ap r'|| 20'] 6 Add a CalDAV Account
Mon Tu To get started, provide the following information:
Account Type:  Manual E

Easter Monday User Name: | yser

Password: ssssssss

Server Address: |3://mail. mydomain.com:8376/c alda\fd

11 1 T

5. After you've entered the server details, click Create. You should
now see your calendar events being populated.

Now you have your calendars set up, you can move on to setting
up contacts sync via CardDav. See the following for instructions on
how to do this:

1. Go to Spotlight and search for Contacts:
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TOP HIT

SONG ON ITUNES
! Contact

WIKIPEDLA

DEFINITION
B contact

0 iCloud
DOCUMENTS
FOLDERS

[ Contacts
b MAIL & MESSAGES

Q_ contacts

SUGGESTED WEBSITE

W Contact lens

SYSTEM PREFERENCES

0] Internet Accounts

C Customer List.xltx

people.live.com — Sign in to your...

Contacts

Version: 9.0

Kind Application

Size 20.9 MB
Created 18/07/2014
Modified 27/04/2015

2. Once you've opened the Contacts app, click on “Contacts” in
the top menu bar and click Add Account...

File Edit View Card Window Help

L

Al

iCloug
Allg
On My
Ally
mail.g

All|

About Contacts

Preferences... 38,
Accounts...

Services >

Hide Contacts 38H
Hide Others “C3H

Quit Contacts  3#Q

Q,
Test Contact 2
Apple Inc.
Test Contact

Craig Evans 1

3. At this stage, you'll be presented with some options for setting
up different connections to any given calendar. Select “other
contacts account...” here and click continue:
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@ Contacts File Edit View Card Window Help

[
All Contacts qQ od Choose a contacts account to add... 5
Aot > iCloud
All iCloud Cra
On My Mac > @8 Exchange
All on My Mac
Google
ol
facebook N
Linked [T}
YAHOO! [
o Other contacts account...
e

4. Here, you will be asked to enter your server connection details.
The server URL will need to be something like http:/
mail.mydomain.com:8376/carddav/, as shown in the below
screenshot:

@ Contacts File Edit View Card Window Help

[
All Contacts o ¢ CardDAV
iCloud A To get started, provide the following information:
All iCloud c
On My Mac
All on My Mac CardDAV E .

scom/uk
User Name: user
Password: sssssssssss ay

Server Address: .-'!maiI.mydomain.com:BS?S!carddavI1

5. Once this is done, click Create. You should now see your shared
contacts.
That should be all you need to get started with Calendar and

Contact synchronising on Mac. You may be periodically asked to
verify your credentials, but it will remain largely seamless.
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CalDav/CardDav usage on iOS (iPhone, iPad & iPod Touch)

Apple iOS includes features that allow you to sync your contacts
and calendars through the use of natively installed applications. The
entire setup process will be done via the Settings menu.

We'll start with getting your Calendars set up:

1. Go to Settings

2. Select Mail, Contacts, Calendars...

3. Select Add Account, as shown below:

ee000 vodafone UK & 09:11 ¢ @

{ Settings Mail, Contacts, Calendars

Add Account

Fetch New Data Push

MAIL

Preview 2 Lines
Show To/Cc Label

Swipe Options

Flag Style Colour

Ask Before Deleting

4. Select Other, as shown below:

®e000 vodafone UK & 09:12 ¢ @ =
{ Mail..  Add Account
@2 Exchange

Google

YAHOQ!
Aol.
8% Outlook.com

Other
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5. From here, you will need to select “Add Caldav Account”, as
highlighted in red below

®e000 vodafone UK & 09:12 ¢ @

< Add Account Other

CONTACTS

Add LDAP Account

Add CardDAV Account

CALENDARS

Add CalDAV Account

Add Subscribed Calendar

SERVERS

Add OS X Server Account

6. Nextyou’ll be asked for some server details, you'll need to enter
something like http://mail.mydomain.com:8376/carddav/, as
shown below:

eec00 vodafone UK = 09:14 ¢ @
Cancel CalDAV Save
Server http://mail.mydomain.com:...

Username user
Password eeeeeceee

Description My Calendar

7. On the next step, you'll be asked what you wish to sync with
Caldav on the iOS device:
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eecc00 vodafone UK = 09:15 ¢ @
Cancel CalDAV Save
#51  Calendars W,
Reminders

8. Once you've hit Save, your calendar events will start syncing
with your device:

ee000 vodafone UK & 09:15 ¢ @
< April = Q +

M T W T F
05678

Monday 4 April 2016

Test Event

Today Calendars Inbox

Now you have your calendars set up on your iOS device, you can
now move on to setting up contact syncing with CardDav if you
wish to:

1. Go to Settings
2. Select Mail, Contacts, Calendars...
3. Select Add Account, as shown below:

326 Copyright © Gordano Ltd, 1995-2016



GMS User Guide CalDav & CardDav

ee000 vodafone UK & 09:11 ¢ @

{ Settings Mail, Contacts, Calendars

Add Account

Fetch New Data Push
MAIL
Preview 2 Lines

Show To/Cc Label
Swipe Options
Flag Style Colour

Ask Before Deleting

4. Select Other, as shown below:

®e000 vodafone UK & 09:12 ¢ @ =
{ Mail..  Add Account
@2 Exchange

Google

YAHOO!
Aol.
8% Outlook.com

Other

5. From here, you will need to select “Add Carddav Account”, as
highlighted in red below

Copyright © Gordano Ltd, 1995-2016 327



CalDav & CardDav

GMS User Guide

#0000 vodafone UK = 09:12

< Add Account Other

CONTACTS

Add LDAP Account

¢ @ =

Add CardDAV Account

CALENDARS

Add CalDAV Account

Add Subscribed Calendar

SERVERS

Add OS X Server Account

6. Enter your server details. You'll need to enter something like
http://mail.mydomain.com/8376/carddav when prompted for

the "sever", as shown below:

ee000 vodafone UK = 09:16 (ocy 1
Cancel CardDAV Next
Server http://mail.mydomain.com:...
Username user

Password eeeeeees|

Description My Contacts
gwer tyu o p
alsidjfjalhljikyl

return

7. Check your contacts app, where you should see contacts being

synced.
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eee00 vodafone UK & 09:18 ¢ @

Groups All Contacts +

Test Contact

Test Contact 2
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7 Common Questions

Where are the database files stored?

The location of the database will depend on the system settings for
the user. If the user DOES NOT have a roaming profile enabled the
database is stored under the following location:

Windows NT

C:\winnt\profiles\<username>\Local Settings\Application
Data\GMS\MAPN<GMS Server Name>\<GMS User
Name>\gmsms2.pst

Windows 2000

C:\Documents and Settings\<username>\Local Settings\Application
Data\GMS\MAPN<GMS Server Name>\<GMS User
Name>\gmsms2.pst

If the user DOES have a roaming profile enabled the database is
stored under the following location:

Windows NT
C:\winnt\profiles\<username>\Application Data\GMS\MAPN<GMS
Server Name>\<GMS User Name>\gmsms2.pst

Windows 2000

C:\Documents and Settings\<username>\Application
Data\GMS\MAPN<GMS Server Name>\<GMS User
Name>\gmsms2.pst

Where are the log files stored?

The location of the log files varies on different operating systems,
the two most common are indicated below:

Windows NT
C:\winnt\profiles\<username>\Local Settings\Application
Data\GMS\MAPNgms.log

Windows 2000
C:\Documents and Settings\<username>\Local Settings\Application
Data\GMS\MAPN\gms.log

Why can't | see any GMS Address Books?

This is most likely due to the fact that you have not been given the
relevant privileges to read the address books.

Your system administrator will need to check your users profile
within the GMS Administration Interface to ensure that the correct
privileges are set.
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Why is the auto-complete facility finding the wrong
information?

Outlook maintains an internal cache for the purposes of the auto-
complete facility. If the details for that address change within the
GMS database Outlook will be unaware of this, thus allowing the
client and the underlying database to get out of synchronization.

Microsoft acknowledges that this cache may get out of
synchronization or become corrupted from time to time. The
following link provides details of how you may resolve the issue -
http://support.microsoft.com/?kbid=287623
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GMS Instant Messenger

GMS

GMS Instant Messenger (IM) allows you to have real time text
conversations with other users on your email system. It allows you
to talk to single or multiple contacts at once. You can easily define
which people you want to have in your contacts list and also block
certain people from contacting you should you wish to.

Where ever possible Gordano maintains a philosophy of allowing
multiple methods of access to information and this is true of GMS
Instant Messenger as well. A choice of either Windows based or
Java based clients is provided and users can choose their preferred
platform, or indeed switch between platforms at will.

The Windows based GMS Messenger client also integrates into
Microsoft Outlook providing presence information and allowing the
sending of Instant Messages, SMS and Pager messages from
directly within the client.
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1 Windows GMS Messenger Client

The look and feel of the Windows GMS Messenger client is quite
different to the Java based client and fits with the traditional
Windows interface that users are familiar with.

t =100 %]
File Contackts Tools Help
by Statuiz:
g - John Stanners [Onling] W
{2 vou have 2 recent email messages
=] online

ﬁ@Betty Megillew {Away)
& Griff James

E@ KEvres Az A

[ <3P B Betty Megilley - Conversation
€ sir File Edit  Actions Help

OFFlirn "

To: Betty Meqilley < bettyi@gardano. coms:

=101 %]

A Font

johns@go

Send |

1.1 Installation

e If you use Microsoft Outlook please close this prior to installing the GMS
Y Instant Messenger client.

Installation of the GMS Messenger client is straightforward. Simply
double click on the executable to run it and follow the on screen
instructions. You must accept the terms of the license agreement in
order to continue with the installation.

You may also optionally make the installation available to your self
or to any user that logs on to the computer. This is particularly
useful for administrators installing on behalf of users as they need
only install the once with no further changes required.

You will need to specify the GMS Server to connect to along with
an account name and password, these are described in greater
detail under Options below.
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1.2 The User Interface

Menu Bar M5 Instant Mess -10O] x|

File ™ Contacts Tools Help

Status Bar —— & o MyStatus gni—— Logo

John Stanners [Onling)

New mail alert

|2 vou have 1 recent email messages
[=] online

Online contacts————+ john.stanners
[=] offline

Offline contacts———2 Betty Megilley
B4 garrard

&f Griff James
B4 Joe Piscina
5’ Jonathan

B Kerry

E’ Lisa

B Matt Bal =l

|ju:uhns@gu:uru:|anu:u.u:u:-m i

Changing your status

You can change your status by clicking on the down arrow to the
right of the small head in the Status Bar and selecting the desired
status from the drop down menu that appears. This menu can also
be accessed by right clicking on the Status Bar.

Custom Status

The custom status option allows you to enter any string you wish to
indicate your status. This will be displayed to anyone hovering the
mouse over your name in their client window.

Starting a conversation

You can start a conversation with any user by double clicking on
the users name in the main IM window. If the user is online an IM
window will automatically open allowing you send an Instant
Message to that user.

If the user is offline then the window that will open will depend on
the users preferred offline contact method allowing contact to be
made in that way.

Your administrator must have enabled the SMS and Pager gateways at the

G server level for these options to be available to you, otherwise they will be
greyed out. Additionally both the sender and recipient must have SMS or
Pager numbers configured within their personal address book entry.
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Sending an Instant Message

As an alternative to double clicking on a user to send an Instant
Message you can also right click on that user and select Send
Instant Message from the pop up menu that appears. This option
is only available if the user is online.

Sending an SMS Message

If you wish to send an SMS Message to a user right click on that
users name and select Send SMS Message from the pop up menu
that appears. This option is available whether or not the user is
online.

Sending a Pager Message

If you wish to send a Pager Message to a user right click on that
users name and select Send Pager Message from the pop up
menu that appears. This option is available whether or not the user
is online.

Sending an Email

If you wish to send an Email Message to a user right click on that
users name and select Send Email Message from the pop up
menu that appears. This option is available whether or not the user
is online.

Branding with the logo

Each GMS Instant Messenger installation by default carries the
GMS logo, clicking on this logo will open your web browser and
take you directly to Gordano’s web site where you can find
additional information on our products.

Your administrator may change the logo displayed and web site
that is opened when clicking on the logo to allow specific
corporation branding of the IM client.
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1.3 The IM Conversation Window

B john.stanners - Conyersation =10 x|
File Edit Actions Help

To: john.stanners <john.stannersf@gordano. conms

Jaohn Stanners:
This iz a test IM

johin. ztanners: L]
Test received =

A Font |

Thanks

Send |

The IM conversation window is where all instant messages are sent
from and where incoming messages are received. The top section
of the window will contain the complete thread of the IM
conversation while the bottom area is where you enter the text you
wish to send.

All of the participants in the conversation apart from yourself are
also listed, and once again the logo is customisable.

Blocking a user

You may have occasion where you no longer wish to receive instant
messages from particular users for whatever reason. If you are
currently in an IM conversation with such a user you can simply
select Actions, Block from the menu and the user will
automatically be added to your block list.

If you wish to block a user outside of an IM conversation that user
must be in your contact list as displayed in the main IM window.
Right click on the user and select Block from the pop up menu.

Inviting additional attendees into an IM conversation

If, during an IM conversation, you decide that you wish to bring
some else into the conversation you can select Actions, Invite and
select the additional user from your contact list.

1.4 Options

All of the Options settings are found under the Tools menu in the
main IM window.
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Connections

Enter the fully qualified name of the server to connect to in the
form hostname.domain.com, and the port the connection should
be made on. The default port is 8367.

If you like to use a secure (SSL) connection then select the Use
secure connection checkbox and specify a port to be used for
secure connections. The default SSL port is 8368.

expects connections on. Your system administrator may request that you

G The ports specified above are those that the GMS Instant Messenger server
use different ports.

If you are using a Proxy server to browse the Internet, the settings
from your web browser will be used for the IM client as well, simply
check the box to enable the Proxy usage. You may supply an
alternative proxy server and port if you wish.

Account

Enter the fully qualified email address and the password for your
account. If you would like the IM client to log on automatically
every time it is started select the Save password option, if you do
not you will be asked to supply the password each time.

General

The general options allow you to control the behaviour of the IM
client. For instance, you can elect to have it start automatically
when Windows starts and additionally have it automatically open a
mail client of your choice including GMS WebMail if it is available
to you.

You can also determine whether or not the main IM window opens
at startup or whether it appears solely in the task bar, or whether
you are automatically logged on to IM or not. (If you did not elect
to save your password under the Account settings this will still be
requested.)

You should also tell the IM client about your email client so that it is
able to open it on request. Either use your default (registered) client
or select another client from the drop down list.

Message

These options allow you to receive transcripts of an IM session via
email when that session has ended. This allows a useful memo of
the conversation to be maintained.

Additionally you can set whether or not messages are sent when
the Enter key is pressed and change the Font used for your
messages.
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Windows GMS Messen-

Personal

1.5

Logged on

This section allows you to control the information that others can
see pertaining to your server usage, including the status that should
be presented to others for current calendar entries. For example
you can be automatically shown to be in a meeting if your calendar
contains an entry for the present time.

The Show location option will only be effective if your system
administrator has set up location mapping on the server.

Not Logged on

Similar to the above but will obviously not include location
information. The default setting for Calendar entries is also
changed to Away. An additional option allows you to state your
preferred contact method when not logged on, which can be set to
Email, Work Mobile, etc.

My Status

This setting allows you to control the IM status that the client
should automatically assume for you when first logging on. You
can also set an inactivity timer that will automatically mark you as
away after a given period of inactivity.

Contacts

Adding Contacts

To add a contact simply select the Contacts, Add a contact menu
item and enter the fully qualified email address of the contact you
would like to add then click on the Next button. If you are unsure
of the complete email address you can enter wildcards for part of
the address.You will then be presented with a list of matching
addresses from which you can select one to add to your contact list.

Removing Contacts

1.6

To remove a contact select the Contacts, Delete a contact menu
item, select the contact you wish to remove from the list presented
and click on OK.

Closing the IM Client

If you close the IM client by either selecting File, Close or by
clicking on the cross in the top right of the main IM window you
should be aware that you are only closing that window and that
others will still see your status and be able to send you instant
messages. In order to completely close and exit from GMS Instant
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Messenger it is necessary to right click on the small icon in the task
bar and select Exit.

1.7 Using with Outlook

The Windows based GMS Instant Messenger client is designed to
integrate directly into Microsoft Outlook. This provides all of the
capabilities of Instant Messaging directly to Outlook users from
within the familiar Outlook interface. It also provides presence
information, that is, when you view an email within Outlook you
are able to see if the sender of that email is currently available or
not.

On starting Outlook the first difference you will see is the addition
of a new toolbar called GMS Instant Messenger. This provides
access to all of the functionality of the IM client.

& Inbox - Microsoft Outlook

Fil= Edit “iew Favortkes Tools Actions Help

Clew | & 1Y K OeReply @iRephy to Al WO Forward (2 SendfReceive  ZoFind s
@5 Instant Messenger ~ | % Send = _

There are two main items in this new toolbar, GMS Instant
Messenger which provides access to the main IM interface and
Send which allows you to send Instant Messages, SMS Messages
and Pager Messages directly from within Outlook.

GM3 Instant Messenger = !| A‘Send b
l Open
Al older Lisk
I e ]@ GMS Server
B Calendar
Log Out = % Contacts
43 Deleted Ttem:
Exit iifih Drafts
T LT Trheae

Launch

Will launch GMS Instant Messenger if it is not already running. If it
is running this option will not be available to you.

Open

Opens the main GMS Instant Messenger window.

Hide

Hides the main GMS Instant Messenger window.
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Log In

Logs you into GMS Instant Messenger if you are not already logged
in.

Log Out

Logs you out of GMS Instant Messenger. This option is only
available if you are already logged in.

Exit

Closes any open IM windows and completely exits the client. You
will no longer be able to receive instant messages from other users.

GM3 Instant Messenger = /j‘ Send _*| E
|E;| Instant Message
& 5SMS Message

@ Inbox

Outlook Sharbouts | | Folder Lisk
E& Pager Message

% - ™ Calend B Email Message

Sending an Instant Message

Allows you to send an Instant Message to the user whose email you
are currently viewing. This option is only available if the user is
online.

Sending an SMS Message

Allows you to send an SMS Message to the user whose email you
are currently viewing. This option is available whether or not the
user is online.

Sending a Pager Message

Allows you to send a Pager Message to the user whose email you
are currently viewing. This option is available whether or not the
user is online.

Sending an Email

Allows you to send an Email Message to the user whose email you
are currently viewing using the GMS Instant Messenger email
interface. This option is available whether or not the user is online.

Copyright © Gordano Ltd, 1995-2016 341



Java GMS Instant Messenger Client

2 Java GMS Instant Messenger Client

< GMS Instant Meszenger - Microsoft In___ [ =] E3

gns’ Ao BRED X
iy status: Online
Jack Smith | Online =] ,}l
@ You have 4 recent email messages
& Online a
& Offline
4 aqam Mezzage : Jack Smith [ _ O] =]
& alice “rig Actions Help
erica ' {wack smith) =
Jack Smith Hi Erica
[erica]
Hello
Howw are you? ;|
x Send
i e =
I.Java Applet Window

GMS User Guide

2.1 Loggingin

There are 3 ways in which you can login to the Java based GMS
Instant Messenger client. They are:

342
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Logging in automatically

By default the first time you log into GMS WebMail Professional
you will automatically be logged in to Instant Messaging. You will
see a new window open in your browser as shown below.

; GMS Instant Messenger - Microsoft In... &l E3

gns’ e @O X

iy status:
sandy |On|ine j

mﬂnline j
Offline

I-

Tue 17 Sep

FIGURE 1.

into GMS WebMail you can disable this feature under Preferences in GMS

G If you do not want to have a window open automatically when logging
WebMail Professional.

The first time you login there will be no online or offline contacts
shown. Adding your contacts is covered on page 347
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Logging in manually

From the standard login page enter your username and password,
select the GMS Instant Messaging option from the drop down box
and click Login.

Please enter your email address and password I

Ernail addressl

Password |

Interface GhS Instant Messaging j

GhS Administration _
G5 Webhail Frofessional  pgin
GhS Webhail Express

GhAS W'ebkail kobile

FIGURE 2.

This will launch an instant messaging window (figure 2).

Opening a messaging window from GMS WebMail Professional

If you are currently logged into GMS WebMail Professional and
want to open an instant messaging window you can select the "IM
icon".

3

2.2 The Display

Once you have logged in to the IM system a separate messaging
window will open as shown in figure 3.

The display is made up of the following parts. At the top of the
display is @ menu bar with a number of buttons. Below this is a
status area where you set your status and can see if you have any
new email messages waiting. Under this is a list of your contacts
showing whether they are on or offline. Lets look at each part of
the display in turn.
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/] GMS Instant Messenger - Microsoft In._. [j[=] E3

gns’ Ao @BREG X
by status: Online

Jack Stmith [online =] il

= You have 7 recent email messages

£ Online [-

£ Ofiline
£ adam
£ alice

[-

Sat 14 Jun

FIGURE 3.

Menu bar

The menu bar has the following options available

y’ This option appears when you click on the name of a contact
who is online. Clicking on the button initiates an IM
conversation with the selected contact. This option also
appears when you click on the name of a contact who is
offline but can still be contacted via email, SMS or pager.
Clicking on the button opens a window allowing you to
compose an email, SMS or pager message to send to the
contact. See “Starting a conversation” on page 352.

@ Clicking this button allows you to add contacts to your
blocklist. See “Blocking contacts” on page 349.

@ Clicking this button allows you to select contacts from your
address book. See “Adding contacts” on page 347.
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I Clicking this button launches a new window allowing you to
set various preferences for using IM. Further information is
given on page 354.

& Clicking this button open the context sensitive help screen.

« Clicking this closes the IM screen and logs you off of IM

Status area

This shows your current status as it will be displayed to other
Instant Messaging users on your system. To the left of your status is
the name that other Instant Messaging users will know you by. This
is taken from the Display Name field in the local addresses entry
for your account (page 63). If the Display Name field is empty
your email account name is displayed instead.

The button next to the status dropdown allows you to define a
custom status. Simply click on the button, type your new status and
click on OK to enable the status. Other IM users will be able to see
your custom status when they hover their pointer over your contact
name.

Contacts area

The main part of the screen lists your contacts and shows who is
online or offline. More information about a contact can be learned
by hovering your pointer over their name. There are two special
status icons which you should be aware of:

0. The contact is available but is specifically indicating to others
that they are busy. For example, they could be on a telephone
call, in a meeting, etc.

s The contact is available but is specifically indicating that they
are away from their desk and so will not be able to respond.
For example, they could be at lunch.

Contacting people who are offline

You may still be able to communicate with your offline contacts
depending on their preferred offline contact method. The icon next
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2.3

to the contact's name will change to show how they can be
contacted.

Manual contact - Either the contact has not set a preferred
method of offline contact or they cannot be contacted directly
using the IM interface. When you hover your pointer over
their name their preferred contact method, if they have set
one, will be displayed.

Email - The contact would like to be contacted by email when
they are offline. If you double click on the contact's name a
new window appears allowing you to compose an email
message to send to the contact. You may also select the
contact's name and click on the Compose icon.

SMS - The contact would like to be contacted via SMS when
they are offline. If you double click on the contact's name a
new window appears allowing you to compose an SMS
message to send to the contact. You may also select the
contact's name and click on the Compose icon.

SMS - The contact would like to be contacted via SMS when
they are offline. However you do not have a mobile telephone
number entered in your address book entry. You will need to
enter one before you can send them an SMS using the IM
interface. Hovering your pointer over the contact's name will
display their mobile telephone number.

Pager - The contact would like to be contacted via their pager
when they are offline. If you double click on the contact's
name a new window appears allowing you to compose a
pager message to send to the contact. You may also select the
contact's name and click on the Compose icon.

Pager - The contact would like to be contacted via their pager
when they are offline. However you do not have a pager
number entered in your address book entry. You will need to
enter one before you can send them a pager message using
the IM interface. Hovering your pointer over the contact's
name will display their pager number.

Adding contacts

The first time you login to instant messaging you will have no
contacts set up. Before you can send an instant message to
someone you need to add that person to your list of contacts.
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Clicking the address book icon will display the screen shown in

# Manage contacts : sandy [_ [O] x|

File Help

Howe do you swish to add a user ?

@ By ernail address: |

" Search far email address matching I

= List all addresses

NE}{T‘Pl Cancel |

|'W'arning: Applet \Window

figure 4
FIGURE 4.

You can add contacts in three ways:

e By email address - If you know the exact email address of the
person that you want to add as a contact you can select this
option, enter the address and click on Next. If the email
address is found the following screen will allow you to add the
address to your contacts list. Just select the address in the list
on the left and click on the Add button.

e Search for email address matching - If you only know part of
the person's email address you can use this option to search for
all similar addresses. In a similar way if you want to search for
all users in the domain company.dom you can enter just
"Company.dom". Enter the part of the address that you know
and click on Next. Any matches that are found are displayed
on the next screen. Select the address(es) that you want to add
to your contacts from the list on the left and click on the Add
button.

e List all addresses - If you don't know any part of the email
address of the person that you wish to add to your contacts
you can use this option to list all addresses on the system that
have access to instant messaging. A new screen, shown in
figure 5, will open allowing you to select the address or
addresses of the people that you wish to add, from the list on
the left and click on the Add button.
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¥ Manage contacts : zandy = E3 |

File Help

~=Elal:k| Ur.!datel Cancel |

postmasten@company.dom (postmaster) Carfie@company.dom {Carrie)
George@ecompandom (George) Curt@company.dorm (Curty

Lesley@company.dom (Lesley)
Randv@company.dom (Randy) Add = |

%l atning: Applet Window

FIGURE 5.

Removing contacts

24

If you want to remove a person from your list of contacts you have
two options. Either remove them from your contacts (they will still
be able to message you) or add them to your block list, (they won't
be able to message you). See “Blocking contacts” on page 349.

To remove them from your contacts, click on the address book icon.
A page, similar to the one shown in figure 4, will open. Select the
List all addresses option and click on Next. The following page,
shown in figure 5, will list all your current contacts on the right
hand side of the page. Select the address of the person that you
wish to remove from your contacts and click on the Remove
button. Click on the Update button when you have finished
making changes or the Cancel button to quit without applying
your changes.

Blocking contacts

The situation may arise where you do not want to receive instant
messages from certain people. To stop those people from sending
you messages you can add them to your Instant Messaging Block
List. The Instant Messaging Block List is totally separate to the Block
List in GMS WebMail

To add a contact to your Instant Messaging Block List you will first
need to login to Instant Messaging. Once logged in you will see a
Manage Block List icon in the menu bar at the top of the page.
Clicking on this icon will display a new window allowing you to
manage your Block List, shown in figure 6.

The process of adding users to this block list is the same as that
used when adding contacts.
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# Manage block hst : zandy H=] E3
File Help

How do you wish to add a user ¢

" By email address I

¢ Search far email address matching I

& |zt all addresses

NE}i‘t‘Pl Cancel |

|'W'arning: Applet "Window

FIGURE 6.

Removing people from your Block List

If you have accidentally added the wrong person to your Block List
or you no longer want to block someone you will need to login to
Instant Messaging and click on the Manage Block List icon .
Choose the List all addresses option and click on Next. The
screen that then follows will list all the addresses that are currently
in your Block List on the right hand side of the page. Select the
address of the person that you wish to remove from the Block List
and click on the Remove button.

removed from the Block List you will need to add them to your Instant

G If you want to be able to send instant messages to the person you have just
Messaging contacts.

2.5 Setting your status

When you are logged in to IM you can change the status that is
displayed against your name. Other IM users will be able to see this
status and know if you are available for a conversation. For example
if you leave the computer for a few minutes you can change your
status to Away or Back soon. If you wish to appear offline you can
set your status to Offline. The options are:

o Offline

e Online

e Do not disturb
e Back soon

e Away
e Phone
e Lunch
e Meeting
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You can still send instant messages with any status set except
Offline, and receive them with any status other than Offline or
Do not Disturb.

You can change your default status by changing your IM
preferences (page 354)..

; GMS Instant Meszenger - Microsoft In... Sl E3

gns’ o @O X

iy status:

sandy Qnline E
Offline '

Do not disturb
2 Back soon
s Ll P Ey
Ge|Phane
ﬁomine Lunch
5 Lesley

gfRan-:h_.f

E]

izd 18 Sep

FIGURE 7.

Depending on your preferences, if your status is set to Online and
no activity is detected for a period of two hours your status can be
automatically changed to Away. As soon as new activity is
detected or someone sends you an instant message this status
changes back to Online. Inactivity is defined as a period of time
during which the mouse pointer has not passed over the Instant
Messaging window.

event starts your status is automatically changed to a value that you
choose. For example when you have a meeting set up in your calendar your
status could be automatically changed to offline when the meeting event
starts. When the calendar event finishes your status will return to its pre-
event setting. This feature can be enabled by clicking on the preferences
icon in the IM window and checking the Show calendar entries option.

G Your status can be linked to your GMS calendar events so that when an
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2.6 Starting a conversation

To start an Instant Messaging session you need to login to IM. Once
logged in you will see a list of your contacts that are currently
Online and those that are offline. Select a user from the list of
Online contacts and click on the Message icon in the top menu
bar. (You can select multiple contacts by holding down the Control
key or the Shift key on your keyboard). To start a conversation with
just one contact you can just double click on their name.

A new window will open allowing you to start Instant Messaging,
shown in figure 8.

= Meszzage : sandy =] E3
File Actions Help

George

sandy

Send |

|'W'arning: Applet \Window

FIGURE 8.

There are four parts to this new window as follows:

Menu bar

The menu bar at the top of the window provides you with the
following options:

e File - allows you to close the messaging window.
e Actions

e Invite - allows you to invite a different user or users in to
the conversation. A dialog box will be displayed showing
the addresses of other users who are currently logged on to
Instant Messaging. Select the required address or addresses
from this list. Click OK to invite the user. The invited user
will only be able to see the discussion from the point at
which they were invited, any prior correspondence will not
be shown.

e Block - block one or more of the people in the current
Instant Messaging conversation. The subsequent dialog
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allows you to select which contacts to block. Once you
have selected the contact(s) click on OK. To close the dialog
without blocking any contacts click on Cancel. Blocking is
implemented immediately stopping the blocked party
sending you any further instant messages.

e Help - opens the help screen for that page.

Contact Listing

The area on the left of the window contains a list of the people that
are a part of that Instant Messaging conversation. People that have
already left the conversation will have "(left)" displayed next to
their name.

Conversation History

The area on the top right of the window contains a history of what
each person has said. The name of the person that sent a particular
message appears above the text of that message. When someone
leaves the conversation a message is displayed in this area to say
they have left.

Message Entry

The area on the bottom right of the window is where you can write
your own messages. When you have finished typing a message in
this box click on the Send button. The message will then be sent to
all the people listed in the left hand Contact Listing that have not
left the conversation. Your message will also appear in the
Conversation History area below your name. By default pressing
the enter key on your keyboard starts a new line in the message
that you are typing. You can change this behaviour so that when
you press enter it immediately sends what you have typed so far.
This is changed in your IM preferences. See “Preferences” on

page 354.

2.7 Leaving a conversation

To leave an Instant Messaging conversation you can either select
File and then Close from the menu at the top of the messaging
screen or you can simply click on the cross in the top right hand
corner of the screen. Both these methods will close the messaging
window and end your connection to the messaging session. Any
other users that still have the messaging session open will see a
message stating that you have left the conversation. Other users
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that were part of the same session can continue to send instant
messages to one another.

Note: You can configure GMS Instant Messaging to email you a transcript
of the messaging conversation. See “Preferences” on page 354.

2.8 Preferences

To configure your Instant Messenger preferences click on the
Preferences icon in the top menu bar of the IM window.

[

This displays a new window with the following options:

Logged On

The following settings are enforced when you are logged in to
Instant Messenger.

e Default status - Allows you to set which status will be
displayed at first log on.

e Show as away after inactive for - Allows you to set a period
of time, after which your presence status in the GMS Instant
Messenger window is displayed as away. This status is used to
indicate to others that you have not used GMS Instant
Messenger for the set period of time and does not prevent you
from receiving Instant Messages.

¢ Email instant message transactions to me - If you would
like to receive a copy of instant message conversations that you
take part in then checking this option will cause an email to be
sent to you containing the content of each conversation. Note
that you will receive the part of the conversation that you were
logged on for. i.e. if you leave a conversation you will not
receive anything that was said after you left.

e Send message when enter key is pressed - By default
pressing the enter key in an instant message conversation starts
a new line in the text that you are typing. If you would prefer
the enter key to send whatever you have typed so far then this
option should be checked.

e Show my use of email - Allows other IM users to see if you
are logged in to your GMS email account either via POP, IMAP
or GMS WebMail. They can see this information by hovering
their pointer over your contact name. The method you last used
to log in to your account is displayed as well as the time you
logged on or off.

e Show calendar entries as - Allows you to set what presence
status should be shown to other IM users when an event in
your calendar starts. For example if you have meetings set up in
your calendar you could set your IM status to automatically
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change to "Offline" when those meetings start. When the
calendar event ends your IM presence status will revert to its
previous setting.

Show location - Allows other IM users to see your location, for
example whether you are logged on from a machine local to
the GMS server or elsewhere on the Internet.

Not Logged On

The following settings are enforced when you are logged off from
Instant Messenger.

Show my use of email - Allows other IM users to see if you
are logged in to your GMS email account either via POP, IMAP
or GMS WebMail. They can see this information by hovering
their pointer over your contact name. The method you last used
to log in to your account is displayed as well as the time you
logged on or off.

Show calendar entries as - Allows you to set the presence
status that should be shown to other IM users when an event in
your calendar starts. For example if you have meetings set up in
your calendar you could set your IM status to automatically
change to "Offline" when those meetings start. When the
calendar event ends your IM presence status will revert to its
previous setting.

Show preferred contact method as - Allows you to specify
how you would like to be contacted when not logged on to
Instant Messaging, for example, you may prefer to be
contacted by email, or cell phone.
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1 GMS User Interface

This section describes the user interface seen by users rather than
administrators, and how this is affected by changing user options.
Each of the features described here are specific to the
administration interface although a number of the options are also
available in the GMS WebMail interfaces.

1.1 User logon

A user sees the same logon screen as shown for an administrator
but once logged on the functionality they are able to access is
limited to user specific settings.

To log on the user must:

1. Type their name in the User name box. Unless specifically
connecting to the IP address that the users domain runs on,
they must use a fully qualified user name, so it is always best to
get in the habit of using this format, for example
"user@domain.dom".

2. Type their password in the Password box.

3. Select the required option from the Interface drop-down menu.
In this instance they have selected the Administration option.

4. Click Login.

A user who has been given standard permissions will see far fewer
options available than for an administrator, as shown here:

— o]
Jf =& Gordano Messaging Suite ... X 1\+
€ 127.0.0.1:2000/gmsadmin.mml?param=§ ) Search wBa U ¥ A & =
L L 1]
GMS %) version i) GMS webMail Sy Revert @ Hele @ Manuals @ sign OFF
o = ¥ Rebuild Mailbox # Change Password
e a o £8 user@slarr.dom Malbox Usage 28KB of uniimited ¥ o
Find My  Quarantine Sharing
uuuuuu r—
s P Teew  ew L
~ Support
Active
Status

FFFFFFFF

| Updata settings |

The options available to the user are limited when compared to the
administrator and can vary depending on which options the
administrator has allowed the particular user to see. One user may
well see and be able to access different options from another user,
if you think you should be able to access these options but are
unable to please contact your system administrator.

e Under the administration area the user only has the following
options available:
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e Find - Enables the user to search for accounts.

e My Account - Provides access to various account features
and settings.

e Quarantine - Provides access to your quarantine folder and
allows various actions to be carried out on messages.

e Sharing - Allows enabling of sharing for any items you
have permissions to share.

e Support - Provides details of the User Support available.

If access is required to a GMS Communicator list users should select the
Anonymous List option when logging in, see the GMS Communication Server
Guide for information on this option.

e Of the options shown above, the Find option may be disabled
by an administrator (see below for details of the Find option).

e On individual pages they may see more options unavailable
(grayed out) or indeed not visible at all.
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1.2 Using the Find option

Users can use this option to find any account that has been set up
in GMS, as long as the target user has opted to let others see their
information (see below). Find can be used to check that a proposed
account name is not already in use, for instance.

G An administrator can disable this option using Security, Control.

To use Find:

1. Select the Find icon in the top left of the screen. The following
dialog is displayed:

@ Help

Search for:

Acoount ‘Company

Mo itemns to show.

Find : View | Cancel |

2. Type the account name that you want to find in the "Search
for" box. You can use the wildcards "*" (any number of
characters) and "?" (any single character) to find partial
matches.

3. Click Find. A list of accounts that match the search string will
be displayed or, if none match your input, an empty list is
displayed.

4. Click on any account in the list and click View to display more
information about it. This includes:

e The user's name, position and full e-mail address.
e The user's company, telephone and fax numbers.
e The user’s plan, if they have set one up.

A user can disallow this "looking up" of their account. To do this,
they would choose My Account, Preferences then under Allow
lookup, select No and click on the Update button.

There is also a Use domain settings option. If they choose this,
the domain setting overrides their personal choice. The
administrator sets this for the domain using the Allow lookups
option on the Domains & Users, Domain, Domain Information

page.
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1.3

Account Settings

Password

For security reasons it is a good idea to change your password from
time to time, in fact your administrator may have set up the system
to automatically expire passwords at regular intervals. This is a basic
security measure and may well be part of your companies security

policy.
In order to change your password click on the Change Password
button in the secondary toolbar then you must first enter your

existing password then enter the new password twice before
clicking OK.

Aliases

An alias is another address that the user would like to receive email
using, for example you may have a user on your system called
john.doe@domain.dom, the user may wish to add an alias of jd,
this would allow any messages addressed to jd@domain.dom to
automatically appear in John Doe’s mailbox. Each user can add up
to 20 aliases to their account.

Go to the My Account, User Information page then click on the
Add New button, enter the alias and press Enter. Repeat for further
aliases and click on the Save button followed by the Update
button.

Your system Administrator may disable this facility.

&

Care must be taken not to add an alias already associated with another
account. If this happens and a message arrives for this alias it will be
delivered to both accounts.

Plan

Users can type information about themselves into a “plan". This
information is held in a file and can be read by other users using
the Finger server or via the Find option, if the owning user allows
this.

A user inputs their plan information using the option My Account,
Preferences. Enter the desired text into the Plan area then click on
the Update button. With standard user permissions, they are
allowed to do this, although an administrator may disable this
ability.

Autoreply

An automatic response (Autoreply), sometimes known as a holiday
message, can be set up to be returned to anyone who sends you a
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message. Select My Account, Autoreply then type in the Subject
and message that you would like returned, enable the automatic
response check box and click the Update button.

If you regularly receive a lot of messages from the same sender you
may want to increase the regularity with which these are sent by
decreasing the days between the response being sent. Note that is
per individual incoming sender of the message.

You can also specify a start and/or end date for your autoreplies:

e Specify a date that you would like the autoreply to become
enabled. For example, if you know you are going on holiday on
the 17th of March you could simply check the box to enable
the option then enter the date you would like auto replies to
start. The date can be entered by typing directly in the cells, or
by using the scrollers.

e Specify the date that autoreply should stop automatically. For
example, the day you return from holiday..

Start Date on its own, your autoreplies will be active from that date until you disable
them. If you use the End Date on its own, then your autoreplies will be active from
the current date until the date you specify. If you use them together, then your
autoreplies will start and end on the dates you specify.

G These last two features can be used independently or in combination, If you use the

There is also a Log button in the dialog that allows you to see who
autoreplies have been sent to while they have been enabled. This is
only available if you set the option to Only reply to each sender
once.

This option may also be disabled by your system administrator.

Forwarding

Each account can forward all messages arriving in to it on to up to
20 other accounts. These accounts can be either local or external. A
copy of the incoming message can be retained in the local mailbox
if desired, but unless you are also retrieving mail from the account,
or need to retain it for regulatory purposes this is not necessary.

To set up a forward go to My Account, Preferences then in the
Forwarding section click on Add New. Enter the fully qualified
address to forward message on to and press Enter. Repeat for as
many forwards as you wish to enter then click on the Save button.

forwards back to this account or you will end up with mail looping between

G Care must be taken not to forward mail on to another account which
the accounts over and over.

This option may also be disabled by your system administrator.
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1.4 Account Preferences

Personal Details

The Personal Details options allow you to set up your full contact
details under My Account, User Information.

Preferences, Webmail

Display help

Enables or disables the display of the help button in the GMS
Toolbar.

Warnings as pop-ups

If enabled all warnings will be displayed as pop-ups, if disabled they
will only appear in the status bar at the bottom of your screen.

Timezone

Allows each user to set their own individual Timezone independent
of the server timezone. You may want to do this if for example your
server resides in the company HQ in New York and you are located
in a branch office in California.

Email interface

If your server has an active GMS WebMiail installation this option
allows you to set the interface that is displayed to you by default
when you log on to webmail.

Preferences, Security

Allow lookup

This option allows your details to be returned to anyone using the
Find option to look at your account. You can specifically enable or
disable this option, or simply leave it to be governed by the setting
established by your domain administrator.

Save account details on logon

Enable this option to set a cookie on your local machine the next
time you log on to GMS WebMail remembering your details. If you
also want to save the password you can do so by enabling the Save
password option, you can also expire your password automatically
at pre-defined intervals to protect access to your account if you are
away for any prolonged periods.

Please note that this option requires enabling by your system
administrator.
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Automatic logout

If you log on to GMS WebMail the timeout is used to decide after
what period of inactivity you should be automatically logged off,
the shorter the period, the more confident you can be that others
will not be able to access your account when you leave your
workstation, even if you have forgotten to log off from GMS
WebMail.

This can be set in minutes usually up to a maximum of 240
minutes. You will not be able to set it any higher than that set for
your system by the system administrator. The default session
timeout period is 10 minutes.

Preferences, Collaboration

GMS includes a built in Free/Busy server that if enabled will
automatically allow any other user on the system to query your
calendar to see if you are either Free or Busy at specific intervals.
For a full description of this option. See “Internet Free/Busy” on
page 285.

1.5 Address Books

Address Book

The My Account, Address Book is your personal address book, if
you have access to WebMail this is mapped to the My Addresses
address book. If you also use Outlook in conjunction with the
Gordano Collaboration Service this is mapped through to your
contacts within Outlook. The address book can be maintained
within GMS WebMiail, Outlook or directly within this page.

Add

To add a new entry into the address book click the Add New
button. This will open a row in the table allowing you to enter basic
details about the entry. When you are finished entering the
information press Enter and then click on the Save button. The
Address Books in GMS WebMail and GMS Collaboration are much
more comprehensive.

Delete

Highlight an entry in the list and click Delete.

Edit

Highlight an entry in the list and double click it to Edit.
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Refresh

Clicking Refresh will get a new copy of the address book including
any changes made from elsewhere. GMS Collaboration and GMS
WebMail support sharing of address books so multiple users can
manage a single address book.

Block List

The My Account, Block List address book contains lists of users or
email addresses that you never want to receive mail from. That is all
messages from these senders will be blocked. The block list address
book can also be maintained within GMS WebMail.

settings.

G To operate correctly, the Block List option must be enabled in the Junk Mail Filter

1.6

Add

To add a new entry into the address book click on the Add New
button. This will open a new row in the table allowing you to enter
basic details about the entry. When you are finished entering
information press Enter and then click on the Save button. The
Address Books in GMS WebMail and GMS Collaboration are much
more comprehensive.

Delete
Highlight an entry in the list and click Delete.

Edit
Highlight an entry in the list and double click it to Edit.

Refresh

Clicking Refresh will get a new copy of the address book including
any changes made from elsewhere. GMS Collaboration and GMS
WebMail support sharing of address books so multiple users can
manage a single address book.

Junk Mail Filter

The Junk Mail Filter allows you a level of control over the amount of
junk mail entering your account. The Filter is accessed by clicking
on Quarantine in the top left of the screen, then on the Filter
Settings button on the right. If you have access to GMS WebMail
the filters within that product will give a much higher degree of
control.
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B Filter Settings
@ Help
|| Enable Junk Mail Filter
(7 Exclusive
@ Custom High e
| | Enable White list
| Include sub- books
| Chedk Systemn address book
Chedk Local address book
| ] Enable Blodk list
Junk Mail filter action
[ | Delete Immediately
(@) Quarantine
Quarantine Email
Send email every 1 days
Send to © onef@test.dom
| Only new quarantined messages
e, _i | Cancel

Enable Junk Mail Filter

To enable the junk mail filter, check the box on the left and select
the granularity of the filter from the drop-down menu. The higher
you set the granularity of this filter then the higher the likelihood
that you will stop any spam from reaching your mailbox, conversely
the higher the chances of seeing false positives, that is, genuine

messages being classified as junk mail.

366

Copyright © Gordano Ltd, 1995-2016



GMS User Guide

GMS User Interface

Exclusive

Very High

High

Senders must exist in one of the address books that you have
access to in order to send you mail.

Scored Rwords: 75

Bayesian Probability: 75

Maximum Allowed Message Defects: 0
Checks for Banned words or phrases

Checks SPF information using strict checks. Also fails if no SPF
record exists.

No SPF records exist for the sending domain

Checks Zero Hour spam classification using strict checks. Also
fails on any error.

Checks against IWF list of indecent sites

Checks DNSBL entries

Checks attachments against banned extension list
Checks attachments against banned Content-Types list
Checks the hostname passed in the SMTP protocol
Scored Rwords: 75

Bayesian Probability: 75

Maximum Allowed Message Defects: 0

Checks for Banned words or phrases

Checks SPF information using strict checks

Checks Zero Hour spam classification using strict checks
Checks against IWF list of indecent sites

Checks DNSBL entries

Checks attachments against banned extension list
Checks attachments against banned Content-Types list

Checks the hostname passed in the SMTP protocol
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Medium Scored Rwords: 100

Low

Bayesian Probability: 90

Maximum Allowed Message Defects: 1
Checks for Banned words or phrases
Checks SPF information

Checks Zero Hour spam classification
Checks against IWF list of indecent sites
Checks DNSBL entries

Checks attachments against banned extension list
Scored Rwords: 200

Bayesian Probability: 95

Maximum Allowed Message Defects: 3
Checks for Banned words or phrases
Checks SPF information

Checks Zero Hour spam classification

Checks against IWF list of indecent sites

Enable White List

Enabling the white list will allow senders that are already in your
address book to bypass the spam filters so their messages are
delivered directly to your inbox. If you do not want to receive
messages from any sender in your address book ensure you add
them to your block list.

Include sub-books

If any of the subordinate address books have subsidiary address
books these will also be checked, otherwise only the top level is
checked.

Check system address book

Enabling this option will check the System address book for
matching entries. Any that are found will be whitelisted.
Check domain address book

Enabling this option will check the Domain address book for
matching entries. Any that are found will be whitelisted.
Check local address book

Enabling this option will check the Local Addresses address book
for matching entries. Any that are found will be whitelisted.
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Enable Block List

If enabled your block list will be checked for entries relating to the

sender of the message. If a match is found the email will be
blocked.

Junk Mail Filter Action

There are two possible actions that can be set to come into force
when a message fails this filter. If you elect to use "Delete
immediately" the message will be discarded instantly, if you are
new to this filter however we would recommend that you initially
use the "Quarantine" option. This will allow you to check your
quarantine folder from time to time so that you can double check
to ensure you are not seeing any false positives. If you are then it
may be best to select a lower priority for the filter.

Again, your system administrator may not allow you access to this
option.

Once you have finished making changes click OK.

Note that the above values are the default values and that these may be
changed by your system administrator. If you have concerns about which
setting to use then you should contact them for advice.

Quarantine

The Quarantine option is to allow those users that have neither
GMS WebMail access or IMAP access to their quarantine folder to
manage the contents of that folder.

In this interface you can see a list of email messages that have been
placed in your quarantine folder either because they have failed
one or more of the tests put in place by your system administrator,
or due to a filter running directly on your own account.

For each message in the folder you will be able to see the Sender,
the Subject, along with the time and date it was sent.
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Quarantine Interface

From Subject Date
john@out.dom test 2012-08-21 12:268:07 #0100
jehn@out.dom test 2012-08-21 12:42:11 #0100

The interface provides you with access to all of the main actions
you might want to carry out on items in your Quarantine folder.

View

Highlighting a message and clicking on View will open that
message in a new window to allow you to check the contents of
the message to determine if it is rightly in your quarantine folder.
Access to attachments is not possible.

Accept

Highlighting a message and clicking Accept will remove the
message from the quarantine folder and move it into your normal
InBox.

Delete

Highlighting a message and clicking Delete will remove the
message from the quarantine folder and discard it.

Delete All

Clicking Delete All will remove all of the messages from your
quarantine folder and discard them.

False Positive

The presence of the False Positive button will depend on the
options enabled by your system administrator. Highlighting a
message and clicking this button will cause the message to be
reported as a false positive, it will then be checked and the spam
scores adjusted accordingly.
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Allow

If you highlight a message and click Allow the sender of that
message will automatically be added to your address book.
Block

If you highlight a message and click Block the sender of that
message will automatically be added to your block list.
Refresh

Clicking Refresh will re-read your quarantine folder obtaining an
up to date list of messages contained within it.

Quarantine Email

1.7

This option allows you to configure a message that is automatically
generated on the server overnight. This message will contain a
complete summary of the contents of your Quarantine folder
sorted by Virus, Spam and IWF messages. You can click on the
message to go directly to their Quarantine folder in order to
manage the contents. This is configured under the Filter Settings
option.

Send email every n days

Defines the frequency with which the summary email should be
mailed to you. If you receive a lot of email sending it every day
would be ideal. Those with light email usage might prefer it to be
sent every 7 days.

Send to

The email address that the summary should be sent to.

Only new quarantined messages

Select this option if you would like the summary email to contain
only those emails that have been quarantined since the last time a
summary was sent. If this is unchecked you will get a complete list
of the contents of your quarantine folder each time, up to the limit
set by your system administrator.

Account Sharing

Each of the items under the Sharing option are described in full in
the section on the GMS Collaboration client. See “Sharing via the
GMS Admin interface” on page 295.
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1.8 Rebuild Mailbox

If you are consistently having difficulty downloading mail from your
mailbox, it may possibly be due to a corrupt mailbox index file. This
option allows you to manually rebuild the index file for the mailbox
which should then allow you to access your messages correctly.

The status of any messages on the server will be lost if you use this option, all
messages will appear as being unread in your mail client.

Access to this page is only available if allowed by your system
administrator.
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1.1 Introduction

If your mail server has GMS Mail installed you will be able to use
any email software (client) that complies with internet standards to
send and receive e-mail. This section will look at some of the more
popular clients available today and how they are set up. It is aimed
at a basic setup and should not be relied upon as an alternative to
the mail clients’ own documentation.

This section:

e Describes advantages and disadvantages of POP3, IMAP4 and
Web browser clients.

e Gives some hints on how to set up some common POP3 and
IMAP4 mail clients. For more detailed information, refer to the
documentation that comes with the mail client.

e Explains the valid formats for account names in virtual and full
domains.

Examples in this section use the following information:
e Mail Server Name — mail.company1.dom.

e Mail Domain — company1.dom.

e Account Name — usera.

e Account Holder's name — Joe Bright.
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1.2 POP3 or IMAP4?

GMS Mail lets you access your e-mail using POP3 or IMAP4
protocols. To help you choose the best solution, the following table
lists the main advantages and disadvantages of each method of
reading e-mail:

Metho  Advantages Disadvantages
d
POP3 ®  Many mail clients to e All mail stored on PCs, making
choose from. backup difficult.
®  Mail can only be read from one
location.
IMAP4 ®  Some mail clients to e |MAP4 standard is still undergoing
choose from. rapid changes.
e Allmail storedon central ~®  Server requires enough disk space
server, making backup for all e-mail to be stored.
easy.

® Mail can be read from
many locations -
although software needs
configuring at each
location independently.

®  Users can share mailbox.

Hot-desking possible.
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1.3 Eudora V5

Eudora V5 is a POP3 and IMAP mail client which downloads all e-
mail to the local machine. Select the menu Tools, Options. When
presented with a dialog with categories listed down the left hand
side, set the following items:

Category Item

Getting "POP Account" is usera@mail.company1.dom
Started "Connection Method" is Winsock

Personal Info "POP Account"” is usera@mail.company1.dom

"Return address" is usera@company1.dom
Hosts "POP Account" is usera@mail.company1.dom
"SMTP" is mail.company1.dom
"Finger" is mail.company1.dom
Checking Mail ~ "POP Account" is usera@mail.company1.dom
" Authentication style" is either password or APOP depend-
ing on your security arrangements.
Sending Mail “Return Address" is usera@company1.dom

"Domain to add to unqualified addresses" is compa-
ny1.dom.

"SMTP Server" is mail.company1.dom

Password server is supported by Eudora to let users change their
passwords. That is, a user can change their GMS password from
within Eudora.
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1.4 Pegasusvi1.2 &v2.0

Do the following:

1.

W

10.

11.

12.

If you have not run the PCONFIG program, do so now, installing
Pegasus as standalone.

Select Preferences, Advanced.
Select the Always load WINSOCK.DLL option then exit Pegasus.

Restart Pegasus and enter your userid if using Multiple Users. (If
Pegasus prompts you to set up your TCP/IP connection
information, see the above section on installation issues and
use the setup help).

Choose File>Network Configuration. If there’s no Network
Configuration option, Pegasus did not properly set up the TCP/
IP connection — read the Pegasus help or uninstall/reinstall,
starting from step 1 above).

Verify Network Configuration is highlighted in the settings
book.

Type the name of your POP server in the POP3 Host field.

Type your POP Username and Login Password in the User name
and Password fields respectively.

Type your SMTP server in the field SMTP host and press the
button Advanced Configuration Options.

In the From field type in your e-mail address and for best results
change the TCP/IP timeout value to 90. Check the option "Use
this "From" field to form the SMTP envelop" and "Delete mail
from host once successfully retrieved”. Press the OK button
twice.

You should have the following network information:

Item Value

TCP/IP Socket Timeout Value 90

Relay Host mail.company1.dom
From Field: usera@company1.dom
Host: mail.company1.dom
User Name: Joe

All other settings in Pegasus are preferences. There are many
available options and features within Pegasus that can be
learned and used at your leisure. Use the Pegasus Help for any
other questions/problems.
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Pegasus Mail installation issues

When you install Pegasus Mail note the following:

If you are using the Windows 32-bit dialler or Dial-Up
networking, only install the 32 bit version of Pegasus.

During the installation Pegasus will ask if you would like to
install NetWare Support. Select "No NetWare Support."”

After the Installation you are prompted for information on who
will use Pegasus. If you are using Pegasus for only one userid,
select the Single User option, otherwise select the Multiple User
option. (To get back to the Add User panel, choose
Addresses>User management).

When using the Multiple User option, enter the username you
would like to use each time you start Pegasus.

Whenever you use a Username for the first time, set up
Pegasus for that userid. Part of the setup includes setting up
the network connection. It is best to dial in first and then start
Pegasus to ensure Pegasus finds your Winsock or TCP/IP file.
Choose Yes when Pegasus prompts you to use the TCP/IP
connection it found.
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1.5

Thunderbird

This section gives tips on setting up the Mozilla Thunderbird Mail
client to work with your server.

If you are installing Thunderbird for the first time you will be asked
for your account information during the installation process. You
should use the same information as provided here although you
will still need to complete the following steps to finalise the setting
up of your account.

Open Thunderbird and choose Tools, Account Settings from the

main menu. Under Account Actons at the bottom left of the screen
choose Add Mail Account. This will open a new dialogue allowing
you to enter the details of the account you wish to add as follows:

e Your Name — enter the name you wish to be known as.

e Email Address — enter the email address of the account on
the GMS server.

e Password — enter the password for the new above
account, and check the Remember Password option.

Once you have completed the above details click on the Continue
button.

Thunderbird will now try and auto detect your server settings using
it's own database or via DNS lookups. If it fails to find them you can
use the Manual Config option to enter them yourself or to change
the default settings but this should not be necessary. If you have
multiple accounts on the same server it is best to just use a single
outgoing SMTP server.

You should be given the option of using IMAP or POP for mail
collection, we recommend the use of IMAP as this will maintain
your mailbox on the server and allow access via WebMail if you do
not have your mail client to hand. It also allows access to the
account from multiple devices such as smart phones. If you opt for
POP messages will be removed from the server and not accessibe
from other clients or devices.

Once the account is created you should select it and see your inbox
being populated. You may need to right click on your account in
the tree on the left and select Subscribe to access any additional
folders that exist on your account in addition to the standard IMAP
folders.

There are a number of additional settings you can change for your
account to ensure Thunderbird operates in the way you would like.
To access these select Tools, Account Settings again.

e Account — allows you to change your account name, your
own name, set signatures, Outgoing Mail Server and so on.

e Server Settings — contains most of the important information
relating to the operation of your account, security levels, how
messages are handled etc..

Copyright © Gordano Ltd, 1995-2016 379



GMS With Other Clients

Copies & Folders — Covers options for saving sent mail,
automated copying of replies to another account, Archiving of
messages etc.

Composition & Addressing — options relating to writing and
addressing messages including use of additional address books.

Junk Settings — determines how messages that Thunderbird
thinks are spam are handled.

Synchronisation & Storage — determines whether messages
are also stored locally, this is useful if you have to work offline
at any time. Also provides various options for minimising disk
space usage.

Return Receipts — various options for handling return receipts.
From a security perspective it is not a good idea to enable
automated responses to incoming messages as this can be used
to confirm your address thereby making you more valuable to
spammers.

Security — allows for digital signing and encryption of
messages.

Additional Features

Thunderbird has a number of advantages over other third party

mail clients especially if you have the GMS Collaboration option
enabled on your server.

It can integrate with GMS address books via LDAP.

It can integrate with GMS calendars by using the Lightning
calendar plug-in. See “CalDav & CardDav” on page 308.
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1.6 MS Outlook Setup

MS Outlook is part of MS Office. Be sure to install the latest patches
from Microsoft.

To set Outlook up:

1.
2.
3.

Start MS Outlook Mail, click Tools and choose Services.
Highlight Internet Mail and press Properties.
Do the following:

e Type your name as you wish it to appear in the Full name
field, in our example this is "Joe Bright".

e Type your e-mail address, "usera@company1.dom”, in the
field e-mail address.

e Type your account name — your POP username (usera).
e Type your password in the Password field.

e Press Advanced Options, enter the SMTP server
"mail.company1.dom" and press OK.

e C(lick the Connection tab and choose the way you will
connect to the Internet.

e Check that the Internet Mail server is your assigned POP
server.

Press OK twice.

All other settings are preferences. If you were missing any

components like Internet mail, see the startup and component
section.

1.7 MS Outlook Express Setup

MS Outlook Express is part of the Internet Explorer installation. Be
sure to install the latest patches from Microsoft.

To set Outlook Express up:

1.

2.
3.
4

Start the MS Outlook Express program.
Press Tools on the menu bar and then the Accounts option.
Click the tab labelled Mail.

If you do not have any Mail Accounts listed press the Add

button and choose Mail. (If your account is already listed go to

step 5). The Add wizard settings are as follows:

e Enter your name as you would like it to appear in the Name
field, that is "Joe Bright", and press the Next button.

e Enter your e-mail address, "usera@company1.dom", and
press the Next button.

e Choose POP3 for the option 'My incoming mail server is." In
the "Incoming Mail (POP3 or IMAP) Server" field, enter
your POP server "mail.company1.dom".

In the "Outgoing Mail (SMTP) Server" field, enter your
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1.8

SMTP server, again "mail.company1.dom". Press the Next
button.

e Choose the option Log on using: and enter your POP
username in the POP account field and your login
Password. Press the Next button.

e Type the name you want for the account name, "Joe
Bright", and press the Next button.

e Choose the Connect option you want to connect to the
Internet using and press the Next button.

e Press the Next button, then press Finish.
5. To access your mail settings without using the Setup wizard:

e Highlight your existing account name and choose
Properties.

e Under the General tab enter your Name (" Joe Bright") and
Organization. For both E-mail address and Reply address,
type "usera@company1.dom”.

e Click the Servers tab and verify the following:

e Enter your SMTP server, "mail.company1.dom”, in the
Outgoing Mail (SMTP) field.

e Enter your POP server, "mail.company1.dom", in the
Incoming Mail (POP3) field.

e Choose the option Log on using.

e Enter your POP username, "usera", in the Account field.

e Enter your password in the Password field.

e Click the Connection tab and specify you preferred means
of connecting to the Internet.

e Do not modify the Security tab settings.

e C(lick Advanced Options and leave the port numbers at their
default (110 for POP and 25 for SMTP). Do not check
"Leave copy of messages on server" or your mailbox may
fill up.

e The rest of the Advanced options are preferences so press
OK for these.

Mobile Device Mail Clients

There are many different types of mobile clients and most of them
will contain a mail client, and will also allow you to install third
party mail clients via the relevant app store. For the purposes of this
user guide we will outline how to set up the default mail client that
ships with Android 4.0 otherwise known as Ice Cream Sandwich.

To begin configuring the mail client open Apps and then select the
Email app. The first time you open the App you will be presented
with a screen allowing you to configure the account it should work
with.
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Enter the fully qualified account name and the password associated
with that account. This will normally be the same information you

enter in your normal desktop client. Once entered click on Next at
the bottom of the screen and then select "IMAP account” from the
following screen.

not select "POP3 account" as the POP protocol will remove the messages

@ If you will also access this account from another device or client be sure to
\l
from the server and thus they will be unavailable to the other client.

This will open a further screen allowing you to continue configuring
the IMAP settings as follows:

e Username - the domain portion of the account you entered
previously will have been removed. Please re-instate it so the
entry looks like username@domain.name

e Password - there should be no need to change this

e IMAP Server - this will have defaulted to imap.domain.name.
If this is not correct you will need to change it, your System
Administrator will be able to advise you, or simply copy the
settings in your desktop client.

e Security type - If your email provider supports it we would
recommend using SSL security, and as you know where you are
connecting to that you do not worry unduly about the type of
certificate. Select the option "SSL (Accept all certificates)".

e Port - this will depend on your choice for the security type
above. The standard IMAP port of 143 should be used for all of
the options other than SSL, for which you should use a port of
993

e IMAP path prefix - please leave this blank unless you are
advised otherwise by your system administrator

When complete click on Next to continue setting up the account
by configuring the SMTP settings as follows:

e SMTP server - this will have defaulted to mail.domain.name. If
this is not correct you will need to change it, your System
Administrator will be able to advise you, or simply copy the
settings in your desktop client.

e Security type - If your email provider supports it we would
recommend using SSL security, and as you know where you are
connecting to that you do not worry unduly about the type of
certificate. Select the option "SSL (Accept all certificates)".

e Port - this will depend on your choice for the security type
above. The standard IMAP port of 143 should be used for all of
the options other than SSL, for which you should use a port of
993

e Require sign-in - as you are using a mobile device it is highly
unlikely you will be connecting from a known IP address,
therefore you will likely fail a lot of the security checks on the
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mail server. Selecting this option allows authentication to the
server allowing you to be treated as if you were on a local client

e Username - the fully qualified username to authenticate
with. Normally your email address

e Password - the password for the above account

When complete click Next to continue setting up the account
options as follows

e Email check frequency - select the desired frequency from the
drop down. The more frequent the check the greater the
impact on your battery life

e Sync Email - selecting this option will ensure that your mobile
device and the account on the server are kept synchronised
with each other

e Notify me when email arrives - if selected your mobile
device will notify you when a new email is available, so there is
no need to keep checking your device

e Automatically download attachments when connected to
WiFi - some attachments can be very large, and some WiFi
connections very slow. Unless you are confident in the speed of
your WiFi connection we would recommend that you leave this
option unchecked. Attachments will then only be downloaded
when you request them.

When complete click Next to open the final screen where you can
name the account and provide your personal details.

e Give this account a name (Optional) - if you are setting up
multiple accounts on the mobile device it is important to give
them names allowing you to distinguish between them. This
can be anything you like as it is not used anywhere else

e Your name (displayed on outgoing messages) - This is the
name that will appear in the From field of any messages you
send dfrom the device. If you also use a desktop mail client
then it would normally be the same name as you have set there

Finally click on Done. The email account is now set up and ready
for use. It will automatically connect to your server and obtain an
up to date copy of all email in your inbox. Further connections will
depend on the Email check frequency you set above.

similar to the above. If this client supports the IMAP IDLE command we
would recommend using this over setting a frequency to check for new
email, it is much lighter on resources and you will get immediate notifica-
tion on the arrival of new email.

G If you use a third party mail client the process for setting it up will be very

1.9 Accessing the GMS address books

GMS provides a facility allowing you to access address books stored
on the GMS server. This means your organization can have a shared
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address book containing the addresses of everyone in the
organization that you can access using your usual email client. The
following section explains how to set this up in the most popular
clients.

If you use GMS WebMail your administrator can make these address books
available to you in the WebMail clients without the need for you to do any-
thing.

Outlook

The GMS server can be set up to provide access to the address
books either with or without the requirement for authentication.
The default is to require authentication. The settings you use in
Outlook will vary slightly depending on whether authentication is
required.

Authentication

Click on Tools then Email Accounts

Select to Add a new directory or address book and click on
Next.

Select Internet Directory Service (LDAP) and click on Next.
Enter the Fully Qualified Domain Name of the GMS server or its
IP address in the Server Name entry box (ask your administrator
if you are unsure of the correct values).

Check the "This server requires me to log on" option.

Enter the following as the User Name:
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your GMS email address. Add your
GMS password in the Password entry box.

Click on the "More Settings..." button.

Select the "Search" tab on the pop-up dialog.

Enter the following as the Search Base to access your personal
"My Addresses" address book.

mail=user@domain.dom,ou=gmsaddressbook
where user@domain.dom is your GMS email address.

To access the system "Local Addresses” address book change
the searchbase to be
mail=everyone@domain.dom,ou=gmsaddressbook

Click on the OK button then click on the Next button. Finally ,
click on the Finish button

Select File then Exit to close down Outlook.
Launch Outlook again.
Select Tools then Adddress book.
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e Select the service you have just created from the "Show Names
from the:" drop down box.

e |n the address book window select Tools then Find.

e Enter your search criteria and click on OK. Records that match
your search criteria will then be listed.

No Authentication
e C(Click on Tools then Email Accounts

e Select to Add a new directory or address book and click on
Next.

e Select Internet Directory Service (LDAP) and click on Next.

e Enter the Fully Qualified Domain Name of the GMS server or its
IP address in the Server Name entry box (ask your administrator
if you are unsure of the correct values).

e (lick on the "More Settings..." button.
e Select the "Search" tab on the pop-up dialog.

e Enter the following as the Search Base.
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your GMS email address. Click on
the OK button then click on the Next button. Finally , click on
the Finish button

e Select File then Exit to close down Outlook.
e Launch Outlook again.
¢ Select Tools then Adddress book.

e Select the service you have just created from the "Show Names
from the:" drop down box.

e |n the address book window select Tools then Find.

e Enter your search criteria and click on OK. Records that match
your search criteria will then be listed.

Outlook Express

The GMS server can be set up to provide access to the address
books either with or without the requirement for authentication.
The default is to require authentication. The settings you use in
Outlook Express will vary slightly depending on whether
authentication is required.

Authentication
¢ Click on Tools then Accounts
e Select to Add a directory service

e Enter the Fully Qualified Domain Name of the GMS server or its
IP address (ask your administrator if you are unsure of the
correct values).

e Click Next, then Next again, then Finish.
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In the list of accounts select the one you have just created then
click on Properties.

On the Advanced tab enter the following searchbase to access
your personal "My Addresses" address book.
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your email address. To access the
system "Local Addresses" address book change the searchbase
to be

mail=everyone@domain.dom,ou=gmsaddressbook

Also on the Advanced tab check the "Use simple search filter"
option.

On the General tab check the "This server requires me to log
on" option then copy your entire searchbase into the Account
field. Enter your account password in the Password field.

Click on OK.

If you then open your address book and click on the "Find
People" button and select your new directory service from the
"Look in:" drop down you will be able to search the GMS
address book for contacts.

No Authentication

Eudora

Click on Tools then Accounts
Select to Add a directory service

Enter the Fully Qualified Domain Name of the GMS server or its
IP address (ask your administrator if you are unsure of the
correct values).

Click Next, then Next again, then Finish.
In the list of accounts select the one you have just created then
click on Properties.

On the Advanced tab enter the following searchbase
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your GMS email address.

Click on OK.

If you then open your address book and click on the "Find
People" button and select your new directory service from the

"Look in:" drop down you will be able to search the GMS
address book for contacts.

The GMS server can be set up to provide access to the address
books either with or without the requirement for authentication.
The default is to require authentication. The settings you use in
Eudora will vary slightly depending on whether authentication is
required.
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Authentication
e Click on the Address book icon in the menu bar
e Select the Directory Services tab at the bottom of the screen

e Select LDAP in the Protocols section of the screen and click on
the "New Database..." button

e On the Network tab of the Modify Database dialog enter a
name for the server. In the Host Name tab enter the Fully
Qualified Domain Name of the GMS server or its IP address (ask
your administrator if you are unsure of the correct values).

e Also on the Network tab check the "This server requires me to
log on" option and enter
mail=user@domain.dom,ou=gmsaddressbook
in the Account name field where user@domain.dom is your
GMS email address. Also add your GMS email account
password in the Password field.

e On the Search Options tab enter a Search Base of
mail=user@domain.dom,ou=gmsaddressbook
where user@domain.dom is your email address. To access the
system "Local Addresses" address book change the searchbase
to be
mail=everyone@domain.dom,ou=gmsaddressbook

e C(lickon OK

e You should then check the box next to the new database in the
list of databases in the bottom right pane of the screen.

e You can then search the database by entering a value in the
Query field at the top left of the address book window and
clicking on the "Start" button.

No Authentication

e Click on the Address book icon in the menu bar

e Select the Directory Services tab at the bottom of the screen

e Select LDAP in the Protocols section of the screen and click on
the "New Database..." button

e On the Network tab of the Modify Database dialog enter a
name for the server. In the Host Name tab enter the Fully
Qualified Domain Name of the GMS server or its IP address (ask
your administrator if you are unsure of the correct values).

e On the Search Options tab enter a Search Base of
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your GMS email address.

e C(lick on OK

¢ You should then check the box next to the new database in the
list of databases in the bottom right pane of the screen.

e You can then search the database by entering a value in the
Query field at the top left of the address book window and
clicking on the "Start" button.
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Netscape v/

Netscape does not support server logons so you can only check the

GMS address books if your administrator has allowed connections

that don't supply a username and password.

To configure Nestscape to use the LDAP interface:

e Click on Preferences then Mail & Newsgroups

e Click on Addressing and select Directory Server then Edit
Directory.

e Enter a name for the directory service.

e Enter the Hostname of the GMS server (Fully Qualified Domain

Name). Ask your administrator if you are unsure what this
should be.

e Enter the following as the Base DN:
mail=user@domain.dom,ou=gmsaddressbook

where user@domain.dom is your GMS email address.
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1 Secure WebMail (SSL)

As the internet has increased in popularity so has awareness that it is
generally an insecure way to send information between two computers.
For example we are often warned to be careful about entering credit
card details when ordering things on-line. The general rule is to check
for the little padlock symbol on your browser which tells you that the
website you are on is secure (See pictures below).

The padlock indicates that the site is using a system that encrypts the
information you enter on a web page before it is sent over the internet.

GMS WebMail can be provided over a secure connection if your
administrator has set up something called Secure Sockets Layer (SSL).
This means that if you log in to GMS WebMail using SSL any
messages that you compose will be encrypted before they are sent to
your organisation’s mail server.

The only visible differences between normal WebMail and secure
WebMail are the URL you use to reach the GMS WebMail log on page
and the padlock symbol displayed in your browser. The login URL will
be supplied by your system administrator and will start with "https://"
instead of the usual "http://". If your login page has the padlock
displayed then you can be confident that you are protected by secure
GMS WebMail. If you are unsure contact your administrator.

In Internet explorer the padlock is displayed in the bar at the bottom of
the screen towards the right hand side

&) Done I_E|ﬂ Internet ’jl

In Netscape Navigator the padlock is displayed at the bottom of the
screen on the left hand side.

g == Document: Daone =l S =29 B A o

@ Secure WebMail can be used for the Professional, Express and Mobile clients.
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Licence Agreements

GORDANO LIMITED SOFTWARE LICENCE AGREEMENT

Copyright © Gordano Ltd, 1995-2016

WARNING: YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS
BEFORE SIGNING THISAGREEMENT AND USING THIS SOFTWARE PACKAGE. SIGNING
THIS AGREEMENT OR INSTALLING THESOFTWARE ONTO YOUR COMPUTER INDICATES
YOUR ACCEPTANCE OF THE TERMS AND CONDITIONS OF THISAGREEMENT. IF YOU DO
NOT WISH TO ACCEPT ALL OF THESE TERMS, YOU SHOULD STOP INSTALLING
THISSOFTWARE NOW AND DESTROY ALL COPIES OF THE SOFTWARE AND ALL
MANUALS AND OTHER DOCUMENTSSUPPLIED WITH IT.

1 DEFINITIONS

"Agreement" means this Gordano Limited Software Licence Agreement together
with all related invoices.

"Company" means the licensee of the Software, being the signatory to this Agreement.
"Gordano" means Gordano Limited.

"Documentation” means any documentation or manuals provided with the Software or
provided online or on storage media containing this text.

"Key" means the activation key.

"Software" means the software computer program, Key and Documentation contained
in this package.

"Trial Period" means the period of 28 days from installation of the Software.

2 GRANT OF LICENCE

2.1 Subject to the Company's compliance with the terms of this Agreement, Gordano
grants to the Company a non-exclusive, non-transferable licence to use the Software
strictly for its own internal business operations only under the terms of this Agreement
for the Trial Period and thereafter if a key is purchased from Gordano or its authorised
representatives. For the avoidance of doubt, operating the Software outside the Trial
Period or without a Key from Gordano (or its representatives) constitutes unlicensed use
of the Software and will be a material breach of this Agreement, which would allow
Gordano to terminate under clause 8.2.

2.2 This Agreement becomes effective upon the Company signing this Agreement or
installing the Software.

2.3 On expiry of the Trial Period and on payment of the fee invoiced by Gordano, the
Company will be sent the Key which will activate the Software.

2.4 The Company may use the Software on the number of computers that it has
purchased a licence for; a separate license is required for any other computers. The
number of licenses purchased by the Company under this Agreement will be stated on
the invoice issued by Gordano.

2.5 The Company may make one copy of the Software, strictly for backup or archive
purposes only.

2.6 The Company shall be responsible for all use of the Software licenced under this
Agreement, including but not limited to any use by its agents, contractors, outsourcers,
customers and suppliers, and their compliance with this Agreement.

2.7 The Company agrees to maintain accurate and adequate records relating to its use of
the Software and compliance with this Agreement. The Company agrees to permit
Gordano to audit the Company in relation to its use of the Software and compliance with
the terms of this Agreement. The Company shall provide Gordano with reasonable
assistance and access to information in the course of any such audit, and the Company
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agrees that Gordano may report the audit results to its licensors. Each party shall be
responsible for its own costs in relation to any such audit.

2.8 In the event that the Software contains source code from a licensor of Gordano, that
source code shall also be governed by the terms of this Agreement.

3 OWNERSHIP OF THE SOFTWARE

3.1 Gordano and its licensors own all title and proprietary rights to the Software and all
copies thereof and all rights therein, including without limitation all copyright, patents,
know-how, trade secrets, trade marks or names and database rights. All such rights shall
remain vested in Gordano and its licensors. The provision of the Software to you does not
grant, and you do not receive, any rights under any Microsoft intellectual property with
respect to any device or software that you use to access the Software.

3.2 The Company undertakes and agrees as follows:

(a) it may NOT make or permit others to make any copies of the Software except for one
backup copy.

(b) it may NOT reverse engineer, disassemble, decompile the Software or attempt to
reconstruct, identify or discover any source code except as expressly permissible by law.
(c) it may NOT modify, adapt or translate the Software or incorporate the Software, in
whole or in part in any other product or software or permit others to do so without
express, written consent of Gordano.

(d) it may NOT disclose, provide or otherwise make available in any form the Software, its
functionality or any portion thereof, to any third party other than its employees without
the prior written consent of Gordano.

(e) it may NOT remove any copyright, trademark, proprietary rights, disclaimer or warning
notice included on or embedded in any part of the Software and the Company agrees to
diligently reproduce all copyright notice(s) and other proprietary notices of Gordano on
any authorised copy of the Software.

(f) it may NOT assign, sell, transfer (except for temporary transfer in the event of
computer malfunction), licence, sub-licence, rent, timeshare, lease or otherwise
redistribute the Software or its functionality to any third party without the written
permission of Gordano.

(g) it may NOT use the Documentation for any purpose other than to support its use of
the Software.

(h) it accepts that from time to time, the Software will send a message containing details
of the Key or Keys installed to Gordano and it agrees not to interfere with the delivery of
this message.

(i) its accepts, that Gordano may receive error messages from the Software installed on
the Company's system in the event that the Software fails for some reason (and that the
Company has the option to turn this off).

(j) it agrees to stop using all previous version of the Software immediately following an
upgrade.

(k) it may NOT use the Software for any subscription service, hosting or outsourcing.

(1) it may NOT publish any results of benchmark tests run on the programs.

(m) if appropriate, it must comply with all relevant import and export laws to ensure that
the Software or anything directly produced using the Software are not exported directly
or indirectly contrary to applicable laws.

(n) it agrees that any third party technology that may be appropriate or necessary for use
with some or all of the Software that is notified to the Company (whether via the
Documentation or otherwise) shall not be licensed to the Company under this
Agreement, but may be licensed as stated in the Documentation or as otherwise notified
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to the Company.

(0) The Company shall ensure that its customers and/or employees (and any other
persons) that use the Software agree to and are bound by the following condition on
their right to access and use the Software: "The provision of the Software to you does
not grant, and you do not receive, any rights under any Microsoft intellectual property
with respect to any device or software that you use to access the Software."

3.3 No distribution licence or other rights are provided to the Company under this
agreement.

3.4 The Software may utilise Microsoft® Exchange ActiveSync, and the use of Microsoft®
Exchange ActiveSync is limited to internal use as part of hosting the Software for the sole
purpose of providing access by Microsoft® approved devices to email accounts of
employees or customers of the Company maintained by the Software. The provisions of
clauses 3, 4, 6, and 7 shall survive termination of this Agreement.

4 CONFIDENTIALITY
4.1 The Company undertakes to treat as confidential and keep secret all information
contained or embodied in the Software and Documentation supplied by Gordano.

5 ANTI-VIRUS

5.1 Gordano does not warrant that the Software is free from all known viruses and the
Company shall assume responsibility to take appropriate steps to ensure that the
Software is virus free and that the running of the Software will not damage or interfere
with the computer system on which the Software is used or any data or software which
may be used or stored on its computer system.

6 WARRANTY AND DISCLAIMER

6.1 The Company acknowledges that software in general is not error free and agrees that
the existence of such errors in the Software shall not constitute a breach of this
Agreement.

6.2 The Company further acknowledges that the Software has not been developed to
meet its specific individual requirements and that it is the Company's responsibility to
ensure that any use of the Software or the information contained on it is suitable for its
specific individual requirements.

6.3 THIS SOFTWARE IS PROVIDED 'AS IS'. GORDANO WARRANTS THAT THE SOFTWARE
WILL SUBSTANTIALLY COMPLY WITH THE SPECIFICATIONS SET OUT IN THE
DOCUMENTATION. EXCEPT AS STATED HEREIN AND TO THE EXTENT PERMITTED BY
LAW THE SOFTWARE IS PROVIDED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING BUT NOT LIMITED TO THE IMPLIED
WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY AND FITNESS FOR A
PARTICULAR PURPOSE. GORDANO DOES NOT WARRANT THAT THE FUNCTIONS
CONTAINED IN THE SOFTWARE WILL MEET THE COMPANY'S REQUIREMENTS OR THAT
THE OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE.

6.4 Gordano does not represent or warrant that the Software furnished hereunder is free
of infringement of any third party patents, copyrights, other intellectual property rights or
trade secrets. The Company waives any right to indemnification or other relief from
Gordano should the Software be found to be defective or to infringe any right of any
third party.

6.5 Nothing in this Agreement shall exclude or limit the liability of Gordano for death or
personal injury caused by its negligence or for any other liability which cannot by law be
excluded.

GORDANQO'S SOLE LIABILITY TO THE COMPANY FOR ANY CLAIM, DEMAND OR CAUSE
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OR ACTION WHATSOEVER, AND REGARDLESS OF FORM OF ACTION, WHETHER IN
CONTRACT OR TORT, SHALL BE LIMITED TO REPLACEMENT OF THE PRODUCT OR
REFUND OF THE LICENCE FEE PAID FOR THE SOFTWARE. IN NO EVENT SHALL GORDANO
OR ITS LICENSORS BE LIABLE TO THE COMPANY FOR ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL OR PUNITIVE DAMAGES WHATSOEVER, INCLUDING BUT
NOT LIMITED TO LOSS OF ANTICIPATED SAVINGS, LOSS OF REVENUES, LOSS OF PROFIT,
LOSS OF BUSINESS, LOSS OF DATA OR DATA USE OR ECONOMIC LOSS OF ANY KIND.

7 LIMIT OF LIABILITY

7.1 In the event that any exclusion or limitation in clause 6 above is held to be invalid for
any reason and Gordano becomes liable for loss or damage that may lawfully be limited,
such liability shall be limited to the sum equivalent to a multiple of 3 (three) times the
total annual fee paid by the Company to Gordano for the licence of the Software.

8 TERMINATION OF LICENCE

8.1 Save in the event of any unlicensed use of the Software when the terms of this
Agreement shall remain in full force and effect, the Company may terminate this
Agreement, at any time, by destroying or returning all copies of the Software.

8.2 Gordano may terminate this Agreement by written notice to the Company if the
Company is in default of any terms or conditions of this Agreement or if the Company
enters into any form of insolvency including without limitation liquidation, receivership,
voluntary arrangement, administration or is unable to pay its debts as they fall due.

8.3 On termination of this Agreement the Company agrees to discontinue all use of the
Software and destroy all copies of the Software in any form in its possession or control,
and if requested by Gordano certify in writing that such action has been taken. The
Company shall not be entitled to any refund of any monies or other consideration paid by
it.

9 SUPPORT

9.1 Gordano shall provide support for the first 28 days from your first contact with
Gordano or its representatives. First contact means the Company's representative’s first
telephone call to Gordano, registration on the Gordano website, or installation of the trial
software from our website, whichever is the earlier.

9.2 On expiry of this 28 days the Company shall have the option of purchasing support
services from Gordano under the terms of the Support Agreement.

10 MAINTENANCE (Software Updates)

10.1 Gordano shall provide maintenance services in the form of updates to the Software
for the duration of the Software's licence term, commencing on the expiry of the Trial
Period and on the Company's receipt of the Key. Thereafter, the Company shall have the
option of renewing annual maintenance services (Software updates) from Gordano.
10.2 Maintenance services shall comprise of the provision of new versions of the
Software only as and when they become available, and no other maintenance services or
assistance is included.

11 GENERAL

11.1 If any provision of this Agreement is determined to be invalid or unenforceable, by
any court of competent jurisdiction it shall be deemed to be omitted and the remaining
provisions shall continue in full force and effect.

11.2 Gordano's waiver of any right shall not constitute a waiver of that right in the
future.

404 Copyright © Gordano Ltd, 1995-2016



GMS User Guide Licence Agreements

11.3 This Agreement shall be governed and construed in accordance with the laws of
England and both parties submit to the exclusive jurisdiction of the English courts, save in
respect of enforcement where the jurisdiction shall be non-exclusive.

11.4 This Agreement constitutes the entire understanding between the parties with
respect to the subject matter hereof. The Company agrees that any of Gordano's
licensors that are associated with the Software shall be a third party beneficiary of this
Agreement. All prior agreements, representations, statements and undertakings, oral or
written, between the Company and Gordano are hereby expressly superseded and
canceled.

11.5 All notices under this Agreement shall be in writing and shall be given by registered
or certified mail to the following address: Gordano Ltd, 1 Yeo Bank Business Park, Kenn
Road, Kenn, Clevedon, North Somerset,

BS21 6UW, UK.

© 1995-2016. Gordano Limited. All rights reserved.
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GORDANO LIMITED SUPPORT AGREEMENT

WARNING: YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS.
BY REGISTERING FOR SUPPORT SERVICES TO BE PROVIDED BY GORDANO YOU ARE
ACCEPTING THESE TERMS AND CONDITIONS. IF YOU DO NOT WISH TO ACCEPT ALL OF
THESE TERMS YOU SHOULD IMMEDIATELY NOTIFY GORDANO AND ANY SUPPORT FEE
YOU MAY HAVE PAID WILL BE REFUNDED FOR THE OUTSTANDING CONTRACT TERM.

1 DEFINITIONS

"Business Days" means weekdays excluding weekends, and UK Bank and Public
Holidays and Gordano's training days (which will be notified to the Company in advance
and in any case will not be more than 3 (three) days in any one calendar year).
"Company" means the licensee of the Software.

"Gordano" means Gordano Limited.

"Key" means the activation key for the Software or Support Service.

"Software" means the software computer program and documentation licensed to the
Company from Gordano.

"Software Licence" means the software licence granting the Company a non-exclusive,
nontransferable licence of the Software.

"Support Fee" means the fees payable for the Support Service, which shall be in
accordance with Gordano's current price list as amended from time to time.

"Support Agreement" means this Gordano Limited Support Agreement.

"Support Service" means the support services provided by Gordano in relation to the
Software and as detailed in clause 3 of this Support Agreement.

2 GRANT

2.1 This Support Agreement is for the provision of Gordano's Support Service in respect
of the current version of the Software for the term of your subscription to the Support
Service commencing from the date of the commencement of your subscription for the
Support Service.

2.2 If further products are licensed from Gordano during the lifetime of this Agreement a
"top-up" fee may be added to extend this Support Agreement to cover the additional
products at the time of their purchase.

2.3 This Support Agreement becomes effective on the date you pay for the Support
Service.

2.4 Customers may register as users on the helpdesk at https://helpdesk.gordano.com
however this is not required in order to receive support.

3 SUPPORT SERVICES

3.1 Gordano shall provide the Company with the following Support Service:

(a) telephone support for the Software (currently on +44 (0)1275 340151):

(i) between the hours of 0900 to 17:00 or 14:00 to 2200 hours UK Time; or

(i) between the hours of 0900 to 2200 UK Time;

on all Business Days or

(iii) for 24x7 cover;

telephone support shall be provided at all hours on all days

(b) email support for the Software at support@gordano.com or helpdesk@gordano.com.
3.2 Messages sent to and Support calls made to Gordano will be processed automatically
and assigned a ticket ID. Gordano will send confirmation of these details to the creator of
the ticket.

3.3 All Support Services for the Software will be provided in the English language only.
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4 EXCLUDED SERVICES

The Support Service supplied under this Agreement shall not include the provision of
Support Service in respect of:

(a) any version of the Software which is more than 24 months past its release date, except
at the discretion of a support engineer or the management of Gordano Ltd;

(b) any products or services which are not the Software or its components;

(€) training in the use of the Software;

(d) any development services;

(e) defects or errors resulting from any modifications or enhancements of the Software
made by any person other than Gordano;

(f) use of the Software other than in accordance with the documentation or operator
error,

(g) virus protection or bug fixes except in exceptional circumstances as advised by
Gordano, for example, when the system has been compromised by some external force
and there is no availableworkaround; or

(h) any circumstances beyond the reasonable control of Gordano, including (but not
limited to) any act of God, fire, flood, war, act of violence or any other similar occurrence
or failure or reduced performance of telecommunications networks or the internet.

5 COMPANY OBLIGATIONS

5.1 The Company agrees and undertakes:

(a) to ensure that the Software is used only in accordance with the documentation or
advice from Gordano, by competent trained employees only or by persons under their
supervision;

(b) not to alter or modify the Software in any way whatever nor permit the Software to
be combined with any other programs to form a combined work;

(c) not to request, permit or authorise anyone other than Gordano or its nominated third
parties to provide any support services in respect of the Software;

(d) to co-operate fully with Gordano's personnel in the diagnosis of any error or defect in
the Software;

(e) if necessary, to make available to Gordano free of charge all information facilities and
services reasonably required by Gordano to enable Gordano to provide the support
services;

(f) to provide such telecommunication facilities as are reasonably required by Gordano for
testing and diagnostic purposes.

6 SUPPORT FEES
In consideration of the Support Services the Company shall pay the Support Fee in
advance to Gordano

7 TERMINATION

Gordano may terminate this Support Agreement by written notice to the Company if the
Company is in default of any terms or conditions of this Support Agreement by written
notice to the Company or if the Company enters into any form of insolvency including
without limitation liquidation, receivership, voluntary arrangement, administration or are
unable to pay its debts as they fall due.

8 LIABILITY

Gordano's sole liability to the Company for any claim, demand, cause or action
whatsoever, and regardless of form of action, whether in contract or tort, including
negligence, shall be limited, at Gordano's sole option, to refund of the purchase price, re-
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performance of the Support Service or an extension to the length of the Support Service
to be provided. In no event shall Gordano be liable for recovery of any special, indirect,
incidental, or consequential damages, even if Gordano has beenadvised of the possibility
of such damages, including but not limited to lost profits, lost savings, lost

revenues, lost business, lost data or economic loss of any kind, or for any claim by any
third party.

9 LIMIT OF LIABILITY

In the event that any exclusion or limitation in clause 8 above is held to be invalid for any
reason and Gordano becomes liable for loss or damage that may lawfully be limited, such
liability shall be limited to the sum equivalent to a multiple of three times the Support
Fees paid by the Company to Gordano.

10 GENERAL

10.1 If any provision of this Support Agreement is determined to be invalid or
unenforceable, by any court of competent jurisdiction it shall be deemed to be omitted
and the remaining provisions shall continue in full force and effect.

10.2 Gordano's waiver of any right shall not constitute a waiver of that right in the
future.

10.3 This Support Agreement shall be governed and construed in accordance with the
laws of England and both parties submit to the exclusive jurisdiction of the English courts,
save in respect of enforcement where the jurisdiction shall be non-exclusive.

10.4 This Support Agreement constitutes the entire understanding between the parties
with respect to the subject matter hereof and all prior agreements, representations,
statements and undertakings, oral or written, are hereby expressly superseded and
cancelled.

10.5 All notices in connection with this Agreement shall be in writing and shall be given
by registered or certified mail to the following address: Gordano Ltd, 1 Yeo Bank Business
Park, Kenn, Kenn Road,

Clevedon, North Somerset, BS21 6UW, UK.

© 1995-2016. Gordano Limited. All rights reserved.

LICENCE AGREEMENT MySQL AB
MySQL AB, Bangardsgatan 8, 753 20 Uppsala, SWEDEN
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1. License Grant. Customer is granted a limited, non-exclusive, non-transferable license
to run one copy of the object code version of the Licensed Software on one machine or
instrument solely as integrated with, and for running and extracting data from, a Licensee
Application. Use shall be limited to internal business purposes in accordance with these
license terms. If the Integrated Product is licensed for concurrent or network use,
Customer may not allow more than the maximum number of authorized users to access
and use the Licensed Software concurrently.

2. License Restrictions. Customer may make copies of the Licensed Software only for
backup and archival purposes. Customer shall not:<br>

(a) copy the Licensed Software onto any public or distributed network;s

(b) use the Licensed Software as a general SQL server, as a stand alone application or with
applications other than Licensee Applications under this license;

(c) change any proprietary rights notices which appear in the Licensed Software; or
(d) modify the Licensed Software.

3. Ownership. MySQL AB and its third party suppliers retain all right, title and interest in
the Licensed Software and all copies thereof, including all copyright and other intellectual
property rights. MySQL AB may protect its rights in the Licensed Software in the event of
any violation of this EULA.

4. Transfer. Customer may transfer the license granted herein provided that it complies
with any transfer terms imposed by Licensee and delivers all copies of the Licensed
Software to the transferee along with this EULA. The transferee must accept the terms
and conditions of this EULA as a condition to any transfer. Customer's license to use the
Licensed Software will terminate upon transfer. Customer must comply with all applicable
export laws and regulations.

5. Termination. Upon termination of this license, Customer must immediately destroy all
copies of the Licensed Software.

The MD5 Message-Digest Algorithm

The MD5 Message-Digest Algorithm used in NTMail is copyright (c) 1992-2, RSA Data
Security, Inc. Created 1991. All rights reserved.
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License to copy and use this softare is granted provided that it is identified as the "RSA
Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or
referencing this software or this function.

License is also granted to make and use derivative works provided that such works are
identified as "derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm*
in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of
this software or the suitability of this software for any particular purpose. It is provided
"as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or
software.

jQuery MIT License
Copyright (c) 2008 John Resig, http:/jquery.com/

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.
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2 Installation and Contact Information

For installation you need the following information. Keep a note of
the values you used here in case you need to quote them to
support.

Your domain name

Your computer’s IP address (if
static).

Telephone number of ISP's
computer.

Your account user name at
the ISP and its password.

Your Activation Key

To contact Gordano Ltd. :

Support
e Email: support@gordano.com
e Phone support contracts are available from Sales

Sales

e Email: sales@gordano.com
e Tel: +44 1275 345100

e Fax: +44 1275 340056

e Post: Unit 1, Yeo Bank Business Park, Kenn Road, Clevedon,
North Somerset, BS21 6UW

Copyright © Gordano Ltd, 1995-2016 411



Installation and Contact Information GMS User Guide

412 Copyright © Gordano Ltd, 1995-2016






Gordano Limited

Unit 1, Yeo Bank Business Park,
Kenn Road, Clevedon, North Somerset, BS21 6EL, UK
http://www.gordano.com

GMS

Copyright © Gordano Ltd, 1995-2016



	1 Introduction
	1.1 What is GMS?
	1.2 What is GMS WebMail Professional?
	1.3 What is GMS WebMail Express?
	1.4 What is GMS WebMail Mobile?
	1.5 What is GMS Web Organizer?
	1.6 What is GMS Anti-Spam?
	1.7 What is GMS Anti-Virus?
	1.8 What are GMS SMS and Pager Gateways?
	1.9 What is GMS Instant Messenger?
	1.10 What is GMS Collaboration?
	1.11 Who Should Read this Guide?
	1.12 Conventions
	1.13 Help

	1 Finding your way around
	1.1 Introduction
	1.2 The Display
	Menu
	Navigation Tree
	Message List
	Right-hand Side
	Status Bar

	1.3 General Functionality
	Resizing Screen Panes
	Panel
	Drag and Drop

	1.4 Navigation
	Cursor Keys
	Other Keyboard Shortcuts
	Calendar


	2 Reading Messages
	2.1 Log in to GMS WebMail Professional
	2.2 Viewing e-mail
	2.3 Reading Attachments
	2.4 Reading Vcards

	3 Composing a Message
	3.1 Composing an Email Message
	Sending Attachments
	Sending vCards

	3.2 Composing a SMS Message
	3.3 Composing HTML messages

	4 Folders
	4.1 Managing Folders
	4.2 Importing folders
	4.3 Moving and copying messages to folders

	5 Searching
	5.1 How to Carry out a Search
	Types of Search
	Quick Search
	Advanced Search


	6 Calendars
	6.1 Adding events to a calendar
	Manual Event Creation
	Automatic event creation
	Setting Alarms
	Quick Add

	6.2 Repeating Events
	6.3 Viewing Calendar Events
	Date Selector Window
	Day, Week, Month View
	All-day Events
	Multi-day Events

	6.4 Shared Calendars
	Sharing your calendar
	Viewing a Shared Calendar
	Enabling Show Through

	6.5 Deleting events
	6.6 Editing an Existing event
	6.7 Generating an email based on an event
	6.8 Printing an event

	7 Address Books
	7.1 Types of address book
	7.2 Adding a new address book
	Importing Address Books
	Exporting Address Books

	7.3 Managing contacts in an address book
	7.4 Using the address book when composing e-mails
	7.5 Access Rights for Address Books
	7.6 Searching Address Books
	7.7 Address Book sharing
	Sharing your address book
	Viewing shared Address Books


	8 Tasks
	8.1 Adding Tasks
	Manual Task creation
	Automatic task creation
	Setting Alarms

	8.2 Repeating Tasks
	8.3 Viewing Tasks
	8.4 Shared Tasks
	Sharing your Tasks
	Viewing a shared Task List

	8.5 Deleting Tasks
	8.6 Editing an Existing Task
	8.7 Generating an email based on a Task
	8.8 Printing a Task

	9 Notes
	9.1 Adding notes
	Manual Note creation
	Automatic note creation

	9.2 Viewing Notes
	9.3 Shared Notes
	Sharing your Notes
	Viewing shared notes

	9.4 Deleting Notes
	9.5 Editing an Existing Note
	9.6 Generating an email based on a note
	9.7 Printing a note

	10 Documents
	10.1 Document Folders
	Adding new folders
	Editing properties of existing folders
	Accessing shared document folders

	10.2 Adding Documents
	Adding documents directly
	Automatic document creation

	10.3 Viewing Documents
	10.4 Shared Documents
	Sharing your Documents
	Viewing shared documents
	Sharing documents with Groups

	10.5 WebDav/GMS Drive functionality
	GMS Drive on Android
	GMS Drive on iPhone, iPad and iPod Touch
	GMS Drive on Mac using built in WebDav features

	10.6 Deleting Documents
	10.7 Updating an Existing Document
	10.8 Generating an email based on a document
	10.9 Printing a document
	10.10 Working with documents
	Download
	Edit
	Unlock
	History


	11 Account Settings
	11.1 Account Summary
	11.2 Password
	11.3 Aliases
	11.4 Disposable Addresses
	11.5 Plan
	11.6 Autoreply
	11.7 Forwarding

	12 Preferences
	12.1 General
	12.2 Appearance
	12.3 Reading Mail
	12.4 Composing Mail
	12.5 Folders
	12.6 Language
	12.7 Security
	12.8 Address Book
	12.9 Calendar
	12.10 Tasks
	12.11 Notes
	12.12 Documents
	12.13 Instant Message
	12.14 Shortcuts

	13 Gizmos
	13.1 Introduction
	13.2 Examples
	13.3 Current Gizmos
	Gizmos included in GMS
	Gizmos included in the Accessory Pack


	14 Collecting Mail From Other Mail Servers
	14.1 Collecting mail from an IMAP/POP3 server

	15 Personalities
	15.1 Creating new personalities
	15.2 Changing a personality
	15.3 Selecting a personality when composing e-mail

	16 Filters
	16.1 Anti-Spam Filters
	Introduction
	Setting up Confirmation
	The Dedicated Anti-spam Filter
	The Bayesian Filter
	The Block List Filter
	The White List Filter

	16.2 Custom Filters
	Introduction
	Adding and Removing Filters
	Filter Criteria
	Filter Action
	Modifying and De-activating filters
	Changing the Order of Filters


	17 Setting up Tags
	17.1 Creating a new tag
	17.2 Deleting tags
	17.3 Applying a tag to a message
	17.4 Using the search tool with tags

	18 Setting up Templates
	18.1 Adding and removing templates
	18.2 Selecting a template when composing e-mail
	18.3 Updating templates
	18.4 Using Templates with Forward, Reply, Reply all and redirect

	19 Access Rights
	19.1 Types of Access Rights
	19.2 Pre-defined Access Rights
	19.3 Custom Access Rights
	19.4 Global Address Books
	Overview
	Types of Access Rights
	Read and Edit Rights


	1 Reading Messages
	1.1 Log in to GMS WebMail Express
	1.2 The Display
	Top Menu Bar
	Upper and Lower Navigation Bars
	Upper and Lower Button Bars
	Left Hand Menu
	Listing/Preview Area
	Status Bar

	1.3 Viewing e-mail
	1.4 Reading Attachments
	1.5 Reading Vcards

	2 Composing a Message
	2.1 Composing an email message
	Sending Attachments
	Sending vCards


	3 Folders
	3.1 Managing Folders

	4 Address Books
	4.1 Adding a new address book
	Importing and Exporting Address books

	4.2 Managing contacts in an address book
	4.3 Using the address book when composing e-mails
	4.4 Access rights for address books

	5 Collecting Mail From Other Mail Servers
	5.1 Collecting mail from an IMAP/POP3 server

	6 Personalities
	6.1 Creating new personalities
	6.2 Changing a personality
	6.3 Selecting a personality when composing e-mail

	7 Setting Up Active Filters
	7.1 Adding and removing filters
	Filter Criteria
	Filter Action

	7.2 Modifying and De-activating filters
	7.3 Changing the order of filters

	8 Preferences
	8.1 Password
	8.2 Autoreply
	8.3 Forwarding
	8.4 General
	8.5 Reading Mail
	8.6 Composing Mail
	8.7 Folders
	8.8 Language
	8.9 Appearance
	8.10 Colors

	1 The Mobile client
	1.1 Logging on
	1.2 The Layout
	Status and menu bar
	Message Bar
	Main Screen

	1.3 Checking for unread mail
	1.4 Browsing all mail
	1.5 Handling messages
	Action

	1.6 Composing a message
	1.7 Settings
	1.8 Symbols used
	1.9 Wireless Application Protocol (WAP)

	1 GMS Collaboration Server
	1.1 Introduction
	1.2 Installing the GMS Collaboration Client
	Registering the GMS Collaboration Client
	General
	Connection
	Server
	Advanced
	Debug


	2 Using the Collaboration Client
	2.1 Contacts
	2.2 Calendars
	2.3 Notes
	2.4 Tasks
	2.5 Journals
	2.6 Internet Free/Busy
	Publishing your Free/Busy information
	Resetting Published Calendars and Tasks
	Viewing others Free/Busy information

	2.7 Address Books
	Advanced Searches
	Synchronizing the GMS Address Books
	Auto-complete

	2.8 Shared and Public Folders
	2.9 Web Access
	2.10 Working Offline

	3 Sharing Information
	3.1 How do I share information
	3.2 Access Permissions
	Meanings of Permissions

	3.3 How do I accept invitations to share information
	3.4 Sharing via the GMS Admin interface

	4 Preferences
	4.1 Synchronization
	4.2 Conflict Resolution

	5 Microsoft® Exchange ActiveSync
	5.1 What is EAS?
	5.2 How do I use EAS?
	Android Setup
	iOS Setup (iPhone, iPad, iPod Touch)


	6 CalDav & CardDav
	6.1 What is CalDav and CardDav?
	6.2 How do I use CalDav and CardDav?
	Windows Setup
	Using Caldav/CardDav on an Android device
	CalDav/CardDav usage on Mac OSX
	CalDav/CardDav usage on iOS (iPhone, iPad & iPod Touch)


	7 Common Questions
	Where are the database files stored?
	Where are the log files stored?
	Why can’t I see any GMS Address Books?
	Why is the auto-complete facility finding the wrong information?

	1 Windows GMS Messenger Client
	1.1 Installation
	1.2 The User Interface
	Changing your status
	Starting a conversation
	Sending an Instant Message
	Sending an SMS Message
	Sending a Pager Message
	Sending an Email
	Branding with the logo

	1.3 The IM Conversation Window
	Blocking a user
	Inviting additional attendees into an IM conversation

	1.4 Options
	Connections
	Account
	General
	Message
	Personal

	1.5 Contacts
	Adding Contacts
	Removing Contacts

	1.6 Closing the IM Client
	1.7 Using with Outlook
	Launch
	Open
	Hide
	Log In
	Log Out
	Exit
	Sending an Instant Message
	Sending an SMS Message
	Sending a Pager Message
	Sending an Email


	2 Java GMS Instant Messenger Client
	2.1 Logging in
	Logging in automatically
	Logging in manually
	Opening a messaging window from GMS WebMail Professional

	2.2 The Display
	Menu bar
	Status area
	Contacts area

	2.3 Adding contacts
	Removing contacts

	2.4 Blocking contacts
	2.5 Setting your status
	2.6 Starting a conversation
	Menu bar
	Contact Listing
	Conversation History
	Message Entry

	2.7 Leaving a conversation
	2.8 Preferences

	1 GMS User Interface
	1.1 User logon
	1.2 Using the Find option
	1.3 Account Settings
	Password
	Aliases
	Plan
	Autoreply
	Forwarding

	1.4 Account Preferences
	Personal Details
	Preferences, Webmail
	Preferences, Security
	Preferences, Collaboration

	1.5 Address Books
	Address Book
	Block List

	1.6 Junk Mail Filter
	Enable Junk Mail Filter
	Enable White List
	Enable Block List
	Junk Mail Filter Action
	Quarantine
	Quarantine Email

	1.7 Account Sharing
	1.8 Rebuild Mailbox

	1 GMS With Other Clients
	1.1 Introduction
	1.2 POP3 or IMAP4?
	1.3 Eudora V5
	1.4 Pegasus v1.2 & v2.0
	Pegasus Mail installation issues

	1.5 Thunderbird
	Additional Features

	1.6 MS Outlook Setup
	1.7 MS Outlook Express Setup
	1.8 Mobile Device Mail Clients
	1.9 Accessing the GMS address books
	Outlook
	Outlook Express
	Eudora
	Netscape v7


	1 Secure WebMail (SSL)
	Licence Agreements
	2 Installation and Contact Information

